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DEPARTMENT OF DEFENSE AUTHORIZATION
OF APPROPRIATIONS FOR FISCAL YEAR
2015 AND THE FUTURE YEARS DEFENSE
PROGRAM

THURSDAY, FEBRUARY 27, 2014

U.S. SENATE,
COMMITTEE ON ARMED SERVICES,
Washington, DC.

U.S. STRATEGIC COMMAND AND U.S. CYBER COMMAND

The committee met, pursuant to notice, at 9:36 a.m. in room SD—
G50, Dirksen Senate Office Building, Senator Carl Levin (chair-
man) presiding.

Committee members present: Senators Levin, Reed, Udall,
Manchin, Gillibrand, Blumenthal, Donnelly, Kaine, King, Inhofe,
McCain, Sessions, Ayotte, Fischer, Graham, and Lee.

OPENING STATEMENT OF SENATOR CARL LEVIN, CHAIRMAN

Chairman LEVIN. Good morning, everybody. Today, we begin our
annual posture hearings with the combatant commands by receiv-
ing testimony from the U.S. Strategic Command (STRATCOM) and
the U.S. Cyber Command (CYBERCOM), a sub-unified command of
STRATCOM.

Let me welcome Admiral Cecil D. Haney, USN, in his first ap-
pearance before the committee as the Commander of STRATCOM,
and General Keith B. Alexander, USA, in what may be his final ap-
pearance before the committee as the Commander of CYBERCOM.
General Alexander also serves, as we know, as Director of the Na-
tional Security Agency (NSA). When he retires at the end of next
month, he will, by far, be the longest serving NSA Director in his-
tory. We thank you both for your extraordinary service.

This hearing comes at a time of reduced budgets across the U.S.
Government, including the Department of Defense (DOD). Even
though this hearing comes in advance of the 2015 budget request,
we'll want to hear from our witnesses about the impact of the over-
all budget situation and the expected 2015 budget submission, the
impact that is likely to be the result of both that overall situation
and the budget submission on the programs and operations under
their oversight and direction.

Admiral Haney, I hope that you will address the full range of
issues impacting STRATCOM today, including the status of our nu-
clear deterrent, the impact of the recent Intercontinental Ballistic
Missile (ICBM) cheating scandal, any potential efficiencies and cost
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savings that could reduce the $156 billion that DOD projects it will
need to maintain and recapitalize our nuclear triad over the com-
ing decade, steps that may be needed to ensure that we can protect
or reconstitute our space assets in any future conflict, and concerns
about the adequacy of DOD’s future access to communications spec-
trum as pressure builds to shift more and more spectrum to com-
mercial use.

For most of last year, General Alexander has been at the center
of both the crisis over the loss of intelligence sources and methods
from the [Edward] Snowden leaks, and the controversy over as-
pects of the intelligence activities established after September 11 to
address the terrorist threat. We look forward, General, to hearing
your views about the changes to the NSA collection programs di-
rected by the President, the impact on the military of the Snowden
leaks, the capability of the personnel that the Military Services are
making available for their new cyber units, the Services’ ability to
manage the careers of their growing cadre of cyber specialists, and
steps that can be taken to ensure that the Reserve components are
effectively integrated into DOD’s cyber mission.

In addition, I hope that you’ll provide us with your analysis of
the Chinese campaign to steal intellectual property from U.S. busi-
nesses. The committee has almost completed a report on cyber in-
trusions into the networks of some of the defense contractors on
whom DOD may rely to conduct operations. I hope that you’ll give
us your assessment as to whether China has shown signs of alter-
ing its cyber behavior subsequent to Mandiant Corporation’s expo-
sure of the operations of one of its military cyber units.

Before I call on Senator Inhofe, I want to remind everybody that
we are going to have a closed session at 2:30 p.m. this afternoon
to address questions from our worldwide threats hearing last week
with Director Clapper and General Flynn, questions that were de-
ferred to a closed session. We have circulated a list of those ques-
tions to committee members and to witnesses. It is my intention to
go down that list of questions that were deferred, recognizing each
Senator on the list in the order in which the questions were raised
at the open hearing. Those Senators who raised questions—and
this is the order that they were raised—Senators Reed, McCain,
Ayotte, Blumenthal, Nelson, Fischer, Vitter, Levin, and Graham. If
a Senator lets me know that he or she is unable to attend this
afternoon, if they would like, I'd be very happy to raise the ques-
tion on his or her behalf.

We're also going to try to have our military nominations voted
on off the floor between votes. We have stacked votes, and that’s
a good opportunity to approve our military nominations and rec-
ommend their confirmation prior to the end of the month.

I now call upon Senator Inhofe.

STATEMENT OF SENATOR JAMES M. INHOFE

Senator INHOFE. Thank you, Mr. Chairman.

I have the utmost respect for our panel today, particularly Gen-
eral Alexander, because we've developed a close relationship, and
I appreciate that very much. I think a lot of people don’t realize,
in that period, the time you’ve been here—it was touched on by the
Chairman—but, been a Director of the NSA; the chief of Central
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Security Service; Commander, Joint Functional Component Com-
mand and Network Warfare; and then, of course, the Commander
of CYBERCOM. Since graduating from West Point, in 1974, was
it?—that you’re getting close to retirement. I think you need to
stretch that out now, because you’re going to be retiring 39 years,
10 months. You ought to make it an even 40. Anyway. This will
likely be your last time to testify to this committee. That’s a cause
for celebration, I'm sure.

Admiral Haney, the 5-year debate over the course of the U.S. nu-
clear weapons policy is, for the most part, settled. The President,
in June 2013, the Nuclear Weapons Employment Strategy is closer
to the deterrence policy that has guided U.S. nuclear policy since
the end of the Cold War, and moves away from the President’s
naive vision of the world without nuclear weapons. It emphasizes
the vital role of nuclear weapons in deterring threats, and assures
allies, it reaffirms the necessity of a modern nuclear triad as the
best way—and I'm quoting now—"“as the best way to maintain stra-
tegic stability and—at a reasonable cost, and hedge against uncer-
tainty.”

One of your challenges will be ensuring the commitment to nu-
clear modernization is carried out. We’ll have some specific ques-
tions about that, shortly. Congress supports these efforts. The fiscal
year 2014 omnibus spending bill provided virtually all of what the
President had requested for nuclear modernization. Unfortunately,
the President’s request fell short of the commitment that was made
in 2010; that was in order to get the necessary votes to pass the
New Strategic Arms Reduction Treaty (START).

Department of Energy (DOE) funding for nuclear weapons activi-
ties over the past 3 years is about $2 billion short, and virtually
every nuclear weapon life extension program (LEP) is behind
schedule now. The follow-on nuclear ballistic missile submarine re-
placement of the air-launch cruise missile are both 2 years behind
schedule, and a decision on a follow-on ICBM has not been made.
This needs to be addressed.

I also want to know your thoughts on the Missile Defense Agency
(MDA) plans to enhance the U.S. Homeland Missile Defense Sys-
tem (MDS) by improving sensor capability and developing a new
kill vehicle for the ground-based interceptor (GBI). These efforts
are essential to defending this country.

General Alexander, CYBERCOM has made strides in normal-
izing cyber planning, the capabilities and the fielding of the cyber
mission force of nearly 6,000 cyber warriors. However, I am con-
cerned that insufficient progress has been made toward developing
a strategy to deal with the growing number of complexity of threats
that we’re facing today that we've never faced before. The status
quo isn’t acceptable, and the administration is to blame for its in-
ability to develop and employ an effective cyber deterrent strategy.

Recent events show that our enemies are paying attention to
well-publicized events involving Iran, one involving an enduring
campaign of cyber attacks on the U.S. banks and the financial sec-
tor, and another involving the exploitation of critical Navy network.
They should concern all of us.

The apparent inaction of the administration underscores its
failed cyber deterrence strategy. This is going to have to change
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until our adversaries understand that there will be serious con-
sequences for cyber attacks against the United States, as we've al-
ready seen coming our way.

In closing, I want to comment briefly on the Snowden situation.
This man is not a whistleblower or a hero, as some have portrayed
him to be. He’s a traitor who stole nearly 2 million documents, the
vast majority of which have nothing to do with the activities of the
NSA. In the process, he’s potentially giving our enemies, and also
giving Russia and China, access to some of our military’s most
closely guarded secrets. He’s undermined our ability to protect the
country and has put the lives of our military men and women in
greater risk. These are the hallmarks of a coward, not a hero, and
it’s time the American people fully understand the damage that
Snowden has done to our national security.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you so much, Senator Inhofe.

Admiral Haney.

STATEMENT OF ADM CECIL D. HANEY, USN, COMMANDER, U.S.
STRATEGIC COMMAND

Admiral HANEY. Good morning, Chairman Levin, Ranking Mem-
ber Inhofe, and the distinguished members of this committee.

With your permission, I'd like to have my full statement made
as part of the record.

Chairman LEVIN. It will be.

Admiral HANEY. Thank you, sir.

I am honored to join you today as my first appearance, as was
mentioned, here as the Commander of STRATCOM. I'm also
pleased to be here with General Keith Alexander, whose respon-
sibilities as Commander of CYBERCOM and Director of the NSA
are critical to national security and my command’s ability to per-
form its missions. I greatly value his advice and counsel. I thank
him for his many years of distinguished service to our Nation.

STRATCOM executes a diverse set of global responsibilities that
directly contribute to national security. I can say with full con-
fidence today that STRATCOM remains capable and ready to meet
our assigned missions. We're blessed to have a talented, dedicated,
and professional military and civilian workforce to address the sig-
nificant national security challenges facing the United States. I
thank Congress and this committee for your support. I look forward
to working with you throughout my tour of duty.

We appreciate the passage of the 2-year bipartisan Budget Con-
trol Act of 2013 and the 2014 Consolidated Appropriations Act.
This legislation reduces near-term budget uncertainty. But, I re-
main concerned that sequestration will continue to stress the
human element of our capabilities, as well as impacting our capac-
ity to meet the threats and challenges of the 21st century.

The current global security environment is more complex, dy-
namic, and uncertain than any time in recent history. Advances in
state and nonmilitary capabilities continue across air, sea, land,
and space domains, as well as in cyber space. The space domain
is becoming ever more congested, contested, and competitive.
Worldwide cyber threats are growing in scale and sophistication.
Nuclear powers are investing in long-term and wide-ranging mili-
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tary modernization programs. Proliferation of weapons of mass de-
struction (WMD), nuclear technologies continues. WMD capability
delivery technologies are maturing and becoming more readily
available. No region in the world is immune from potential chem-
ical, biological, radiological, or nuclear risk. Terrorist threats re-
main a source of significant ambiguity, and the threat of home-
grown violent extremists remains a concern.

Against this dynamic and uncertain backdrop, STRATCOM’s
mission is to partner with other combatant commands to deter and
detect strategic attack against the United States, our allies, and to
defeat those attacks if deterrence fails. Our unified command plan
assigned missions are strategic in nature, global in scope, and
intertwined with the capabilities of our joint military force, the
interagency, and the whole of government. This requires increased
linkages and synergies at all levels to bring integrated capabilities
to bear through synchronized planning, simultaneous execution of
plans, and coherent strategic communications.

Your STRATCOM manages this diverse and challenging activity
by actively executing a tailored deterrence and assurance campaign
plan and by executing my five command priorities. That is to pro-
vide a safe and secure and effective nuclear deterrent force;
partnering with other combatant commands to win today; address-
ing challenges in space; building the necessary cyber space capa-
bility and capacity; and to prepare for uncertainty.

In keeping with the 2010 Nuclear Posture Review (NPR), my
number-one priority is to ensure a safe, secure, and effective nu-
clear deterrence force consisting of the synthesis of the dedicated
sensors, assured command and control, the triad of delivery sys-
tems, nuclear weapons and their associated infrastructure, and
trained and ready people.

In light of recent personnel integrity concerns within the ICBM
force, 1 fully support Secretary Hagel’s initiative to assemble key
DOD stakeholders to fully assess and understand the implications
of recent events, and seek long-term, systematic solutions that will
maintain trust and confidence in the nuclear enterprise. This has
my utmost attention. But, let me repeat, America’s nuclear deter-
rent force remains safe, secure, and effective.

In addition to our critical deterrent-and-assurance work, we're
engaged on a daily basis in a broad array of activities across our
mission areas of space, cyber space, intelligence, surveillance, re-
connaissance, combating WMD, missile defense, joint electronic
warfare, global strike, and, of course, analysis and targeting.

While these diverse activities are being synchronized and inte-
grated by an outstanding team, none of the work I've described can
happen without trained, ready, and motivated people. They remain
our most precious resource, and deserve our unwavering sup-
porting.

My travels to a number of STRATCOM components and partner
locations since I took command in November 2013 confirm my be-
lief that we have an outstanding team in place across all of our
mission areas. I have the utmost respect for their professionalism,
dedication to duty, and sustained operational excellence. In today’s
uncertain times, I'm proud to lead such a focused and innovative
team. We're building our future on a strong and successful past.
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Your continued support, together with the hard work of the out-
standing men and women of STRATCOM, will ensure we remain
ready, agile, and effective in deterring strategic attack, assuring
our allies, and defeating current and future threats.

I thank you for your time. I look forward to your questions.

[The prepared statement of Admiral Haney follows:]

PREPARED STATEMENT BY ADM C.D. HANEY, USN
INTRODUCTION

Mr. Chairman and distinguished members of the committee, I am honored to join
you today. This is my first appearance before you as the Commander of U.S. Stra-
tegic Command (STRATCOM), and I appreciate the opportunity to testify about the
importance of strategic deterrence in the 21st century and on how STRATCOM is
responding to today’s complex global security environment. Following my confirma-
tion late last year, I reviewed STRATCOM’s missions, priorities, and capabilities.
I found an organization executing a diverse set of global responsibilities that di-
rectly contribute to national security, and I am pleased to report that today
STRATCOM remains capable and ready to meet our assigned missions. We are
blessed to have a talented, dedicated, and professional cadre of military and civilian
men and women to address the significant national security challenges facing our
Nation. I thank Congress and this committee for your support and I look forward
to working alongside you throughout my tour of duty.

STRATCOM carries responsibility for nine mission areas as assigned by the Uni-
fied Command Plan (UCP). These mission areas are critical to national security and
strategic stability. The more significant challenge to sustaining excellence in these
mission areas for the foreseeable future remains how we balance national priorities
and fiscal realities given the outlook for future Department of Defense (DOD) budg-
ets under current law spending constraints. This requires that we take a strategic
approach to understanding and prioritizing near term and future threats in a sys-
tematic manner that ultimately involves balancing risks. My STRATCOM team and
I are fully engaged in this work helping to not only execute missions and conduct
detailed planning, but providing insight to inform our national decision making
process regarding these critical strategic national security issues. Even in the cur-
rent fiscal environment, and given the complex strategic security environment, we
must ensure the necessary strategic capabilities are adequately resourced.

GLOBAL SECURITY ENVIRONMENT

The current security environment is more complex, dynamic and uncertain than
at any time in recent history. Advances of significant nation state and non-state
military capabilities continue across all air, sea, land, and space domains—as well
as in cyber space. This trend has the potential to adversely impact strategic sta-
bility. Nation states such as Russia and China are investing in long-term and wide-
ranging military modernization programs to include extensive modernization of
their strategic capabilities. Nuclear weapons ambitions and the proliferation of
weapon and nuclear technologies continues, increasing risk that countries will resort
to nuclear coercion in regional crises or nuclear use in future conflicts. A number
of actors are improving their existing Weapons of Mass Destruction (WMD) capabili-
ties while others are pursuing new capabilities along with the technologies to de-
liver deadly agents against targets of their choice. These include nations as well as
non-state Violent Extremist Organizations (VEOs).

While we have increased our own cyber capabilities, the worldwide cyber threat
is growing in scale and sophistication, with an increasing number of state and non-
state actors targeting U.S. networks on a daily basis. Due to cyber space’s relatively
low cost of entry, cyber threats range from state-sponsored offensive military oper-
ations and espionage activities, to VEOs intent on disrupting our way of life, to
cyber criminals and recreational hackers seeking financial gain and notoriety. Addi-
tionally, the U.S. supply chain and critical infrastructure remains vulnerable to
cyber attack, and even as we detect and defeat attacks, attribution remains a sig-
nificant challenge.

Developed nations rely heavily on space systems to enable a wide range of serv-
ices which provide vital national, military, civil, scientific and economic benefits.
The space domain is becoming ever more congested, contested and competitive but
the number of space-faring nations continues to grow. The United States still re-
tains a strategic advantage in space as other nations are investing significant re-
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sources—including developing counterspace capabilities—to counter that advantage.
These threats will continue to grow over the next decade.

Finally, uncertainty continues to manifest in a number of other ways such as ter-
rorist threats, social unrest and turmoil, and regional competition for scarce re-
sources and economic opportunities.

PRINCIPLES OF OUR DETERRENT

In the broadest sense, STRATCOM’s mission is to deter and detect strategic at-
tacks against the United States and our allies, and to defeat those attacks if deter-
rence fails. Strategic attacks are those which have decisive negative outcomes—and
they are not all nuclear in nature. They may impact many people or systems, affect
large physical areas, act across great distances, persist over long periods of time,
disrupt economic and social systems, or change the status quo in a fundamental
way. While nuclear attack will always remain unique in its potential for devasta-
tion, today’s strategic attacks can occur through a variety of mechanisms across
multiple domains and are defined by the magnitude of their effect versus a specific
weapon or means of delivery. As a nation, we must continue our efforts toward de-
terring both nuclear and non-nuclear strategic threats to global security.

Although the likelihood of major conflict with other nuclear powers is remote
today, the existential threat posed by a nuclear attack requires the United States
to maintain a credible and capable deterrent force. While total deterrence against
any particular adversary is never guaranteed, I am confident in our ability to deter
nuclear attack. Arms control treaties have and continue to reduce the likelihood of
nuclear conflict with Russia, but the possibility of regional nuclear conflict strains
U.S. alliances and global security commitments.

STRATCOM is taking appropriate steps to mitigate these strategic risks by ac-
tively executing a tailored deterrence and assurance campaign plan against specific
strategic threats on a daily basis and by updating contingency plans that account
for deterrence failure. Our campaign and contingency plans employ the breadth of
STRATCOM capabilities in concert with other U.S. capabilities and the regional
combatant commands.

Increased interdependence between organizations (to include other combatant
commands, the interagency, and allies and partners) and across domains will be a
hallmark of future military operations. Our military forces must exercise the ability
to operate in degraded environments, and future conflicts are not likely to be limited
to a single domain or by geographic boundaries. Our planning leverages robust inte-
gration with other combatant commands and applies the breadth of STRATCOM ca-
pabilities to pursue national objectives. Combatant commands, the whole of the U.S.
government, and allies and partners will need to train, exercise and operate to-
gether using all the instruments of national power. This will require increased link-
ages and synergies at all levels to bring the appropriate integrated capabilities to
bear through synchronized planning, simultaneous execution of plans, and coherent
strategic communications. The Combatant Command Exercise and Engagement
Fund supports STRATCOM’s needs by addressing our joint training requirements
and is integral to improving joint context and enabling capabilities that enrich our
training environment. Adequate funding is essential to maintaining STRATCOM’s
ability to train, exercise, and operate together.

STRATCOM MISSION AND PRIORITIES

STRATCOM provides an array of global strategic capabilities to the Joint Force
through its nine UCP assigned missions: Strategic Deterrence; Space Operations;
Cyber space Operations; Joint Electronic Warfare; Global Strike; Missile Defense;
Intelligence, Surveillance and Reconnaissance; Combating Weapons of Mass De-
struction; and Analysis and Targeting. These diverse missions are strategic in na-
ture, global in scope, and intertwined with capabilities of the Joint Force, the inter-
agency and the whole of government.

While executing our UCP missions, STRATCOM efforts are guided by my five
overarching priorities. My number one priority is to provide a safe, secure and effec-
tive nuclear deterrent force as directed by the 2010 Nuclear Posture Review (NPR).
It is my responsibility to ensure our nuclear deterrent force remains viable and
credible now and as long as nuclear weapons exist.

Second, we will partner with other combatant commands to win today. Future
conflicts are not likely to be limited by conventional constraints characteristic of
20th century warfare or by geographic boundaries; thus our planning leverages ro-
bust integration with other combatant commands and applies the breadth of
STRATCOM capabilities to synchronize efforts in pursuit of national objectives. To-
ward this end, we are shifting from geography-based to adversary-based thinking
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and are reevaluating our planning assumptions to more accurately reflect the
threats, our goals, partner capacity, and both adversary and ally military capabili-
ties.

Third, we must continue to address challenges in space. The National Security
Space Strategy identifies space as contested, congested and competitive. The space
domain, along with cyber space, is simultaneously more critical to all U.S. oper-
ations yet more vulnerable than ever to hostile actions. Today, the United States
continues to hold an advantage in space. We must maintain that advantage as we
move deeper into the 21st century and other nations continue to invest heavily in
offensive, defensive, and commercial space capabilities. Key to these efforts will be
securing assured access to space and developing a robust situational awareness of
the space environment across the dimensions of time, space, and spectrum.

Fourth, we must continue to build cyber space capability and capacity. Cyber
space operations extensively support all of my other mission areas and there are sig-
nificant negative impacts if that support becomes uncertain. Along with the need
to protect U.S. critical infrastructure and intellectual property, information assur-
ance is a critical facet of national power that underpins our ability to identify na-
tional security risks and to hold those threats in check. This means we must simul-
taneously strengthen our internal information security safeguards and protect
against a maturing set of external cyber threats.

Finally, geopolitical and fiscal realities demand that we prepare for uncertainty.
We need the right information in the right hands at the right time to make correct
assessments and decisions. We are critically dependent on the Intelligence Commu-
nity’s (IC) foundational, data-based intelligence on adversary underground facilities,
physical vulnerabilities, command and control, military force analysis, defense re-
sources and infrastructure, and WMD facilities. We also rely on the IC’s in-depth
analysis of adversary national defense strategy doctrine and military leadership. De-
cisionmaking will also require predictive analysis to prioritize our activities along
with flexible, agile, adaptable thinking and systems. Since predictive analysis of the
future will never be error free, we must maintain adequate readiness to address un-
certainty. We must align our posture to the threat while acknowledging that the
threat itself will continue to evolve. Uncertainty also requires us to conduct a pene-
trating analysis of our capabilities and resources to clearly identify where we are
taking risk and where we cannot accept further risk.

MISSION AREA CAPABILITIES & REQUIREMENTS

Prioritizing resources to meet our goals requires a thoughtful assessment of na-
tional priorities in the context of fiscal realities. Today’s budget environment re-
mains a concern as we look to sustain and modernize our military forces. We appre-
ciate the passage of the 2-year Bipartisan Budget Act of 2013 and the 2014 omnibus
appropriations, as they reduce near-term budget uncertainty.

Although these recent actions provide us with some relief, the sequestration-level
reductions in fiscal year 2013 have impacted our readiness and have the potential
to impact our capabilities in the future. While our Service components realigned
limited resources toward strategic missions to preserve our strategic deterrence ca-
pabilities in the short term, those same organizations took on significant additional
risk in our ability to address long-term requirements. Many procurement and re-
search, development, testing and evaluation investment accounts have experienced
delays and we anticipate future programmatic challenges as a result. At this point
it is also difficult to fully discern the impact of sequestration in fiscal year 2013 on
our people, but the combined effects of a hiring freeze, furlough, and other force re-
duction measures continue to stress the human element of STRATCOM’s capabili-
ties.

Nuclear Deterrent Forces

America’s nuclear deterrent force provides enduring value to the Nation. It has
been a constant thread in the geopolitical fabric of an uncertain world, providing
a moderating influence on generations of world leaders. Today, our strategic nuclear
capabilities—a synthesis of dedicated sensors, assured command and control, the
triad of delivery systems, nuclear weapons and their associated infrastructure, and
trained ready people—remain foundational to our national security apparatus. As
stated in the 2010 NPR, “as long as nuclear weapons exist, the United States will
maintain a safe, secure, and effective nuclear arsenal, both to deter potential adver-
saries and to assure U.S. allies and other security partners that they can count on
America’s security commitments.” We are working across the Department to imple-
ment the President’s new guidance for aligning U.S. policies to the 21st century se-
curity environment. This includes revising Office of the Secretary of Defense and
Joint Staff guidance as well as updating our own plans.
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Although our nuclear arsenal is smaller than it has been since the late 1950s, to-
day’s nuclear weapon systems remain capable and will serve the United States well
into their fourth decade. In recent years the percentage of spending on nuclear
forces has gradually declined to only 2.5 percent of total DOD spending in 2013—
a figure near historic lows.

Today’s nuclear forces remain safe, secure, and effective despite operating well be-
yond their original life expectancies. The nation faces a substantive, multi-decade
recapitalization challenge, and we must continue investing resources toward that ef-
fort. Our planned investments are significant, but are commensurate with the mag-
nitude of the national resource that is our strategic deterrent. If we do not commit
to these investments, we risk degrading the deterrent and stabilizing effect of a
strong and capable nuclear force. I fully support planned and future sensor improve-
ments, upgrades for nuclear command, control, and communications (NC3) capabili-
ties, strategic delivery system recapitalization efforts, weapon life extension pro-
grams, stockpile surveillance activities, and nuclear complex infrastructure mod-
ernization. Together these efforts provide the necessary investments to ensure our
triad of nuclear forces remains viable and credible.

Sensors

Our Integrated Tactical Warning and Attack Assessment (ITW/AA) network of
sensors and processing facilities provides critical early warning and allows us to se-
lect the most suitable course of action in rapidly developing situations. While the
Defense Support Program (DSP) is approaching the end of its life, the Space Based
Infrared System (SBIRS) program is on track to provide continued on-orbit capa-
bility. The survivable and endurable segments of these systems, along with Early
Warning Radars, are being recapitalized and are vital to maintaining a credible de-
terrent. I fully support continued investment in this critical area.

Nuclear Command, Control, and Communications

Assured and reliable NC3 is critical to the credibility of our nuclear deterrent.
The aging NC3 system continues to meet its intended purpose, but risk to mission
success is increasing. Our challenges include operating aging legacy systems and ad-
dressing risks associated with today’s digital security environment. Many NC3 sys-
tems require modernization, but it is not enough to simply build a new version of
the old system—rather; we must optimize the current architecture while leveraging
new technologies so that our NC3 systems interoperate as the core of a broader, na-
tional command and control system. We are working to shift from point-to-point
hardwired systems to a networked IP-based national C3 architecture that will bal-
ance survivability and endurability against a diverse range of threats, deliver rel-
evant capabilities across the range of interdependent national missions, and ulti-
mately enhance Presidential decision time and space. Specific programs now in work
include the Family of Beyond-line-of-sight Terminals, Presidential National Voice
Conferencing, the Multi-Role Tactical Common Data Link, Phoenix Air-to-Ground
Communications Network, the E-4B Low Frequency communications upgrade, the
B2 Common Very Low Frequency Receiver communications upgrade, and the E—
6B service life extension program.

Nuclear Triad

Per the 2010 NPR, “retaining all three Triad legs will best maintain strategic sta-
bility at reasonable cost, while hedging against potential technical problems or
vulnerabilities.” The commitment to the triad was reinforced in the U.S. Nuclear
Weapons Employment Planning guidance the President issued in June 2013.
STRATCOM executes strategic deterrence and assurance operations with Interconti-
nental Ballistic Missiles, Ballistic Missile Submarines, and nuclear capable heavy
bombers. Each element of the nuclear triad provides unique and complimentary at-
tributes of strategic deterrence, and the whole is greater than the sum of its parts.

Intercontinental Ballistic Missiles

Our Intercontinental Ballistic Missile (ICBM) force promotes deterrence and sta-
bility by fielding a responsive and resilient capability that imposes costs and denies
benefits to those who would threaten our security. Though fielded in 1970, the Min-
uteman III ICBM is sustainable through 2030 with smart modernization and recapi-
talization investments. STRATCOM continues to work with the Air Force on initia-
tives to modernize safety and security capabilities and to address age-related ground
support system concerns such as Transporter-Erector vehicles and re-entry system
test equipment. The Ground Based Strategic Deterrent Analysis of Alternatives
(AoA) is studying a full range of ICBM concepts which will shape our land-based
deterrent force well beyond 2030.
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Ballistic Missile Submarines

Recapitalizing our sea-based strategic deterrent force is my top modernization pri-
ority and I am committed to working closely with the Navy on this program. The
Navy’s Ballistic Missile Submarines (SSBN) and Trident IT D5 ballistic missiles con-
stitute the Triad’s most survivable leg and the assured response they provide under-
pins our nuclear deterrent. This stealthy and highly capable force is composed of
two major elements, the missile and the delivery system. Both are undergoing need-
ed modernization. With respect to the missile, we are extending the life of the D5
missile to be capable until after 2040. With respect to the submarine that delivers
these missiles, the Ohio-class submarine has already been extended from 30 to 42
years of service—no further extension is possible and these submarines will start
leaving service in 2027. As such, the Ohio Replacement Program must stay on
schedule. No further delay is possible. Continued and stable funding for the Ohio
Replacement SSBN also supports our commitment to the United Kingdom to pro-
vide a Common Missile Compartment design and will ensure both their and our new
SSBNs achieve operational capability on schedule.

Heavy Bombers

While the Nation relies on the long-range conventional strike capability of our
heavy bombers, the nuclear capability of B-52 and B-2 bombers continues to pro-
vide us with flexibility, visibility and a rapid hedge against technical challenges in
other legs of the Triad. Last March, for example, the United States carried out
training flights of B-52 and B—2 bombers over the Korean Peninsula to assure part-
ners and allies and underscore our security commitment to extended deterrence in
the Asia-Pacific region. Maintaining an effective air-delivered standoff capability is
vital to meet our strategic and extended deterrence commitments and to effectively
conduct global strike operations in anti-access and area-denial (A2AD) environ-
ments. Planned sustainment and modernization activities, to include associated
NC3, will ensure a credible nuclear bomber capability through 2040.

Looking forward, a new highly survivable penetrating bomber is required to
credibly sustain our broad range of deterrence and strike options beyond the life-
span of today’s platforms. The Long-Range Standoff AcA was completed in 2012 and
concluded that a follow-on nuclear cruise missile was necessary to replace the aging
Air Launched Cruise Missile (ALCM).

Weapons and Infrastructure

Nuclear weapons and their supporting infrastructure underpin our nuclear triad.
All warheads today are on average nearly 30 years old. Surveillance activities are
essential to monitoring the health of our nuclear warheads. Life Extension Pro-
grams (LEPs) are key to sustaining our nuclear arsenal into the future, mitigating
age-related effects and incorporating improved safety and security features. Our ro-
bust science-based Stockpile Stewardship provides us confidence in sustaining our
nuclear forces without a return to nuclear testing, which the United States halted
in 1992.

The DOD and the Department of Energy (DOE) have worked together to develop
a synchronized, multi-decade plan for a modern, safe, secure and effective nuclear
stockpile. The Nuclear Weapons Council (NWC) approved what has been referred
to as the “3+2” plan—so named because the long-term result is three ballistic mis-
sile and two air-delivered warheads. This framework sustains a nuclear force that
addresses both near term technical needs and future triad capability requirements.
The W76-1 LEP is in progress to support the submarine leg of the triad. This is
particularly important as the W76-1 represents the majority of our survivable de-
terrent force. The Air Force and the National Nuclear Security Administration
(NNSA) continue to make progress on a full life extension for the B61 gravity bomb
that includes both nuclear and non-nuclear components, critical to our strategic ca-
pabilities and extended deterrent commitments. Both LEPs are necessary to main-
tain confidence in the reliability, safety and intrinsic security of our nuclear weap-
ons. Looking to the future, we continue to work with NNSA on the feasibility of an
interoperable nuclear package for our ballistic missile warheads and options for sus-
taining our air-delivered standoff capabilities.

Sustaining and modernizing the nuclear enterprise’s infrastructure is crucial to
our long-term strategy. A new uranium facility at Y-12 in Oak Ridge, TN, will ad-
dress deteriorating conditions in our Manhattan Project era facilities, while our in-
terim plutonium strategy will meet stockpile requirements over the next decade as
we explore long-term production alternatives. Continued investment in the nuclear
enterprise infrastructure is needed to provide critical capabilities that meet our
stockpile requirements.
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In the wake of recent unfortunate personnel incidents within the ICBM force in-
volving integrity issues, I fully support the Secretary’s initiative to assemble key
stakeholders within the DOD to fully digest the implications and to seek long-term
systemic solutions that will maintain trust and confidence in the nuclear enterprise.
This has my utmost attention.

New Strategic Arms Reduction Treaty (START) Implementation

STRATCOM continues to work with the Office of the Secretary of Defense (OSD),
the Joint Chiefs of Staff (JCS) and the Services to effectively and efficiently imple-
ment the reductions called for in New START. Now more than 3 years old, New
START has continued to contribute to the U.S.” insight into Russia’s nuclear forces
and has contributed to increased transparency and predictability between our two
nations. Since the treaty’s entry into force in 2011, the U.S. and Russia have each
conducted over 54 inspections and have exchanged over 5,500 New START message
notifications. To date, the United States has eliminated 39 B-52Gs and 50 Peace-
keeper ICBM silos, thus removing them from accountability under New START. The
U.S. also made substantial progress toward de-MIRVing MM III ICBMs on alert,
thereby reducing the number of warheads in a deployed status. This year, we will
finalize our preferred New START force structure and we are on track to achieve
New START’s limits of 1,550 deployed warheads, 700 deployed delivery systems,
and 800 deployed and non-deployed delivery systems by February 2018.

Space Operations

Our national space capabilities provide us with the ability to globally navigate,
communicate and observe natural and man-made events in areas where non-space
sensors are either not available or not feasible. Space capabilities are also a key
component of strategic deterrence. Our space sensors, command and control sys-
tems, and space situational awareness capabilities are critical in supporting both
our deployed nuclear forces and our national decisionmaking processes.

As highlighted in the President’s 2010 National Space Policy, these capabilities
“allow people and governments around the world to see with clarity, communicate
with certainty, navigate with accuracy and operate with assurance.” Determined ad-
versaries who understand the military and economic advantages provided by space,
along with an expanding debris population on orbit, increase the challenges of oper-
ating in this critical domain. Space continues to be increasingly congested, contested
and competitive. The National Security Space Strategy offers a set of approaches to
mitigating those characteristics: partnering with responsible nations, international
organizations and commercial firms to promote responsible, peaceful and safe use
of space; maximizing the advantages provided by improved space capabilities while
reducing vulnerabilities; and preventing, deterring, defeating and operating through
attacks on our space capabilities.

Key to all of these efforts is sufficient Space Situational Awareness (SSA)—the
data that allows us to understand what is on orbit, where it is, and how it is being
used. Our goal is to ensure space remains an open domain for all legitimate users.
Sharing SSA information with other nations and commercial firms promotes safe
and responsible space operations, reduces the potential for debris-making collisions,
builds international confidence in U.S. space systems, fosters U.S. space leadership,
and improves our own SSA through knowledge of other owner/operator satellite po-
sitional data.

For all its advantages, there is concern that SSA data sharing might aid potential
adversaries, therefore we are taking positive steps to ensure that does not occur.
In accordance with U.S. law, STRATCOM has negotiated SSA Sharing Agreements
with 41 commercial entities and 5 nations (France, Italy, Japan, Australia, and Can-
ada) and is in the process of negotiating agreements with five additional nations
(Germany, Great Britain, Israel, South Korea, and Brazil). Through these sharing
agreements, STRATCOM assists partners with activities such as launch support;
maneuver planning; support for on-orbit anomaly resolution, electromagnetic inter-
ference reporting and investigation; support for launch anomalies and de-commis-
sioning activities; and on-orbit conjunction assessments.

STRATCOM’s Joint Functional Component Command for Space (JFCC-Space), lo-
cated at Vandenberg Air Force Base in California, leads the efforts to ensure contin-
uous and integrated space operations and routinely track tens of thousands of space
objects in orbit around the Earth. This includes over 1,100 active satellites owned
and operated by approximately 74 nations and government consortia, plus hundreds
of small commercial and academic satellites.

We must sustain judicious and stable investments to preserve the advantages we
hold in this dynamic and increasingly complex environment while continuing to seek
out innovative and cooperative solutions with allies and partners to ensure the prod-
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ucts and services we derive from operating from space remain available, even when
threatened by natural events or the actions of a determined adversary. These in-
clude both active and passive protection measures for individual systems and con-
stellations and a critical examination of the architectural path we will follow to en-
sure resilience and affordability in space. We are exploring options such as
disaggregation as a method to achieve affordable resilience but additional analysis
is necessary in this area.

Cyber Space Operations

Today, we conduct our UCP assigned cyber space missions through our assigned
sub-unified command, U.S. Cyber Command (CYBERCOM) located at Fort Meade,
MD. I have delegated the authority to CYBERCOM to conduct the day-to-day busi-
ness of directing DOD information network operations and defense, planning
against cyber threats, coordinating with other combatant commands and appro-
priate U.S. Government agencies, providing military representation for cyber mat-
ters, planning and executing operational preparation of the environment, and exe-
cuting cyber operations as directed. STRATCOM retains authority for oversight of
advocacy and theater security cooperation.

This alignment allows STRATCOM to manage the integration of all our capabili-
ties to deter or defeat attacks in multiple scenarios while taking full account of the
interdependencies and interactions among combatant commands and across the air,
sea, land, and space domains, and in cyber space—all tied together through the elec-
tromagnetic spectrum.

STRATCOM, through CYBERCOM, is working with Joint Staff and the DOD
Chief Information Officer (DOD CIO) to implement the Joint Information Environ-
ment (JIE) framework. The JIE provides a foundational framework to enable im-
provements in our ability to see and defend the DOD Information Network. Further-
more, the JIE framework is intended to enable timely and secure information shar-
ing in the joint environment, improving warfighters ability to access critical data
and information for mission command. Alignment of the JIE with the equivalent IC
information technology enterprise is a key component required to achieve this goal.

Our primary obstacles to cyber space operations within DOD are issues of capac-
ity and capability. None of these activities can occur without a right-sized and well-
trained cadre of cyber professionals. The Cyber Mission Force (CMF) construct will
address the significant challenges of recruiting, training, and retaining the people,
facilities and equipment necessary to generate the human capital required for suc-
cessful cyber space operations. Our plans call for the creation of 133 cyber mission
teams manned by over 6,000 highly trained personnel by the end of fiscal year 2016.
To date, 17 of those teams are fielded and engaged in a variety of missions. The
majority of these teams will support the combatant commands with the remainder
supporting national missions. Budget stability is the key to achieving this vision,
as every training day we lose to fiscal constraints will cause further delays in field-
ing the CMF.

Missile Defense

I believe that effective missile defense is an essential element of the U.S. commit-
ment to strengthen strategic and regional deterrence against states of concern—con-
tinued investments in this area are essential to national defense. Today, 30 oper-
ational Ground Based Interceptors (GBIs) protect the United States against a lim-
ited ICBM attack from potential regional threats such as North Korea. In March
2013, Secretary Hagel announced the decision to add 14 GBIs in Alaska and a sec-
ond Army/Navy Transportable Radar Surveillance-2 (AN/TPY-2) radar in Japan,
study a potential third CONUS GBI site, and restructure the SM-3 IIB interceptor
into an advanced kill vehicle technology program. These decisions will hedge against
a growing North Korean threat, add additional sensor capability to improve cov-
erage, introduce needed Exo-atmosphere Kill Vehicle (EKV) improvements, and will
facilitate quickly adding a third CONUS GBI site if needed. We continue to examine
new threats and consider alternative ways and means for a future architecture to
improve sensors and discrimination for greater Ballistic Missile Defense System
(BMDS) effectiveness.

STRATCOM’s Joint Functional Component Command for Integrated Missile De-
fense (JFCC-IMD) is located in Colorado Springs, Colorado and continues to conduct
a variety of activities aimed at maturing our missile defense capabilities. First, they
are working to operationalize developmental missile defense capabilities in coordina-
tion with other combatant commands and the Missile Defense Agency (MDA). These
efforts serve to integrate sensors across mission domains and geographical areas,
synchronize and manage the availability of missile defense assets, and hedge
against the possibility of threats developing faster than originally anticipated. Sec-
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ond, they are working to develop and implement joint training to enable integration
and synchronization with other combatant commands, and host and orchestrate
international missile defense wargaming scenarios. These efforts identify and rec-
ommend sourcing solutions to ensure appropriate forces are employed; synchronize
global missile defense planning at all levels to ensure unity of effort across our geo-
graphically distributed network of sensors and shooters, across multiple organiza-
tions, and across multiple domains; and collaborate with key allies and partners. Fi-
nally, they are integrating warfighters into missile defense testing and evaluation.

The European Phased Adapted Approach (EPAA) protecting our NATO allies is
on schedule with Phase I becoming operational in Dec 2011 using a forward based
radar and Aegis Ballistic Missile Defense (BMD) ships. Phase II is on track for com-
pletion in 2015 and will add an Aegis Ashore system in Romania, SM-3 IB intercep-
tors, and additional Aegis BMD ships. Phase III planned for 2018 will add an Aegis
Ashore in Poland and a more capable SM—3 IIA interceptor both on land and at sea.
Steady progress was made in 2013 as we continued development and testing of
Aegis BMD software, construction of Aegis Ashore test and operational facilities,
SM-3 Block ITA system design, and successful SM—-3 operational and developmental
flight tests.

The Cobra Dane radar located at Eareckson AFS, AK, is critical to homeland de-
fense and must be sustained. This unique asset provides unmatched coverage
against long range threats from northeast Asia as well as helping to catalogue many
thousands of space objects. Cobra Dane is an aging system and requires continued
investment. Additionally, the deployment of an operational THAAD missile defense
system to Guam provides vital protection against North Korean provocations toward
one of our key Territories.

Global Strike

STRATCOM’s Joint Functional Component Command for Global Strike (JFCC-
GS) operates from Offutt Air Force Base, NE, with headquarters at Barksdale Air
Force Base, LA. JFCC-GS provides a unique ability to command and control our
global strike capabilities and build plans that rapidly integrate into theater oper-
ations. This includes integration of combat capability including those associated
with kinetic and non-kinetic effects. The following key capabilities are integral to
supporting my Global Strike mission.

STRATCOM’s Joint Warfare and Analysis Center (JWAC) in Dahlgren, Virginia
enhances our Strategic Deterrence and Global Strike missions by providing unique
and valuable insight into selected adversary networks. JWAC’s ability to solve com-
plex challenges for our Nation’s warfighters—using a combination of social and
physical science techniques and engineering expertise—is invaluable to protecting
the Nation and helping the Joint Force accomplish its missions.

Our Mission Planning and Analysis System (MPAS) is the Nation’s only com-
prehensive planning system for developing nuclear options. MPAS supports my re-
sponsibilities for Strategic Deterrence and Global Strike through the development
of nuclear options for the President, as well as holding time-sensitive targets at risk
through crisis action planning. Continued modernization of MPAS is essential to our
ability to conduct global strike operations.

Conventional prompt strike (CPS) capability offers the opportunity to rapidly en-
gage high-value targets without resorting to nuclear options. CPS could provide pre-
cision and responsiveness in A2AD environments while simultaneously minimizing
unintended military, political, environmental, economic or cultural consequences. I
support continuing research and development of these important capabilities.

Combating Weapons of Mass Destruction

A WMD-armed terrorist is one of the greatest potential threats we face today, and
no region of the world is immune from potential chemical, biological, radiological or
nuclear risks. STRATCOM is DOD’s global synchronizer for Combating Weapons of
Mass Destruction (CWMD) planning efforts, leveraging the expertise resident in our
Center for Combating Weapons of Mass Destruction (SCC-WMD) and our partners
at the Defense Threat Reduction Agency (DTRA)—both located at Fort Belvoir, VA.
Together, our organizations conduct real-world and exercise CWMD activities with
the other combatant commands to identify, prioritize, and mitigate WMD risks
posed by proliferation of WMD technology and expertise to nation states and non-
state actors. We have been successful so far, but given the magnitude of the WMD
threat, we can ill afford to short-change these efforts.

The Standing Joint Force Headquarters for Elimination (SJFHQ-E) was certified
for initial operating capability in September 2012. SJFHQ-E provides a full time,
trained joint command and control element that can quickly integrate into strategic-
to operational-level headquarters to provide WMD elimination planning, intel-
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ligence, and operational expertise for a Joint Force Commander. Additionally, the
SJFHQ-E recently completed its relocation from Aberdeen Proving Grounds, MD,
to Fort Belvoir, VA, to better leverage DTRA’s expertise and manpower.
STRATCOM has and continues to support U.S. Central Command, U.S. European
Command (EUCOM), and DTRA as part of the international effort to eliminate Syr-
ia’s chemical weapons program. Our personnel are providing direct support to
EUCOM in preparation for the removal and destruction of chemical materials from
Syria and will remain engaged until elimination of Syria’s program is complete.

Intelligence, Surveillance, and Reconnaissance (ISR)

The demand for ISR will always outpace our ability to fully satisfy all require-
ments. At the same time, we are focused on the goal of reducing the “cost of doing
business” as articulated in Sustaining U.S. Global Leadership Priorities for 21st
Century Defense. Located at Bolling Air Force Base, MD, STRATCOM’s Joint Func-
tional Component Command for ISR (JFCC-ISR) is working with our headquarters,
the Joint Staff, the Services, the combatant commands, and the IC to improve the
management of the DOD’s existing ISR capabilities. I fully support this initiative
which focuses on maximizing effectiveness of the capabilities we have, while mini-
mizing duplication of effort between DOD and the IC.

Joint Electronic Warfare

Given the importance and need of Joint Electronic Warfare, STRATCOM, in col-
laboration with the Joint Staff and the Office of the Secretary of Defense, continues
to drive the development of comprehensive Joint Electromagnetic Spectrum Oper-
ations (JEMSO) policy and doctrine that consolidates the activities of Electronic
Warfare (EW) and Spectrum Management. The National Military Strategic Plan for
EW was approved in late 2013, providing a framework for EW operations, articu-
lating threats and vulnerabilities, and clarifying risks and strategic imperatives for
electromagnetic spectrum (EMS) control. The joint architecture plan for Electro-
magnetic Battle Management is currently under development—the preliminary
work done so far will identify applicable architectures in order to better refine re-
quirements.

STRATCOM assesses systems to determine vulnerabilities to jamming, orches-
trates events to evaluate the ability to detect jamming and operate in such an envi-
ronment, coordinates with the combatant commands to determine impacts to plan
execution, and sponsors initiatives to combat jamming and generate requirements.
These assessments and initiatives greatly improve the DOD’s understanding and
mitigation of JEMSO capability gaps and vulnerabilities.

We seek to use the EMS more efficiently by investing in time and technology
sharing and fully investigating spectrum re-use opportunities. There are a number
of ongoing spectrum reallocation efforts with potential adverse impacts to DOD op-
erations. We will continue to work closely with DOD CIO, Joint Staff, and National
Telecommunications and Information Administration to ensure warfighter require-
ments are adequately considered prior to any decision.

Command and Control (C2) Facility

In 2012, the U.S. Army Corps of Engineers broke ground on a C2 Facility for
STRATCOM. This project will replace a C2 Facility that is over 57 years old,
plagued with numerous heating, cooling, and power infrastructure deficiencies and
will provide the necessary information technology infrastructure to support
STRATCOM in the digital age. The construction team is working hard to keep the
project on schedule, to ensure that we are optimizing resources, and to create an
infrastructure that has a lower cost of ownership than our current facility. When
complete, the new C2 Facility will play an effective and integral part of our strategic
deterrent as well as STRATCOM’s other assigned missions for decades to come. I
appreciate the steadfast support that Congress continues to provide for this effort.

OUR PEOPLE

People remain our most precious resource and deserve our most robust support.
The critical bonds of trust, teamwork, and professionalism unite the STRATCOM
family. Last year we created a Resilience Coordination Office, an effort that has
been noted as a potential benchmark program for the DOD. Resilience coordinators
provide training, information, resources and other tools to present healthy behavior
options in response to life stressors. Sexual assault, workplace violence, breaches of
integrity, alcohol abuse and associated behaviors have my strongest personal con-
demnation, and my entire staff understands my expectation to report and denounce
inappropriate behavior whenever and wherever it occurs.
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My travels to a number of STRATCOM and partner locations since I took com-
mand in November 2013 confirm my belief that we have an outstanding team in
place across all our mission areas. I am proud to serve alongside the men and
women of STRATCOM and have the utmost respect for their professionalism, dedi-
cation to our missions and sustained operational excellence even through difficult
times. These great Americans will do all they can for their nation, but are rightly
concerned about their futures given last year’s furloughs and planned manpower re-
ductions over the next several years. These reductions are not inconsequential—we
believe we can achieve the Department’s goals but not without a commensurate loss
of organizational agility and responsiveness.

CONCLUSION

We are experiencing dynamic changes within the DOD as we transition toward
a different force posture and a reduced defense budget. In spite of this environment,
our UCP missions remain unchanged as we partner with our fellow combatant com-
mands to deter adversaries, assure allies, protect critical infrastructure, preserve
freedom of movement, and respond to crises.

In today’s uncertain times, I am proud to lead such a focused, innovative and pro-
fessional group dedicated to delivering critical warfighting capabilities to the Na-
tion. We are building our future on a strong and successful past, and your support,
together with the hard work of the outstanding men and women of the U.S. Stra-
tegic Command, will ensure that we remain ready, agile, and effective in deterring
strategic attack, assuring our allies, and defeating current and future threats.

Chairman LEVIN. Thank you so much, Admiral.
General Alexander.

STATEMENT OF GEN KEITH B. ALEXANDER, USA,
COMMANDER, U.S. CYBER COMMAND

General ALEXANDER. Chairman Levin, Ranking Member Inhofe,
distinguished members of the committee, thank you for this oppor-
tunity for what could be my final hearing here, as you stated.

Sir, I would ask that my written statement also be added to the
record.

Chairman LEVIN. It will be.

General ALEXANDER. One of the things I'd like to cover, based on
your questions, is a few things about what we see going on in cyber
space. But, I'd emphasis upfront the great men and women that we
have within the Command and supporting us throughout DOD and
with some of our other agencies. I'll touch on that briefly.

You brought up the issue of the threat—both you and the rank-
ing member. I think it’s important to step back and look at what’s
going on in this space, because it impacts everything that you
brought up, from what Snowden has done to where we are with our
policies and laws and what we’re going to do to defend in this
space. It is changing so rapidly that our policy and laws lag behind
it.

If you look at all the applications that are coming out and the
way this space is actually growing, it is far beyond where current
laws and policies are. I think this is absolutely one of the key and
fundamental issues that we have to have in a discussion with the
American people. How do we protect our Nation in this space and
through this space? Both of those are issues that are on the table
today. How do we do it in such a manner that they know we’re pro-
tecting their civil liberties and privacy while concurrently pro-
tecting this Nation?

You brought up the fact of the amount of exploits. I'm going to
define, for my use here, a difference between exploitation and the
attacks. Exploitation is where their intent is to steal either infor-
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mation or money. Attacks will be where they want to disrupt or de-
stroy devices or actions in and of cyber space.

We see an awful lot of exploitation. You brought up the
Mandiant report and what’s going on. That exploitation is for the
theft of intellectual property as well as to get into some of our sen-
sitive systems. It goes throughout the infrastructure. From my per-
spective, the best way to solve the exploitation problem—and to
also defend against disruptive and destructive attacks—is to form
a defensible architecture, a Joint Information Environment (JIE).

If T were to leave you with one thought of what we could and
should do as a Nation, we should protect these networks better
than we have them protected today. Not just within DOD, but also
our critical infrastructures. Time and again, we’re seeing where
people have exploited into these networks, only to find out that the
way that they’re getting in is so easy that it’s difficult to defend.
So, step one, Mr. Chairman, is a defensible architecture.

Attacks are growing. It was mentioned by the ranking member.
The attacks that we saw against Wall Street and around the world,
the destructive attacks that have hit Saudi Aramco, RasGas in
South Korea, and most recently, the Sands Corporation. When you
look at those destructive attacks, they destroyed data on systems
that had to be replaced. This is a significant change from disrup-
tive attacks, those distributed denial of service, which only disrupt
for the time that that attack is going on, versus a destructive at-
tack, where the information is actually lost. Far more damaging,
far more timely, far more costly. Both of those are going on to-
gether. My concern is, that is growing. We will see more nation-
states using that. If diplomacy fails, that will be their first course.
We have to be prepared for that, as a nation, and we have to work
with our allies to set up what are the ground rules and deterrence
in this area.

So, some thoughts. First, the Services are doing a great job, from
my perspective. Working through the furloughs and sequestration,
I think where we are right now in setting up the cyber teams is
superb. I sat down with some of our folks in training. I know sev-
eral of you have asked questions on this. We have had roughly
4,500 seats where people have gone into different training things.
One of the things that you can count on me in this command is to
set up the best trained force in the world. We're doing that. We've
gotten people from the Services, from the Navy, the Army, the Air
Force, instructors from the academies, to come out and help us set
up these programs. It’s superb. When you look at the number of
people and the quality that we have in this, it’s absolutely superb.

Training the young folks going in, that’s going to take time. We'll
have roughly one-third of that force fully trained by the end of this
calendar year. I think that, given the sequestration, is a huge step
forward. We are on track to get the team stood up, as well. They’ll
reach Initial Operational Capability, roughly one-third of those, by
the end of this year. Those are two steps forward that we have to
really focus on and that we’re taking.

I mentioned team sport. Within DOD, you want us to work close-
ly with the Services. We are, with our component commands.
That’s going well. I think Admiral Haney and I see that as one of
the key things that we can do to ensure that the Services are
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aligned and that we’re training everybody to a joint standard.
That’s going on. We have a close relationship with them, and we
operate in a joint environment. That’s huge. But, we also have to
work with the Defense Security Service Academy and NSA. I think
those relationships are also good and strong.

Finally, within the interagencies, with the Department of Home-
land Security (DHS) and the Federal Bureau of Investigation (FBI)
specifically, I think those relationships are good. With Secretary
Johnson in place, I think we’ll take some further steps forward.
We'll meet with him in a couple of weeks.

Team sport, something that we have to work together. I am con-
cerned that our policy and law lagged behind this. Part of that is
educating people, the American people and our administration and
Congress and the courts, on what’s going on in this space. Many
of the issues that we’ve worked our way through over the last 5
years on the NSA side, working with the Foreign Intelligence Sur-
veillance Act (FISA) court, boils down to an understanding of
what’s going on in cyber space, our ability to articulate it, and their
understanding of what we’re talking about. This makes this area
especially difficult, and one that I think we need to step back, set
a framework for discussion with the American people. This is going
to be absolutely important in setting up what we can and cannot
do in cyber space to protect this country. From my perspective,
that’s going to be one of the big issues that we move forward.

I think a precursor to that is getting the NSA issues resolved.
We have to get those resolved, because, ironically, it operates in the
same space. If we can solve the NSA issues, especially the surveil-
lance program that the President asked us to look at, which, over
the next several weeks, I think we will bring back to you all a pro-
posal, I think that will be the first step. Pending that, we can then
look at that as a way and construct for how we would move for-
ward in cyber space.

Bottom line, Mr. Chairman, we have great people out there and
the Services are doing a great job. I am really impressed with the
types and quality of the soldiers, sailors, airmen, marines, and ci-
vilians that we’re getting. It’s absolutely superb. We need to invest
in that training more, and we’re taking that as our top priority.

That’s all I have, Mr. Chairman.

[The prepared statement of General Alexander follows:]

PREPARED STATEMENT BY GEN KEITH B. ALEXANDER, USA

Chairman Levin, Senator Inhofe, distinguished members of the committee, thank
you for the opportunity to speak to you today on behalf of the men and women of
the U.S, Cyber Command (CYBERCOM). This will be the last time I have the honor
of talking about our Command’s fine and dedicated servicemembers and civilian per-
sonnel before this committee. It always gives me great pleasure to tell you about
their accomplishments, and I am both grateful for and humbled by the opportunity
I have been given to lead them in the groundbreaking work they have done in de-
fense of our Nation.

CYBERCOM is a subunified command of U.S. Strategic Command in Omaha, Ne-
braska though based at Fort Meade, MD. It has approximately 1,100 people (mili-
tary, civilians, and contractors) assigned with a Congressionally-appropriated budg-
et for fiscal year 2014 of approximately $562 million in Operations and Mainte-
nance, Research, Development, Test and Evaluation, and military construction
(MILCON). CYBERCOM also has key Service cyber components: Army Cyber Com-
mand/Second Army, Marine Forces Cyber Space Command, Fleet Cyber Command/
Tenth Fleet, and Air Forces Cyber/24th Air Force. Together they are responsible for
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directing the defense ensuring the operation of the Department of Defense’s infor-
mation networks, and helping to ensure freedom of action for the United States
military and its allies—and, when directed, for defending the Nation against attacks
in cyber space. On a daily basis, they are keeping U.S. military networks secure,
supporting the protection of our Nation’s critical infrastructure from cyber attacks,
assisting our combatant commanders, and working with other U.S. Government
agencies tasked with defending our Nation’s interests in cyber space.

CYBERCOM resides with some key mission partners. Foremost is the National
Security Agency and its affiliated Central Security Service (NSA/CSS). The Presi-
dent’s recent decision to maintain the “dual-hat” arrangement under which the
Commander of CYBERCOM also serves as the Director of NSA/Chief, CSS means
the co-location of CYBERCOM and NSA/CSS will continue to benefit our Nation.
NSA/CSS has unparalleled capabilities for detecting threats in foreign cyber space,
attributing cyber actions and malware, and guarding national security information
systems. At CYBERCOM, we understand that recreating a mirror capability for the
military would not make operational or fiscal sense. The best, and only, way to meet
our Nation’s needs today, to bring the military cyber force to life, and to exercise
good stewardship of our Nation’s resources is to leverage the capabilities (both
human and technological) that have been painstakingly built up at Fort Meade. Our
Nation has neither the resources nor the time to redevelop from scratch the capa-
bility that we gain now by working with our co-located NSA partners. Let me also
mention our other key mission partner and neighbor at Fort Meade, the Defense In-
formation Systems Agency (DISA). DISA is vital to the communications and the effi-
ciency of the entire Department, and its people operate in conjunction with us at
CYBERCOM on a constant basis. We all work in conjunction with the extensive ef-
forts of several Federal Government mission partners, particularly the Department
of Homeland Security (DHS), the Department of Justice and its Federal Bureau of
Investigation (FBI), and other departments and agencies. We also work with private
industry and allies in the overall mission of securing our networks, identifying
threat actors and intentions, building resiliency for Federal and critical infrastruc-
ture systems, and supporting law enforcement in investigating the theft and manip-
ulation of data.

Allow me to review the highlights since our last posture hearing before the com-
mittee a year ago. The main point I want to leave with you is that we in U.S. Cyber
Command, with the Services and other partners, are doing something that our mili-
tary has never done before. We are putting in place foundational systems and proc-
esses for organizing, training, equipping, and operating our military cyber capabili-
ties to meet cyber threats. CYBERCOM and the Services are building a world class,
professional, and highly capable force in readiness to conduct full spectrum cyber
space operations. Seventeen out of 133 projected teams have achieved full or “ini-
tial” operational capability, and those teams are already engaged in operations and
accomplishing high-value missions. The Cyber Mission Force is no longer an idea
on a set of briefing slides; its personnel are flesh-and-blood soldiers, marines, sail-
ors, airmen, and coastguardsmen, arranged in military units that are on point in
cyber space right now. We are transforming potential capability into a reliable
source of options for our decisionmakers to employ in defending our Nation. Future
progress in doing so, of course, will depend on our ability to field sufficient trained,
certified, and ready forces with the right tools and networks to fulfill the growing
cyber requirements of national leaders and joint military commanders. That is
where we need your continued support.

THE THREAT PICTURE

The Department of Defense along with the Department of Homeland Security, the
Department of Justice, and the Federal Bureau of Investigation have primary re-
sponsibilities to defend the United States in cyber space and to operate in a global
and rapidly evolving field. Our economy, society, government, and military all de-
pend on assured security and reliability in this man-made space, not only for com-
munications and data storage, but also for the vital synchronization of actions and
functions that underpins our defenses and our very way of life. CYBERCOM con-
centrates its efforts on defending military networks and watching those actors who
possess the capability to harm our Nation’s interests in cyber space or who intend
to prepare cyber means that could inflict harm on us in other ways.

Unfortunately, the roster of actors who concern us is long, as is the sophistication
of the ways they can affect our operations and security. We have described some
of these in previous hearings, and I know the Director of National Intelligence re-
cently opened his annual Worldwide Threat Assessment for Congress with several
pages on cyber threats, so I'll be brief here.
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I can summarize what is happening by saying that the level and variety of chal-
lenges to our Nation’s security in cyber space differs somewhat from what we saw
and expected when I arrived at Fort Meade in 2005. At that time many people, in
my opinion, regarded cyber operations as the virtual equivalents of either nuclear
exchanges or commando raids. What we did not wholly envision were the sort of
cyber campaigns we have seen in recent years. Intruders today seek persistent
presences on military, government, and private networks (for the purposes of exploi-
tation and disruption). These intruders have to be located, blocked, and extracted
over days, weeks, or even months. Our notion of cyber forces in 2005 did not expect
this continuous, persistent engagement, and we have since learned the extent of the
resources required to wage such campaigns, the planning and intelligence that are
essential to their success, and the degree of collaboration and synchronization re-
quired across the government and with our allies and international partners.
Through concerted efforts, and with a bit of luck, we are creating capabilities that
are agile enough to adapt to these uses and others, and I am convinced we have
found a force model that will give useful service as we continue to learn and impro-
vise for years to come.

We have some key capability gaps in dealing with these increasingly capable
threats. Cyber space is a medium that seems more hospitable to attackers than de-
fenders, and compared to what real and potential adversaries can do to harm us,
our legacy information architecture and some of our weapons systems are not as
“cyber robust” as they need to be. Our legacy forces lack the training and the readi-
ness to confront advanced threats in cyber space. Our commanders do not always
know when they are accepting risk from cyber vulnerabilities, and cannot gain reli-
able situational awareness, neither globally nor in U.S. military systems. In addi-
tion, the authorities for those commanders to act have been diffused across our mili-
tary and the U.S. Government, and the operating concepts by which they could act
are somewhat undefined and not wholly realistic. Further our communications sys-
tems are vulnerable to attacks. We need to rapidly pursue a defense in depth as
we envision with the fielding of the Joint Information Environment.

These gaps have left us at risk across all the CYBERCOM mission areas that I
described above.

CYBERCOM’S PRIORITIES

CYBERCOM is addressing these gaps by building cyber capabilities to be em-
ployed by senior decisionmakers and Combatant Commanders. In accordance with
the Department of Defense’s Strategy for Operating in Cyber Space, the people of
CYBERCOM (with their NSA/CSS counterparts) are together assisting the Depart-
ment in building:

(1) A defensible architecture;

(2) Trained and ready cyber forces;

(3) Global situational awareness and a common operating picture;

(4) Authorities that enable action;

(5) Concepts for operating in cyber space.

We are finding that our progress in each of these five areas benefits our efforts
in the rest. We are also finding the converse—that a lack of momentum in one area
can result in slower progress in others. I shall discuss each of these priorities in
turn.

Defensible Architecture

The Department of Defense (DOD) owns seven million networked devices and
thousands of enclaves. CYBERCOM, with its Service cyber components, NSA/CSS,
and DISA, monitors the functioning of DOD networks, providing the situational
awareness to enable dynamic defenses. Unfortunately, DOD’s current architecture
in its present state is not fully defensible. That is why the Department is building
the DOD Joint Information Environment (JIE), comprising a shared infrastructure,
enterprise services, and a single security architecture to improve mission effective-
ness, increase security, and realize IT efficiencies. The JIE, together with the cyber
protection teams that I shall describe in a moment, will give our leaders the ability
to truly defend our data and systems. Senior officers from CYBERCOM and DISA
serve on JIE councils and working groups, and together with leaders from the office
of the DOD’s Chief Information Officer, Joint Staff J6, and other agencies, are guid-
ing the JIE’s implementation (with NSA’s support as Security Adviser). JIE has
been one of my highest priorities as Commander, CYBERCOM and Director, NSA/
CSS.
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Trained and Ready Forces

Over the last year, we have made great progress in building out our joint cyber
force. When I spoke to you in March 2013 we had just begun to establish the Cyber
Mission Forces in the Services to present to CYBERCOM. This force has three main
aspects: (1) Cyber National Mission Teams to help defend the Nation against a stra-
tegic cyber attack on our critical infrastructure and key resources; (2) Cyber Combat
Mission Teams under the direction of the regional and functional combatant com-
manders to support their objectives; and (3) Cyber Protection Teams to help defend
DOD information environment and our key military cyber terrain. On January 17,
2014 we officially activated the Cyber National Mission Force—the U.S. military’s
first joint tactical command with a dedicated mission focused on cyber space oper-
ations. We have plans to create 133 cyber mission teams by the end of fiscal year
2016, with the majority supporting the combatant commands and the remainder
going to CYBERCOM to support national missions. The teams will work together
with regional and functional commanders according to a command and control con-
struct that we are actively helping to forge and field.

The training for this force is happening now on two levels. At the team level, each
cyber mission team must be trained to adhere to strict joint operating standards.
This rigorous and deliberate training process is essential; it ensures the teams can
be on-line without jeopardizing vital military, diplomatic, or intelligence interests.
Such standards are also crucial to assuring intelligence oversight and to securing
the trust of the American public that military operations in cyber space do not in-
fringe on the privacy and civil liberties of U.S. persons. Our training system is in
the midst of certifying thousands of our people to high and joint military-wide
standards.

At the individual level, we are using every element of capacity in our Service
schools and in NSA to instruct members of the Cyber Mission Force teams. We have
compiled a training and readiness manual, a “summer school” for cyber staff offi-
cers, and are shaping professional military education to enhance the cyber savvy of
the force. To save time and space, furthermore, we have established equivalency
standards to give individuals credit for training they have already taken in their
Services and at NSA, with a board to adjudicate how much credit to confer for each
course. Finally, we have established Job Qualification Records for team work roles
to provide joint standards, further reinforcing common baselines of knowledge, skills
and abilities across Service-component teams.

As our training system geared up to meet our need for trained operators and cer-
tified teams, sequestration-level reductions and furloughs last year seriously im-
peded our momentum. The uncertain budget situation complicated our training ef-
forts; indeed, we had to send people home in the middle of our first-ever command
and staff course last summer. Moreover, every day of training lost had cascading
effects for the overall force development schedule, delaying classes, then courses,
and then team certifications, to the point we are about 6 months behind where we
had planned to be in training our teams. We are only now catching up to where
we should have been months ago in building the Cyber Mission Force.

Increased Operational Awareness

Enhanced intelligence and situational awareness in our networks help us know
what is happening in cyber space. Our goal is to build a common operating picture,
not only for the cyber activities of organizations based at Fort Meade but also across
the U.S. Government. We are moving toward this objective, for instance by coordi-
nating the activities of the CYBERCOM and NSA operations centers. Achieving it
should let all who secure and defend our networks synchronize their activities, as
well as see how adversarial and defensive actions can affect one another, which in
turn enhances the efforts of planners and the predictability of the effects they seek
to attain.

Capacity to Take Action

The last year saw increased collaboration between defenders and operators across
the U.S. Government and with private and international partners. CYBERCOM
played important roles in several areas. CYBERCOM, for instance, has been inte-
grated in the government-wide processes for national event responses. This regu-
larly exercised capability will help ensure that a cyber incident of national signifi-
cance can elicit a fast and effective response at the right decisionmaking level, to
include pre-designated authorities and self-defense actions where necessary and ap-
propriate. In addition, CYBERCOM participated in whole-of-government actions
with partners like the Departments of State, Justice, and Homeland Security in
working against nation-state sponsored cyber exploitation and distributed denial-of-
service attacks against American companies. Finally, we already benefit from shar-
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ing information on cyber threats with the services and agencies of key partners and
allies, and are hopeful that cybersecurity legislation will one day make it easier for
the U.S. Government and the private sector to share threat data in line with what
the administration has previously requested.

Operating Concepts

To oversee and direct the Nation’s cyber forces, as previously mentioned, we have
established a National Mission Force Headquarters in CYBERCOM at Fort Meade.
This functions in parallel with analogous headquarters units (the four Joint Force
Headquarters) for the Service cyber components, which themselves work with the
NSA/CSS regional operating centers in Georgia, Texas, and Hawaii.

We can report some good news with respect to the realism of our cyber exercises,
which put these operating concepts to the test. CYBERCOM regularly participates
in more than twenty Tier 1 Combatant Command, coalition, and inter-agency exer-
cises. We also run a Cyber Wargame that looks 5 years into the future and includes
industry and academic experts. CYBERCOM’s flagship exercises, Cyber Flag and
Cyber Guard, are much more sophisticated now and are coupled directly with Joint
Doctrine and the Force Model. Cyber Flag, held each fall at Nellis Air Force Base
in Nevada, includes all the Service cyber components as well as inter-agency and
international partners. Cyber Flag 14 in November 2013 assembled more than 800
participants, included conventional maneuvers and kinetic fires in conjunction with
cyber operations, and featured a much more realistic and aggressive adversary in
its expanded virtual battlespace. In the past we were tentative about letting the
cyber “red teams” loose, for fear they would impair expensive training opportunities
for conventional arms. In our recent Cyber Flag iteration last fall, we figuratively
took the gloves off. Our defense consequently got its collective nose bloodied, but the
defenders to their credit fought back and prevailed in chasing a determined foe out
of our systems. For its part, Cyber Guard is a whole-of-government event exercising
State- and national-level responses to adversary actions against critical infrastruc-
ture in a virtual environment. It brings together DHS, FBI, CYBERCOM, State gov-
ernment officials, Information Sharing and Analysis Centers, and private industry
participants at the tactical level to promote shared awareness and coordination to
mitigate and recover from an attack while assessing potential Federal cyber re-
sponses. Finally, we are also building and deploying tools of direct use to “conven-
tional” commanders in kinetic operations, some of which were most recently utilized
in the latest Red Flag exercise run to keep our pilots at the highest degree of pro-
ficiency.

WHERE ARE WE GOING?

Let me share with you my vision for what we at CYBERCOM are building to-
ward. We all know the U.S. military is a force in transition. We are shifting away
from legacy weapons, concepts, and missions, and seeking to focus—in a constrained
resource environment—on being ready for challenges from old and new technologies,
tensions, and adversaries. We have to fulfill traditional-style missions at the same
time that we prepare for emerging ones, with new tools, doctrines, and expectations,
both at home and abroad. We are grateful to Congress for lessening the threat of
wholesale budget cuts called for by the Budget Control Act. That makes it easier
for the Department of Defense to maintain its determination to shield our cyber
space capabilities from the resource reductions falling on other areas of the total
force. It is fair, and indeed essential, for you to ask how we are utilizing such re-
sources while others are cutting back.

Our answer is that the trained and certified teams of our Cyber Mission Force
are already improving our defenses and expanding the operational options for na-
tional decision makers, the Department’s leadership, and joint force commanders.
We are building this force and aligning the missions of the teams with intelligence
capabilities and military requirements. Our cyber mission teams will bring even
frgnore capability to the “joint fight” and to whole-of-government and international ef-
orts:

e CYBERCOM is working with the Joint Staff and the combatant com-
mands to capture their cyber requirements and to implement and refine in-
terim guidance on the command and control of cyber forces “in-theater,” en-
suring our cyber forces provide direct and effective support to commanders’
missions while also helping CYBERCOM in its national-level missions. In
addition, we are integrating our efforts and plans with component command
operational plans, and we want to ensure that this collaboration continues
at all the Commands.
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e Our new operating concept to enhance military cyber capabilities is help-
ing to foster a whole-of-government approach to counter our Nation’s cyber
adversaries. Indeed, CYBERCOM planners, operators, and experts are
prized for their ability to bring partners together to conceptualize and exe-
cute operations like those that had significant effects over the last year in
deterring and denying our adversaries’ cyber designs.

Here is my greatest concern as I work to prepare my successor and move toward
retirement. Despite our progress at CYBERCOM, I worry that we might not be
ready in time. Threats to our Nation in cyber space are growing. We are working
to ensure that we would see any preparations for a devastating cyber attack on our
critical infrastructure or economic system, but we also know that warning is never
assured and often not timely enough for effective preventive actions. Should an at-
tack get through, or if a provocation were to escalate by accident into a major cyber
incident, we at CYBERCOM expect to be called upon to defend the Nation. We plan
and train for this every day. My Joint Operations Center team routinely conducts
and practices its Emergency Action Procedures to defend the Nation through inter-
agency emergency cyber procedures. During these conferences, which we have exer-
cised with the participation up to the level of the Deputy Secretary of Defense, we
work with our interagency partners to determine if a Cyber Event, Threat or Attack
has occurred or will occur through cyber space against the United States. As Com-
mander, CYBERCOM, I make an assessment of the likelihood of an attack and rec-
ommendations to take, if applicable. We utilize this process in conjunction with the
National Military Command Center to determine when and if the conference should
transition to a National Event or Threat Conference.

We understand that security is one of the greatest protections for civil liberties,
and that liberty can suffer when governments hastily adapt measures after attacks.
At CYBERCOM we do our work in full support and defense of the civil liberties and
privacy of Americans. We do not see a tradeoff between security and liberty; we pro-
mote both simultaneously, because each enhances the other. Personnel at
CYBERCOM take this responsibility very seriously. The tools, authorities, and cul-
ture of compliance at NSA/CSS give us the ability and the confidence to achieve
operational success against some of the toughest national security targets while act-
ing in a manner consistent with civil liberties and rights to privacy. That said, un-
less Congress moves to enact cybersecurity legislation to enable the private sector
to share with the U.S. Government the anomalous cyber threat activity detected on
its networks on a real-time basis, we will remain handicapped in our ability to as-
sist the private sector or defend the Nation in the event of a real cyber attack. I
urge you to consider the now daily reports of hostile cyber activity against our Na-
tion’s networks and appreciate the very real threat they pose to our Nation’s eco-
nomic and national security as well as our citizen’s personal information. I am con-
cerned that this appreciation has been lost over the last several months, as has the
understanding that—when performed with appropriate safeguards—cyber threat in-
formation sharing actually enhances the privacy and civil liberties as well as the
security of our citizens.

CONCLUSION

Thank you again, Mr. Chairman and members of the committee, for inviting me
to speak, and for all the help that you and this committee have provided
CYBERCOM over the years. It has been my honor to work in partnership with you
for these past 39+ years to build our Nation’s defenses. Never before has our Nation
assembled the talent, resources, and authorities that we have now started building
into a cyber force. I am excited about the work we have done and the possibilities
before us. This is changing our Nation’s capabilities, and making us stronger and
better able to defend ourselves across the board, and not merely in cyber space. We
can all be proud of what our efforts have accomplished in building CYBERCOM and
positioning its men and women, and my successor, for continued progress and suc-
cess.

Chairman LEVIN. Thank you so much, General. If that proposal
comes in the next few weeks, it may come before your retirement,
in which case this may not be your last hearing before this com-
mittee.

Senator INHOFE. Then he might reach 40 years.

Chairman LEVIN. That’s true.

But, anyway, we know how much you've put into this effort, and
we do look forward to that proposal. It’s way beyond this com-
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mittee. The entire Congress, the American people, and, of course,
the administration look forward to the recommendations that you’ll
be making or the proposal that you’ll be making.

Let’s have a 7-minute first round.

Admiral, I think you made reference to the ground-based mid-
course defense (GMD) system. We've had some flight test-fit fail-
ures with both models of the deployed kill vehicles. My question is
this. Do you believe that it is a high priority to fix the problems
with our current GMD Kkill vehicles and that we need to use a fly-
before-you-buy approach to ensure that, before we deploy any addi-
tional GMD interceptors, that we need to demonstrate, through
successful and realistic intercept flight testing, that the GMD sys-
tem has been fixed and will work as intended?

Admiral HANEY. Senator Levin, a very important question, there.
The importance of MDS, and the ingredients that go in there—the
kill vehicle is an important part of that system, and the failures
that we’'ve had in the past are under review, expecting a readout
soon from the review board. But, it is critical that we get to the
technical issues associated with the kill vehicle and get those cor-
rected so that we can have better reliability in our MDS. That, cou-
pled with investments in discrimination and sensors, is key to the
way forward.

Chairman LEVIN. Should we fix the kill vehicle problems before
we deploy an additional GMD interceptor?

Admiral HANEY. Sir, I believe we need to do both in parallel
while we understand the problem deeper. That is already under-
way.

Chairman LEVIN. General, let me shift to you about some of the
issues that you addressed.

First, there was an article in yesterday’s or the day before’s New
York Times, saying that, in late spring 2011, NSA and DOD devel-
oped options for the President to conduct sophisticated cyber at-
tacks on the Syrian military and on President Assad’s command
structure. Can you provide the committee, in a classified manner
for the record, if necessary, your assessment about the accuracy of
the article and your views on the decision that the President pur-
portedly made relative to that and to the thinking behind that deci-
sion?

General ALEXANDER. Mr. Chairman, I will provide a classified re-
sponse to that.

[The information referred to follows:]

[Deleted.]

Chairman LEVIN. I assume you were in the middle of that discus-
sion and those options.

General ALEXANDER. Yes, sir.

Chairman LEVIN. Okay.

General, in January, as you pointed out, the President ordered
a transition to end the Telephone Metadata Collection Program, as
it currently exists, to preserve the capabilities that we need, but
without the government collecting and holding the data on call de-
tail records. Do you believe that the government needs to hold all
the metadata records in order to determine whether terrorist sus-
pects overseas are communicating with persons located in the
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United States, or could a third party, a private third party, hold
that data, or service providers perhaps keep the data?

General ALEXANDER. Mr. Chairman, I think there are three op-
tions on that, that I would put on the table. You mentioned govern-
ment holding it, the Internet service providers holding it, and I
think there is yet another option, where you look at what data you
actually need, and get only that data. Can we come up with a capa-
bility that just gets those that are predicated on a terrorist commu-
nication? I think you have those three options that I would put on
the table. Those are three of the ones that I think need to be fully
discussed and the merits for both sides. They have pros and cons
on the agility that you would have with the programs.

We have made some recommendations. I think that will be our
view over the next couple of weeks within the interagency. I am
confident that the process is going well in this. They've had depu-
ties and other meetings amongst the interagency, and I think the
facts are being put on the table to help make a good decision to
bring forward to you all.

Chairman LEVIN. Thank you. The Privacy and Civil Liberties
Oversight Board and the President’s Review Group on Intelligence
and Communications Technology both characterized the section 215
program as useful; however, they said that it has not yet identified
a single instance involving a threat to the United States in which
the program made a concrete difference—these are their words—
in the outcome of a counterterrorism investigation.

Can you, either for the record or here, give us examples or the
list, if it’s a finite list, of where the program made a “concrete dif-
ference” in the outcome of a counterterrorism investigation?

General ALEXANDER. Mr. Chairman, I can. There’s two sets. Let
me give you the first part, which was what we gave to Congress
on 54 different terrorist events—not all attacks, but this could be
facilitation—roughly, 13 were facilitation, and the rest were ter-
rorist plotting and attacks—that went on here and throughout the
world. That’s the 54 number that everybody has known. Of those
54, 41 were outside the United States, 13 were inside the United
States. The Business Record FISA program could only apply to
those 13. It actually was used in 12 of those 13.

The issue which is the concrete part, gets us back to the mid por-
tion of this. In sitting down with the Director of the FBI, both past
and present, the issue comes up with one of agility. How do we go
quicker? Things like the Boston bombing shows where this pro-
gram and its agility really make a difference.

So, from my perspective, there are some ongoing, concrete exam-
ples today, that we can provide the committee in a classified set-
ting, that shows, from my perspective, that this program makes a
difference.

The issue really comes down to your earlier question. So, how
much data do you need? How do we do this data in the right way?
Can we come up with a better way of doing it? Which is what the
President has tasked us to try to come up with.

I do think there is a better way. That’s what we’re putting on
the table. I think it will address both of your questions—the data-
base and how we respond.



25

Mr. Chairman, I would like to provide more details on the ongo-
ing stuff that we’re seeing, threats that we’re seeing with this pro-
gram.

Chairman LEVIN. All right, it would be very helpful that you give
us the list of each instance where the program has made a concrete
difference, because that is very different from what these two orga-
nizations and commissions found. We'll expect that for the record,
General. We appreciate it.

[The information referred to follows:]

The National Security Agency has provided to Congress a list of some 54 exam-
ples involving section 215 as well as section 702 of the Foreign Intelligence Surveil-
lance Act (FISA), as amended by the FISA Amendments Act. The colloquy at the
27 February hearing refers to this list and to the use of section 215 authorities dur-
ing the investigation of the Boston Marathon bombing. The context of this question
has changed significantly since the time of the hearing. The administration has
called for legislation providing for the telephone metadata to be queried (with court
approval of each query term) while it is held by the service providers, instead of
NSA acquiring the data in bulk. Such legislation has now passed the House and is
under consideration in the Senate. Upon request, NSA is prepared to provide Con-
gress with current information on the operation of the section 215 program during
this interim period and/or after the program is restructured pursuant to any legisla-
tive changes.

Chairman LEVIN. Senator Inhofe.

Senator INHOFE. Thank you, Mr. Chairman.

You heard my characterization of Snowden in my opening re-
marks. Do the two of you agree with that?

Admiral HANEY. I do.

General ALEXANDER. I do.

Senator INHOFE. We've developed a chart that we have shown to
both of you. I think, Admiral Haney, you went over this yesterday
with some of our staff. For the benefit of those up here, we have
copies.

[The chart referred to follows:]
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Senator INHOFE. If you look at the peak there, that would have
been as the end of the Cold War came, and we started dropping
down in our nuclear modernization program. It was fairly level
until getting into the current date that we’re in right now.

You see the little hump there? That would be a new—necessary
in order to get this done—a new cruise missile, new ICBM, new
sub-launched. Have you had a chance to look at this chart? Do you
feel that’s what our needs are now, Admiral Haney, the accuracy
of this chart?

Admiral HANEY. Senator Inhofe, I have seen this chart, and what
I think is unique about the chart is, it really gives a great presen-
tation of the history of funding that we have invested in our stra-
tegic deterrent, and also gives, even beyond the Future Years De-
fense Program, an approximation of what requires to be modern-
ized. As you look at this chart, it’s unique, in terms of what was
paid for, back in the late 1980s, early 1990s, and how that sustains
us today in having a credible deterrent that we’re operating in a
safe, secure, and effective manner today.

Senator INHOFE. Yes, that’s in the past, but the way we’re going
for(\ivard is what I'm interested in, which I think we’re going to have
to do.

Now, I'm going to read a list. There are eight delays that have
bothered me, and I'd like to have you comment on any of these and
how they fit into the chart of what our expectations of the future
are.

First of all, (1) the ballistic missile submarine, delayed 2 years;
(2) air-launch, delayed a little bit more than 2 years; (3) the follow-
on ICBM, still no decision yet; (4) the B-61 bomb LEP, that was
delayed 2%2 years; (5) both warheads, the W-78 and W-88, delayed
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2 years; (6) plutonium handling facility, deferred at least 5 years;
(7) uranium processing facility, delayed at least 4 years; and (8)
funding of the DOE weapons activities, $2 billion short of the New
START commitments, those START commitments that were made
by the President and by the administration in order to secure the
votes necessary to pass New START.

Of these eight, first of all, do you agree? Which do you think are
more significant in correcting so that we can meet the expectations
of this chart?

Admiral HANEY. Senator, you’ve really captured where we need
to go, in terms of modernization across the triad, in which the 2010
NPR articulated its value to our Nation in strategic deterrence. As
I look at the modernization programs that are either in progress
or going forward, we have delayed the Ohio replacement program
to the point where we can ill afford to delay it any further. Right
now, those platforms are going to be the longest serving sub-
marines in the Ohio-class today, getting up to 42 years of service
out of them in the current plan. It is important that we move for-
ward with that program.

As you look at each leg of the triad, there are modernization as-
pects. Some are underway. You mentioned the air leg, for example,
the B-61 LEP, there is work ongoing today associated with that
program. We have to keep it on track in order to have that portion
of the air leg. You know we have a 3-plus-2 strategy that we're
committed to, and we have to continue to work that.

The one piece of this chart that has significant uncertainty gets
in terms of the impacts of sequestration, particularly as we look at
beyond the current fiscal year, the next fiscal year, and particularly
as we look at those cuts, going forward.

Senator INHOFE. Okay. I agree with that. But, part of the chart
also, that most can’t see from where you are, is that it would only
cost—this modernization that is to reach these expectations, about
5 percent of the defense spending. So, I see this as affordable. Do
you agree with that?

Admiral HANEY. Senator, I would say to not continue the mod-
ernization of the triad is not an option. This chart, though not in
percentages, does, in fact, illustrate that when you look at—in the
current timeframe and—I would say in the last 5 years we’ve been
about 3 percent, and going up to nearly twice that much is a sig-
nificant investment, but a necessary investment going forward.

Senator INHOFE. Thank you very much.

General Alexander, I wanted to get into a little bit more time on
this, because of my concern that I've expressed to you on several
occasions, over Iran, over the threat that’s there. People think of
the threat of Iran, as I have too, as gaining a nuclear capability,
a delivery system that could reach the United States. That’s been
a great concern of ours. But, what is not as obvious is what that
was revealed in the Wall Street Journal article, back in February,
about what they are able to successfully infiltrate the critical Navy
computer network, and then, of course, getting into Wall Street and
all of that. So, I'd ask you the consequences of the Iranian cyber
space. There won’t be time to get into that, but I would like to have
you just comment.
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You were talking about the education of the American people. I
think that’s it. This whole thing on the NSA and how people are
using an issue that may be there, but it’s there only for a very
small part of it. Is this what you mean when you say the education
of the American people? I think that’s what you mean. Again, how
are we going to go about doing that?

General ALEXANDER. Mr. Chairman, that’s what I mean. How do
we help them understand the evolution of what’s going on in this
space and what the country is asking NSA to do to protect the Na-
tion from terrorist attacks and now to provide early warning for
cyber. You have a couple of issues that we’re asking NSA to do.
What we’ve seen with all the reviews is that they’re doing it right.
Everything gets pointed out that we tell the court when we make
a mistake, we do it right.

But, the real issue comes down to understanding, what do we
need to do to fix these problems? You mentioned access into net-
works. When you look at it, it is banks, it is electric, it is govern-
ment networks, it is private networks, it is all of them. The thing
that we haven’t done is built security into these networks at the
pace that we need to.

What I would propose, especially for the government, is to imple-
ment the JIE and create a defensible architecture, and learn how
to use it. We wouldn’t leave our classified material out in Central
Park and then wonder why people are taking it. Right now, access
to these networks is fairly easy. There are a lot of ways to get into
it, and they only have to find one. That’s what they’re doing.

Senator INHOFE. That’s right. That’s right.

My time has expired, but I talked to the Defense Reporters Asso-
ciation this morning, and told them this very thing, that people are
not aware of the threat that you and I are talking about here in
this hearing. I think, as part of the educational thing, we’re going
to have to really work on the media to properly express to the
American people the reality of what we're facing and of the threat
that’s there.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you, Senator, very much.

Senator Reed.

Senator REED. Thank you very much, Mr. Chairman.

Thank you, gentlemen, for your service. Admiral Haney, wel-
come.

This being General Alexander’s, perhaps, last appearance before
the committee, I have to thank him for his great service to the Na-
tion. 've known General Alexander since he was a plebe and I was
his company commander at West Point. Despite that very poor ini-
tial role-model relationship, he has done quite well for himself. I
know you’ve been involved, General, in lots of policy questions, but
no one can or should question your integrity and your selfless serv-
ice to the Nation. I thank you for that, sir. Thank you.

You've raised a series of questions, and my colleagues have, too,
with respect to the intersection of threats to our commercial enter-
prises and threats to our national security. These are commingling,
and you’re suggesting that NSA can and should play a more promi-
nent role in providing assistance to civilian authorities, but that
would require, I think, additional legislation. First, do we need ad-
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ditional legislation? Second, can you give us the quick insights in
what that relationship might look like?

General ALEXANDER. Senator, I'm not espousing that NSA should
have a greater role inside the United States. What I am saying is
that NSA has some unique capabilities in understanding threats,
how theyre built, and how they go about, and we should have a
better relationship for how we share that, those things between
government and industry. That is where I think we need cyber leg-
islation, sharing those capabilities, and especially those signatures.

Let’s say that we come up with a signature for how a foreign ad-
versary is getting into our networks, and it’s classified because of
the way NSA got it, either through their own capabilities or
through a partner. Giving it to industry in an unclassified manner
would almost ensure that the adversary would know and respond
and change that signature in a few days. We've seen that happen.
So, we have to have a classified relationship for sharing some of
this information and technology with industry so that we can im-
prove it.

The defensible architecture, I think that’s unclassified. The way
we actually defend it, that gets into a classified area. I think that’s
where I believe we’re going to need cyber legislation. It’s the ability
to share that with industry that we’ll have to legislate, because
today you can’t go back and forth easily.

Why I made the comment on the business record FISA is, we're
also looking at, can we share some of these terrorist selectors with
industry in a classified manner and get responses back, where the
government, nor anyone, has to hold an entire database? That’s a
possibility, and something I think we should pursue.

If we do one, if we do the business records, it sets a case in
precedent for cyber, and I think that’s where the public debate
really needs to come down and where people need to understand
exactly what we’re talking about.

I would not be an advocate for having NSA operate within the
United States.

Senator REED. Thank you very much, General.

One of the other sides of this discussion is that you can alert in-
dustry to potential threats, but, ultimately, industry will have to
build the protection mechanisms in their systems. That’s going to
require them to invest in more security. That seems to logically fol-
low from your comment.

General ALEXANDER. I think that’s mostly correct, Senator. I
would change it slightly to say there’s going to be a role for govern-
ment for defending the Nation so that if another nation were at-
tacking a sector of industry, we would have the government have
to step in to protect it. But, you’re correct, they have to build the
defensible architecture as well, something that can tip and queue
and say, “I'm having these problems, you need to step in.” Those
are decisions where the policy and the law have to precede the
event. That’s where I think we have to push that understanding so
people understand why we have to train CYBERCOM to operate at
network speed in these areas.

Senator REED. Let me ask a question to both you gentlemen, and
that is that the command-and-control networks, particularly with
respect to our nuclear forces, which is clearly the responsibility of
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the government, are you confident that we successfully can protect
those networks from cyber intrusion?

Admiral Haney?

Admiral HANEY. Senator Reed, yes, I am confident that we can
protect those networks associated with our strategic deterrent. As
we look at the future of threats, I am mindful, though, that we
have to keep pace, as General Alexander has discussed. That’s a
necessity, because in having a deterrent, you have to have the nec-
essary command-and-control-and-communications systems that also
have to be assured, not just now, but well into the future.

Senator REED. General Alexander?

General ALEXANDER. Senator, I agree, we can, today, defend it,
and it’s going to continue to evolve, and we have to continue that
assessment and our investment in their defense.

Senator REED. Thank you very much.

All right, we’ve talked about the modernization issue of the triad,
and we’re already underway in several programs, but they’ve been
delayed, as Senator Inhofe pointed out quite specifically and quite
bluntly. One issue, obviously, is the Ohio-class replacement, Admi-
ral Haney, and that seems to be further along than most of the
other major platforms. Is that a fair assessment?

Admiral HANEY. Senator, the requirements have been estab-
lished for the Ohio replacement, and there’s design work that’s un-
derway, and the plan has been going through very good detail to
get us out to where we can have a commissioned platform that’s
certified and ready to deploy in 2031.

Senator REED. Thank you.

There’s another aspect to this modernization issue, and that’s not
the new platforms, but that’s making sure that existing facilities
are adequate, particularly with respect to accidental incidents.
You're confident, Admiral Haney, that you’re investing enough in
just the upkeep of the facilities so that we are absolutely confident
that there is going to be no potential, or any significant potential,
for accidents?

Admiral HANEY. Senator, my confidence exists, relative to the in-
spections that we do associated with our nuclear enterprise to en-
sure today that we are safe, secure, and effective. But there are in-
vestments that are needed in some of our enterprise facilities that
deal with the production, the storage, long-term storage, and dis-
mantlement of weapons that are also required for the future.

Senator REED. Thank you very much, gentlemen. Thank you for
your service.

Chairman LEVIN. Thank you, Senator Reed.

Senator McCain.

Senator MCCAIN. I thank both the witnesses.

General Alexander, thank you for your outstanding service. I'm
sure you view your last appearance here with mixed emotions. I
would also like to congratulate you on overcoming your initial
schooling and the malign influence of Cadet Reed. I think you've
done very well. [Laughter.]

Senator REED. Cadet Captain Reed. [Laughter.]

Senator McCAIN. Okay, excuse me. Cadet Captain Reed. Excuse
me. Another mistake made by the authority. [Laughter.]
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General Alexander, we've been kicking around this legislation,
cyber security legislation, now for several years, and we've been
going back and forth. Everybody knows we need the legislation,
and you’ve made significant and valuable inputs. I can’t tell you
the number of meetings I've gone to on it. One of the biggest prob-
lems we face is that this issue crosses the many jurisdictional lines
of different committees. Have you given thought to the idea that
maybe we should have a select committee to examine this entire
issue of cyber security?

General ALEXANDER. Senator, I think that would be a great idea,
although I don’t know as much about your job, unfortunately. But,
I do think having something that pulls all that together would
make a lot of sense.

Senator MCCAIN. I'm sure you feel a sense of frustration that we
haven’t acted legislatively, which you have repeatedly over the
years advocated. Is that correct?

General ALEXANDER. I am concerned, Senator, that the lack of
legislation will impact our ability to defend the country in this
area.

Senator MCCAIN. I thank you.

Director Clapper and General Flynn testified that the vast ma-
jority of the more than 1.8 million documents that Edward
Snowden stole have nothing to do with government surveillance
programs. It puts national security at risk, and the lives of our
men and women in uniform at risk. Do you have anything to add
to their comments?

General ALEXANDER. I am greatly concerned about the risk to
our men and women in the military and to our Nation from ter-
rorist attacks, because I think it is doing both. So, I would just add
the terrorists.

Senator, I am concerned that they are learning how we stop
them, and they’re going to get through. I think that’s the near-term
issue that we face, both here in the United States and in Europe,
and that we haven’t adequately addressed that problem.

Senator MCCAIN. You would agree that what’s been released so
far is really just the tip of the iceberg? Is that a correct assess-
ment? That much greater damage can be done by Mr. Snowden re-
leasing more of the documents?

General ALEXANDER. That is correct, Senator.

Senator MCCAIN. Recently, a Wall Street Journal article sug-
gested that the Iranians were able to successfully infiltrate a crit-
ical Navy computer network. It was last February 17th that they
were able to access the bloodstream of the Navy network. Accord-
ing to the article, Iran’s infiltration of a Navy computer network
was far more extensive than previously thought, and, “It took the
Navy about 4 months to finally purge the hackers from its biggest
unclassified computer network.” Do you believe we have a credible
deterrence in the cyber domain against this kind of activity by Iran
and other adversaries?

General ALEXANDER. Senator, I think we need to evolve a deter-
rence strategy that draws the lines on what is acceptable in cyber
space and what actions we take. That does not yet exist.

Senator McCAIN. Finally, maybe this is more appropriate for a
closed hearing, but there’s a New York Times article that said that
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Jason Healy, the director of the Cyber State Craft Initiative at the
Atlantic Council, argued that using cyber warfare for humanitarian
purposes in Syria, such as taking steps to degrade Assad’s use of
air power, might be an effective tool and one that might reverse the
tide of world opinion that the U.S. Government is using cyber capa-
bilities for nefarious ends.

Do you have a comment on that, General?

General ALEXANDER. Senator, I think one of the things that you
and the administration would depend on CYBERCOM and
STRATCOM is to create options for policymakers to determine
which is the best approach in solving these. I think that is one of
the things that we’ve evolved. I think that’s a good thing. I don’t
know that I necessarily agree with the statement when and how
to use it. I do think other countries are using it. So, I'd go back
to your earlier statement, what’s the deterrence strategy, and how
do we help evolve that? I think that’s going to be the key to this.

I do think, in future environments, cyber will be the first tool
used in future

Senator MCCAIN. By both sides.

General ALEXANDER. By both sides.

Senator MCCAIN. General, since this probably is your last ap-
pearance, there’s been a great deal of criticism about NSA spying,
invasions of privacy, Americans and foreign leaders being
eavesdropped on. I think I can safely say that, given your long ten-
ure, this is probably the most controversy that’s been generated
about your agency and its work. I’d like for you to take the remain-
ing couple of minutes that I have to put this in perspective for us
and for the American people.

It happens to be my opinion that we are in grave danger of a
new form of warfare that most of us don’t understand. Maybe you
can put this in perspective for us as to what we’re facing, and
maybe give some response to the critics that say that we’re invad-
ing every home, every individual, that we are gathering all this in-
formation. You've seen it, all this publicity and controversy swirl-
ing around NSA activities. Maybe you could take a minute and try
to put it in the perspective from your many years of experience in
this area.

General ALEXANDER. Senator, thank you for that opportunity.

I think one of the greatest honors and privileges I've had in my
almost 40 years is to lead the men and women of NSA. They are
the best I've ever seen, doing quietly what our Nation has asked
them to do: protect this country in cyber space, and develop the
tools to protect our networks. We're doing that.

To assume that what NSA is doing is a rogue agency or is out-
range, you see now, from all the different reviews, that NSA is
doing exactly what the Nation has asked them to do. So, the issue
now comes to a debate, what do we want NSA to do, and what do
we need it to do? That gets to the heart of the issue that you've
put on the table.

From my perspective, the space, cyber space, where both NSA
and now CYBERCOM operate, is one space where both the good
guys and the bad guys all operate in that same space. Forty years
ago, it was different. Foreign military communications were in a
separate circuit from our domestic communications. Now, they’re
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all intertwined. That’s where the policy and the legal debates have
not yet come to fruition and said, “So, how do you operate in that
space so that you can stop a terrorist attack, stop a war between
two countries in the Middle East, and protect this Nation?” All of
that is at the heart of the issues that we’re talking about right
now.

I think the Nation has to have NSA working with foreign part-
ners to ensure that wars don’t go on in the Middle East, that we
stop terrorist attacks, and that we protect this Nation. It’s in that
same space that cyber adversaries also operate in. The rules that
we have now have to accommodate both what I'll call active opera-
tors, cyber operators, and defense, from an intelligence perspective,
in the same space.

I think your idea of a select committee, perhaps, to address this
converging area is one of the things that we should look at. It is
evolving quickly. As it will be a phase-zero to phase-one part of fu-
ture conflict, we're going to have to get this right.

I think putting CYBERCOM where it is, and what we’ve done
with it, is the right thing. I think Secretary Gates pushing this to-
wards NSA and CYBERCOM as an entity, an activity, ensured
that we had the team building it together. I think we should fur-
ther evolve that team where it needs to be.

But, Senator, if I could just end on one thing. When I looked at
the people of NSA and what theyre doing, the true tragedy in all
of this is the way the press has articulated them as the villains,
when what they’re doing is protecting this country and doing what
we have asked them to do. What we’re finding out, in every review,
in every case, they’'ve done what we’ve asked them to do. If they
made a mistake, we find out, “Oh, they reported that 3 years ago
to the courts, to Congress, and to the administration.” No one is
doing anything underhanded. They’re just trying to do the job that
this Nation needs them to do.

I think we have to have a reset with how we look at NSA and
CYBERCOM. I think we have to get on with the cyber legislation.
Those attacks are coming, and I think those are near-term. We're
not ready for them. The Nation needs an agency like NSA, with its
technical capacities, to help ensure we can evolve that future space
to where we need it. They're the ones, the predecessors who helped
us crack Enigma, the red and purple codes from Japan, and they're
the ones that helped protect our communications, and theyre the
ones we're going to need in the future.

So, Senator, thank you for that opportunity.

Senator MCCAIN. Thank you, Mr. Chairman.

Chairman LEVIN. Thank you, Senator McCain.

Senator Udall.

Senator UDALL. Good morning, gentlemen.

Admiral Haney, let me just start by saying I really enjoyed hav-
ing a chance to sit and visit with you. I'm very much looking for-
ward to, as the chairman of the Strategic Forces Subcommittee,
working with you and Senator Sessions, the ranking member, and
the rest of the subcommittee, to make sure that our strategic deter-
rent remains safe, reliable, and affordable. We talked quite a bit
about the affordability factor. It’ll be a great privilege to work with
you.
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General Alexander, as always, it’s good to see you. I know that
you, as Senator McCain suggested, may have mixed feelings about
this being your last appearance before the committee, and I, too,
want to thank you for your four decades of service to our country.

That said, I remain concerned about NSA surveillance activities
and the constitutional ramifications when it comes to our liberties,
and I'd be remiss if I didn’t address those concerns today, at least
for old times’ sake. I would add that your knowledge is vast, and
I really appreciated your initial comments about how we move for-
ward when it comes to, particularly, sections 215 and 702. I want
to make a couple of comments about sections 215, and then ask you
a question.

You know well that Members of Congress, I think as long ago as
7 years, were asking questions about the use of section 215. They
and I learned that we really couldn’t have an open, informed de-
bate about the law, because the official meaning of the law was se-
cret, and that concerned a number of us. It concerned me even
more when I joined the Senate Select Committee on Intelligence
(SSCI) here on the Senate side 3 years ago, and I was able to take
some time in classified settings to better try and understand what
was going on.

It felt to me like—and I believe this strongly—that secret laws
undermine trust in authority, and then that erodes and damages
our capacity to fight terrorism and protect the American people.
Then, when the public learns that government officials have been
rewriting the law in secret, confidence is undermined, and then it
makes it harder for you to do the job you want to do and the job
that I admire you for doing. I believe that confidence has been un-
dermined with regard to the Patriot Act.

So, my question to you is—and I think you’ll have opportunities
to answer this as a civilian, as well, because I think people are
going to want to hear your point of view, given your broad experi-
ence. Do you think it was wise to keep classified the interpretation
of the law itself? Then, what advice would you give to your suc-
cessor to help him understand the importance of making the
boundaries of the law clear to the public?

General ALEXANDER. I think the rationale, Senator, for going in
and keeping this secret was sound at the beginning. I think hind-
sight says, could we and should we have done more? I think that’s
the open debate right now.

My concern is, now that terrorists know how we do this, do they
learn such that we can’t stop them? I think the real issue that I
see is, we're giving away a capability, which means there’s one less
tool, or that tool at least is minimized in its capability for stopping
terrorist attacks and understanding what theyre up to, and for
other issues like that.

I do think, though, given where we are today, we have to be
transparent on this in the cyber legislation so the American people
can enter into it, and that is, here’s how we would propose doing
this data. I think that debate that the administration would pur-
port is one that should be open. I think if we do that right for this
set of data, we can then look at cyber legislation in a parallel ef-
fort, and do that right, as well, and in an open session.

So, I think those two would be a good way to move forward.
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Senator UDALL. I want to note for the record as well that I hear
you continuing to emphasize, “We really do need to get cyber legis-
lation through Congress.” I also hear you implying, and I think
saying directly, that we can figure out how to have the right kind
of approach to metadata. Again, I want to let you know I appre-
ciate your willingness to work on that as we move forward, per the
President’s recommendations.

If T might, I'd like to turn to Admiral Haney and talk about the
crews that operate our ICBMs. We've been well aware of some of
the stories over the last couple of months about what’s been hap-
pening. I think the missile crew might pull eight alerts per month,
and they spend time in the capsule, in addition to briefings, pre-
paring for their shifts, and actually getting out to the missile field,
so that a 24-hour alert actually lasts about 3 days. Again, that
would equal eight times per month. The airmen are kept very busy
during their alerts, with training exercises and drills. That only
leaves 6 days off a month, which is when the crews study for the
exams, where they, I think, have to have a perfect score to pass.

I'm extremely concerned, you are extremely concerned, about the
reports of cheating on those exams. I fully support a thorough in-
vestigation and appropriate disciplinary action. But, there’s a real
need to address the root causes of some of the morale and dis-
cipline issues that have begun to surface.

Can you talk about what’s done to prevent burnout in the missile
crews? They’re bright, they're talented, theyre incredibly com-
mitted. How do we keep them focused on this deadly serious mis-
sion and then make sure they have opportunities for advancement
and development?

Admiral HANEY. Senator, I think those are very important ques-
tions. These are questions that are, in fact, being looked at in the
series of reviews that are ongoing, first within the Air Force in the
command-directed investigation, as well as the Force Improvement
Program, which is more of a grassroots look at this, holistically—
I have people on that team, as well—in addition to the reviews that
have been led by the Secretary of Defense in looking at the nuclear
enterprise in its entirety.

I do believe, though, from personal experience, going down, being
in the alert facilities and the capsules with our combat alert crews,
though, that, through this scattering of articles, it really makes it
look like the majority of them are not dedicated to the mission. I'm
here to tell you, that is absolutely false. I've met a number of these
talented individuals that are very proud of serving our country as
missileers in that community. Quite frankly, they are distraught
over one thing in particular, and that is their colleagues that—a
few of them—have, in fact, cheated, and really feel that they are
getting a broad grade instead of the grade that they deserve, be-
cause they have been carrying out this mission, day-in and day-out.
Clearly, we are looking at the methodologies of evaluations versus
certification, and working hand-in-hand with the Air Force to make
sure we look at that hard and get it right.

Senator UDALL. Thank you, Admiral.

Chairman LEVIN. Thank you, Senator Udall.

Senator Sessions.

Senator SESSIONS. Thank you, Mr. Chairman.
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Thanks to both of you. General Alexander, thank you for your
service for so many years. Admiral Haney, we look forward to con-
tinuing to work with you. Thank you for your good visit to my of-
fice recently.

General Alexander, with regard to our capabilities to intercept
communications and so forth that has been discussed, NSA, the
fact that that’s been revealed, did it not, in fact, tell our adver-
saries what our capabilities are, at least some of them—most—a lot
of them, and that, therefore, allowing them to avoid detection in
ways that could be damaging to the United States and our ability
to protect the country?

General ALEXANDER. That’s correct, Senator.

Senator SESSIONS. In your opinion, have some of those capabili-
ties enabled us to have information that helps protect the country
from attack?

General ALEXANDER. Absolutely, Senator.

Senator SESSIONS. General Alexander, in a response to a pre-
vious question, you said, “If DOD does not develop effective offen-
sive capabilities in cyber space, and clear rules of engagement for
using them, adversaries will have little to fear of a U.S. response
and, therefore, have little motivation for restraint.” In other words,
as I interpret you today, is, if we have no settled philosophy about
how to respond to damaging interferences with our systems
through cyber attacks, then our adversaries are not likely to be de-
terred from adventures to try to damage our systems. Is that what
you're saying? How far along have we made it toward developing
the kind of policies you suggest are necessary?

General ALEXANDER. Senator, I think, more specifically, we need
to set the norms in cyber space, what’s acceptable, what’s not, and
what will we do? I think the President did part of that in his 2009
paper, which said an attack in cyber space, here’s what we’ll re-
spond. We’'ll use cyber plus everything else.

Senator SESSIONS. Repeat that?

General ALEXANDER. I think in May 2009, there was a cyber
memorandum that the President put out that said, “We’ll respond
to attacks in cyber space with cyber and any other means avail-
able.” So, I think he put that on the table. I think that’s the correct
approach. I think we have to take it to the next step. When and
what will we do?

Right now, there are a number of things that have gone on
against our infrastructure. The question is, when do we act? That’s
a policy decision. But, I do think what we don’t want to do is let
it get to the point where we find out, “Okay, that was unaccept-
able, and we didn’t set the standard.” We have to have a deterrence
area. We're helping to push that.

Senator SESSIONS. In other words, we tell people who are causing
us damage that, “When you do A, B, or C, you can expect that
you’ll receive some damage in return.”

General ALEXANDER. That’s correct. Or some form of a deterrence
area to keep them from doing that, Senator.

Senator SESSIONS. To what extent have we gotten there? Of
course, Congress has a role to play in this. We have multiple com-
mittees in the House and the Senate, and you have the White
House and DOD. Do you think we could do better to help develop
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a unified policy? Is that important recommendation you’d have for
Congress?

General ALEXANDER. Absolutely. I think we need that. We need
the cyber legislation. As I stated earlier, we need a defensible ar-
chitecture. We need to implement that as well, I think share that
with our industry partners so they know how to get the defensible
architecture that Senator Reed talked about.

Senator SESSIONS. I thank you for that. I would just say that,
having been involved with the drafting of the Patriot Act—it was
said it was rushed through. It was carefully done, over months of
intense work. Senator Leahy, Senator Hatch, all of us on the Sen-
ate Judiciary Committee, NSA’s involvement. I believe in virtually
every aspect of the Patriot Act, what we did was carefully done so
it was within the Constitution and within prior court rulings about
what’s permissible. That was the goal, and I don’t believe it rep-
resented, in any significant way, any kind of new erosion of Amer-
ican freedoms. There are great capabilities that I admit can be
abused, and we need to make sure that they are not being abused,
and the NSA needs to be watched. But, fundamentally, properly ex-
ecuted, I think it’s not a danger to our constitutional rights. Great
care was taken to do that. It became a bipartisan piece of legisla-
tion that had overwhelming support.

Admiral Haney, thank you for your leadership. I believe we made
some progress on some of my concerns, but I think we need to be
even more clear about it. I think there’s a growing consensus to
maintain a strong nuclear deterrent within our government. I
think you would agree with that.

Admiral HANEY. Absolutely, Senator.

Senator SESSIONS. The Secretary of Defense coauthored a book,
within a year of his confirmation, ongoing to zero nuclear weapons.
The President has talked about it. Other people have talked about
it. But, that can’t be in the immediate future in the world that we
are living in.

I think that the nuclear employment strategy, the 2013 report,
is pretty clear. I hope our adversaries understand it, and American
people do. It says we’ll field nuclear forces to deter potential adver-
saries and ensure U.S. allies that they can count on America’s se-
curity commitments. Does that represent your understanding?
That’s a quote from the report.

Admiral HANEY. Absolutely, Senator.

Senator SESSIONS. You think that’s important?

Admiral HANEY. Very important.

Senator SESSIONS. I do, too. It also says we’ll maintain a nuclear
triad consisting of ICBMs, submarine-launched ballistic missiles,
and nuclear-capable heavy bombers as the best way to maintain
strategic stability at reasonable cost and hedge against uncer-
tainty. That’s one of the principles, also, in the report, is it not?

Admiral HANEY. It is definitely in the report, and it is been
echoed by our leaders, Secretary of Defense Hagel, himself.

Senator SESSIONS. I'm glad of that, because there’s some discus-
sion, there was some uncertainty about that, at least in my mind.

Then it says we should maintain, “a forward-based posture with
nuclear weapons on bombers and fighter aircraft in support of al-
lies and partners.” That’s in the report, also.
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Admiral HANEY. Yes, Senator.

Senator SESSIONS. Indeed, Secretary Hagel has said—and mod-
ernization is something, colleagues, that we really have to get seri-
ous about. Our adversaries are updating far more than we are, in
many cases. He said, in January of this year, I was pleased to hear,
“The modernization of our nuclear stockpile is really important.”
He went on to say, “We’re going to invest in the modernization we
need to keep the deterrent stronger than it’s ever been. You can
have my commitment on that.” So, I thank Secretary Hagel, our
former colleague, Senator Hagel, for making that clear statement.

I hope that you will keep us informed as you move toward accom-
plishing this goal of the needs and challenges that you face. I be-
lieve Congress will respond to help you overcome obstacles, because
it’s just unthinkable that this nuclear system, that represents less
than 5 percent of our budget, we don’t do it in a way that meets
all the goals that we have to meet as a Nation.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you, Senator Sessions.

Senator Donnelly.

Senator DONNELLY. Thank you, Mr. Chairman.

General Alexander and Admiral Haney, thank you so much for
your service.

General Alexander, from what you’ve seen, what did we miss
with Edward Snowden, in terms of how he got in the system, how
he got information? When you look back at that, what happened?

General ALEXANDER. Senator, the issue that we missed here with
Snowden, he was an IT specialist responsible for moving data from
the continental United States to NSA Hawaii. In doing that, all the
data that he was moving, he had access to. So, part one is, we
needed a way of tracking what he did with that data. It was sup-
posed to go to a common sharepoint server, which he was to main-
tain, which it did do. But at times, he would take that data off in
a way that couldn’t be seen by our sensors by the actions that he
took.

Part one, we trusted the IT folks that run our networks. We
shouldn’t have, in this case. Part two, we didn’t have enough
checks and balances on exactly where that information—we fixed
both of those. We’ve come up with about 40 different internal fixes
that will help fix this whole network and make it even more se-
cure.

I think it’s depressing, from my perspective, that we have to look
at defending our network from those who sit within it, that we
have trusted. But, that’s where we are and that’s what we have to
do, and that’s what we’re doing with the data that we have today.
I think, for insider threats, we're fixing that with the way and the
tools that we’re putting in.

Bottom line is, we trusted a person we should not have trusted.

Senator DONNELLY. Obviously, you’ve made changes. You've
made significant changes. Do you have an ongoing group who are
looking at other areas? For instance, you looked at, in effect, this
chain. Do you have groups looking at other areas in regards to
worst case scenarios and how to fix them? Where there might be
holes.
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General ALEXANDER. Sir, we have insider threat groups that are
working within DOD, the Intelligence Community, NSA, and
CYBERCOM. Four different sets of those, working and sharing
ideas together. I think that’s a great way to red-team this ap-
proach. We are cross-leveling those issues that we find, and work-
ing that. I think that has been very healthy and helpful.

Senator DONNELLY. One of the things I was wondering is, how
do we prevent it in the future? Is that it? What else?

General ALEXANDER. I believe we could stop the Snowden of the
future from doing what he did, the massive stuff. There will always
be an issue with—we’re going to have to trust some people with
some level of information. We have to do that. That will be almost
impossible to stop, that which you take in your mind and go out
with. Those parts are going to be very hard. That’s where I think
what we do in the court system with individuals like this will be
the key way of limiting or eliminating that type of action.

I think we have to set a penalty system for doing this. But, that’s
for the courts and others to decide. From our perspective, what
we're doing is, we're ensuring that people who touch the data, we
can track, audit, and ensure that they’re using it correctly, and at
least identify who has done something, and quickly.

Senator DONNELLY. Have you taken a look at your vetting sys-
tem of people who have access to this information?

General ALEXANDER. We have. We've adjusted that, in part. But,
that’s a very difficult one, especially where and when a process or
a person changes the way they think about something. So, we are
changing the review timelines from 5 years to 2 years for different
individuals, to make sure and to conduct more random checks.

Senator DONNELLY. Okay.

In another area, you had mentioned about your belief in the im-
portance of cyber legislation. When we looked at cyber legislation,
a number of folks in the business community objected to the report-
ing requirements that would come up. How would you assess the
level of cooperation between the private sector and your efforts in
protecting the networks?

General ALEXANDER. Senator, there are two sets of issues. One
is, given the current Snowden issues, many of the companies want
to distance themselves, in part, but understand in the cyber area
we have to work together, we have to share. We have to under-
stand when they’re under an attack.

Ironically, we cannot see all of that. So, the issue is, if there is
an attack, especially a destructive attack, the probability that that
will get through is higher in the civilian infrastructure. So, we
have to have a way of sharing signatures so they can detect and
stop those, and tell us when they’re coming so we can go see who's
doing that. That’s where FBI, DHS, NSA, and CYBERCOM all
work together.

Within the United States, I referred earlier with Senator Reed,
I think that’s something we want FBI and DHS to lead, not NSA.
What we can do is provide the outside-in, telling you what’s going
on, who the adversaries are, and then, if the policymakers make
decisions on what we can do, we have the tools and capabilities
outside the country to take those actions, as appropriate.
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Senator DONNELLY. One of the areas that is specialized in, my
home State of Indiana at Crane Naval Warfare Center, is detection
of counterfeit parts. I wanted to ask you, General, what confidence
do you have in our ability to detect the counterfeit or deliberately
subverted components? How are we going to strengthen our efforts
to do that better in the future?

General ALEXANDER. Counterfeit parts, Senator, is a tough issue,
so you have to approach it two ways. One is, where is the data
going and what do we do with it? So, that gets you back to a defen-
sible architecture, where it is the data, not the systems, that you
want to take care of. I think that will help alleviate some of the
concerns on these cloned or implanted parts that can do damage
to our infrastructure.

It is a tough area. We have done work on that. I could provide,
in a classified session or statement, some insights to some of the
t}ﬁings that we have done, identifying and remediating against
those.

Senator DONNELLY. Okay.

Then, Admiral, I didn’t want you to feel left out here, so I had
wanted to ask you—in regards to North Korea, what do you think
is needed, if anything, to shore up our anti-ballistic missile system
to mitigate the threats that are being rattled on a regular basis by
North Korea? How do we make sure we're squared away there?

Admiral HANEY. Senator, as we look at North Korea as well as
others, it’s very important that we continue the work we’ve been
doing in ensuring our MDS’s reliability is the best it can be. With
that is the whole mechanism of getting to the far left of the busi-
ness. This includes getting the indication-and-warning part right,
as best we can, all the way to the business of improving our MDS—
first and foremost in our ability to sense things and discriminate,
as well as the business of improving our kill vehicle.

Senator DONNELLY. Thank you.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you very much, Senator Donnelly.

Senator Lee.

Senator LEE. Thank you, Mr. Chairman.

I thank both of you for your many years of distinguished service.

General Alexander, we’ll miss you and we have enjoyed working
with you.

Admiral Haney, what is your assessment of Russian and Chinese
reliance on nuclear weapons? Specifically, do you think that those
countries are more likely to increase or decrease their reliance on
nuclear weapon systems as a deterrent in the coming years?

Admiral HANEY. Senator, clearly we monitor closely develop-
ments in those countries regarding their nuclear arsenal. It is clear
to me that both of those countries have been involved and they
have publicly announced their modernization programs and some of
their strategies in a variety of their legs of their strategic nuclear
capability. I will not speculate, in terms of the future, but clearly,
in terms of what we’ve seen to date, we have seen a definite em-
phasis of having a credible capability by both countries mentioned.

Senator LEE. One thing I'd like to know is how any of that
changes, both with regard to those countries and possibly other
countries, if we, as the United States, proceed with any plan to
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draw down our strategic weapons below the New START levels.
How is that likely to deter other countries from increasing their
own reliance on nuclear weapons, on either increasing or modern-
izing their nuclear weapon systems? Specifically, I'd like to know
what, if any, evidence exists to suggest that our drawdown of our
strategic weapons would have that kind of impact.

Admiral HANEY. Senator, first, I would say that it’s very impor-
tant, from my perspective, that we continue to work to have a cred-
ible, safe, secure, and effective deterrent. Those actions, within
themselves, are what we are about and what we are on a journey
of doing, including our own modernization programs, as discussed
earlier during the hearing.

The connective tissue, in terms of how other countries look at us,
both from a deterrence and assurance perspective, are very impor-
tant. But, I think, as they look at us today, they see us working
very hard to ensure each part of our strategic deterrent is being
cared for and that are being operated in a proper manner. Even as
we go down to the agreed-upon treaty limits for New START trea-
ty, each warhead, to system, to systems-of-systems that are associ-
ated with that, continue to remain a very effective arsenal to sup-
port our deterrence needs for the future.

Going beyond those limits will require negotiations and
verification mechanisms, and we’ll have to look at the whole thing,
including tactical nukes.

Senator LEE. But, do we have any historical precedent that sug-
gests that, as we draw down our systems, our nuclear arsenals—
is there anything in our history, any historical evidence, to suggest
that as we do that, other countries are less likely to be developing,
increasing, or modernizing theirs? That would include consider-
ation of countries like Iran or North Korea. In recent years, we
have drawn ours down. So, on what basis could we conclude that
continuing to draw ours down below the New START levels would
likely deter other countries from continuing to move forward with
their systems?

Admiral HANEY. The first amount of evidence really shows the
amount of nuclear stockpile that has been reduced, both from the
United States of America and from Russia, in terms of treaties that
have been established over the years, including the New START
treaty.

Senator LEE. But, beyond Russia, can you point to anywhere else
where that’s had a deterrent effect on other countries?

Admiral HANEY. I won’t, at this point, try to give a thesis that
connects the dots there, because the intent of each and every coun-
try is their own internal business, and I would say that countries
will look at the—not just the drawdown, they will look at what’s
in their strategic interests, and they will develop capability across
various domains, including nuclear, to satisfy their needs.

Senator LEE. Okay. If we don’t have a thesis on that, we don’t
have any evidence, either.

That does concern me, for the additional reason that, even with
Russia, many of us here are very concerned with the fact that there
have been reported violations by Russia of the Intermediate Range
Nuclear Forces (INF) Treaty, dating all the way back to 2008. So,
I'm interested in inquiring into your views, based on your perspec-
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tive as the commander of our strategic forces, as to what the con-
sequences are to our own national security when we have entered
into a nuclear weapons agreement with a country—Russia—that’s
in violation of that agreement. Don’t you think that that represents
something of a threat to our national security?

Admiral HANEY. Senator, not just my command, STRATCOM,
but our whole of government takes very seriously the treaties that
are in place, and give that a lot of scrutiny, in terms of things. The
treaties that we have, such as New START treaty, the goodness in
those is a “trust, but verify.” The verification piece is very impor-
tant. When I look at what—particularly, a goodness in the New
START treaty is the—it allows for more transparency than just the
number of verification looks both sides have per year, and they are
ongoing today, even as we work toward those New START treaty
limits.

Senator LEE. Okay. I appreciate your response. I'd like to submit
some more questions to you in writing but I'd just like to leave you
with the thought that I am very concerned, and I believe I'm not
alone in this, in saying that it’s distressing to me that we could be
talking seriously about drawing down our potential in this area,
even below New START levels, without evidence that doing so is
going to deter other countries from developing, increasing, modern-
izing their own forces. I really would like to see some evidence as
to why we should believe that. That evidence certainly should ex-
tend beyond an indication that there has been some reduction by
Russia, especially when Russia tends not to comply with its own
obligations.

Thank you.

Chairman LEVIN. Thank you, Senator Lee.

Senator King.

Senator KING. Thank you, Mr. Chairman.

Thanks, to both of our witnesses.

Admiral Haney, I'm sitting here realizing, as we’re talking about
the nuclear deterrent, I wrote my senior thesis on the nuclear de-
terrent. I'm not going to give you the exact year, but let me just
say, Lyndon Johnson was President of the United States.

What concerns me is that the premise of deterrence and mutu-
ally assured destruction assumes a state actor, a rational actor,
and a non-suicidal actor. 'm wondering if we don’t need to rethink
the whole theory of deterrence when we're dealing with the poten-
tial, anyway, of nuclear capability in the hands of non-state actors
who aren’t particularly rational and who are, in fact, demonstrably
suicidal. I don’t expect you to give me a dissertation on this now,
but I'd really appreciate some thought about the nuclear deterrent
theory in an age of totally changed circumstances. Do you have any
immediate thoughts?

Admiral HANEY. Senator, I will say, as you look at the cost-ben-
efit kind of relationship in nuclear deterrence, and, as you articu-
lated, the business of the intent of the actor, rationality of the actor
is important, you look at strategic deterrence in terms of what ca-
pability a nation will have that can threaten the United States of
America.

Senator KING. But, we might not even be talking about nations.
I think that’s one of the important points here. We’re not nec-
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essarily—if Iran develops a nuclear capability or Pakistan or some-
one else, and they export it to al Qaeda, you’re talking about 19
people on a tramp steamer headed for Miami.

Admiral HANEY. Yes, Senator, that’s why—and coupled with hav-
ing a strategic deterrent is just as important as our efforts that are
ongoing in combating WMD. That part of the portfolio in the busi-
ness is ongoing, too. You can’t have one without the other in to-
day’s uncertain environment.

Senator KING. I'd like to suggest you might follow up on this
question, in terms of how does the theory of deterrence apply in
20147

[The information referred to follows:]

[Deleted.]

Senator KING. General Alexander, good to see you again. We've
met in a lot of committee meetings. When is a cyber attack an act
of war? Any ideas?

General ALEXANDER. I think that’s a political decision, a policy-
level decision. I think it comes down to what is the impact of such
an attack?

In cyber space, some of the attacks will be not observable and,
therefore, not a big attack. It would almost be like a show of force.
Think of it as a blockade. In cyber, you’re going to have the whole
spectrum that we have in the physical space now in cyber space,
and I think we’re going to have to learn.

But, I would submit that if it destroys government or other net-
works to a point that it impacts our ability to operate, you've
crossed that line. Now, that’s a policy decision, not mine. What we
would do is recommend where those lines are.

I think those things that are less than that, that are blocking
communications or doing something, think of that as the old jam-
ming electronic warfare, now in cyber, probably less than, but it
could get to an act where you want that to stop because of the im-
pact it’s having on your commerce.

So, those are issues that, what we’ll call the “norms” in cyber
space, need to be talked to on the international level. I think that’s
one of the things that we push. I think the administration is push-
ing those norms. I think it has to go a lot further. People need to
understand it. It gets back to some of the earlier discussions about,
do we understand exactly what we’re talking about here Dby
“norms” in cyber space?

Senator KING. One thought is—and, Admiral Haney, this would
be for you, as well—to think about the fact that we currently, I be-
lieve, have an asymmetric advantage in this area, given the capa-
bilities that we have. Perhaps we should develop a deterrent con-
cept with regard to cyber, “If you mess with our networks, your
lights will go off,” to provide a kind of deterrence for this kind of
activity, rather than waiting for them to take down the New York
Stock Exchange or the gas pipeline system; to let the world know
that we have this capability, and if people want to pursue this ac-
tivity against us, they will be retaliated against in a way—and, in-
deed, the nuclear deterrent theory worked for 70 years. So, I just
commend that to you as a possible American strategic statement.
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Mr. Chairman, I want to associate myself with the comments of
Senator McCain. I've been now to a lot of hearings here and in
SSCI that have focused on the necessity for cyber legislation. There
was a major bill in 2012 that failed, and here we are, a year and
a half later, every one of our witnesses has told us how important
this is, how urgent it is, and yet, for reasons that I'm not entirely
clear on, we aren’t there yet. Maybe we need a select committee to
iron out differences between other committees, Intelligence, Judici-
ary, Armed Services, whoever, to get this on the Senate floor.

If we have an attack 2 or 3 months from now and we haven’t
done anything, we’re going to look pretty dumb around here, be-
cause we've certainly had plenty of warnings in every one of these
hearings. I think it’s time that Congress acted. I don’t think it’s a
particularly partisan issue. I hope that we can figure out a proce-
dural way to move forward. I thought the suggestion Senator
McCain made, made some sense, of putting together some kind of
joint or select committee in order to do this.

Final question. Admiral Haney and General Alexander, should
CYBERCOM be elevated to a full unified combatant command? Are
we at that stage in the evolution of this threat?

General ALEXANDER. I think we’re getting towards that stage.
What I would say right now, what we've done great with
STRATCOM is set up the command, get the people trained. We're
going to get to a point where you have enough forces, where I think
unity of command, and the command and control between Sec-
retary and the President directly to that, will make more sense.
From an operational perspective, that’s something that they will
need to consider probably over the next year or so. I think, with
those teams coming online, that goes great.

I would just say, candidly, General Bob Kehler and Admiral
Haney have been superb to work with, so it has not risen to an
issue. I do get concerned that, if there is an attack, having a
streamlined command-and-control from the White House to that
command is going to be important, and you're going to want to
have something like that. So, I think you’re going to get to that
over the next year or so.

Senator KING. I think the next Pearl Harbor is going to be cyber,
and I certainly hope that we’re going to be prepared, better pre-
pared, than we were in 1941.

Admiral HANEY. Senator, as General Alexander has stated, we
work, our two organizations, very closely together, and we recog-
nize the speed of cyber. The one thing I would say connecting the
dots to all of your questions—when we look at deterrence and our
capability, sometimes we like to slice and dice it into one particular
area versus the other. Our whole-of-government and our full mili-
tary and national capabilities are what adversaries have to look at,
in terms of deterrence at large. That can’t be lost as we drill into
specific areas. Even as we look at what command-and-control orga-
nization we have in the future, the real key will be how we inter-
connect all of our different areas together in order to prevent,
deter, and, if deterrence fails, to get at it and win.

Senator KING. I appreciate that but again, given our asymmetric
advantage in cyber, it seems to me that we are in a position now
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where we could use it as a deterrent to any of these kinds of activi-
ties.

I appreciate your testimony, gentlemen.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you very much, Senator King.

Senator Fischer.

Senator FISCHER. Thank you, Mr. Chairman.

Thank you, General, for your service. I appreciate the many
years that you have served to protect this country and our citizens.

Welcome, Admiral Haney. It’s good to see you. I appreciated hav-
ing the opportunity just about a week ago to be back in Nebraska,
and you were very kind, and we had a number of briefings there
at STRATCOM, and I appreciate your taking the time to do that
with me, and look forward to many more in the future, and con-
gratulate you on your new command.

You mentioned the defense of nuclear command-and-control net-
works from cyber attack. Can you talk more generally about the
need that we have to modernize those systems?

Admiral HANEY. Senator, as we have talked before but in par-
ticular, when we look at strategic deterrence, the business of hav-
ing both the correct sensing of the environment and the ability to
move the information such that we have the appropriate command
and control in a timely manner is critical. So, this is an area that
we continue to work on, will continue to have investments. We
have a strategy that we’re working to move forward on. We have
to stay on course, even with sequestration.

Senator FISCHER. A lot of times we focus on the hardware, on the
platforms. We talk about the need to modernize warheads, the
costs of our bombers and submarines. But, how are we going to
communicate all this? What about our phone lines? What about the
new building that’s going up there in Bellevue, on Offutt? Can you
talk a little about the importance of all that?

Admiral HANEY. Senator, I would say, in the command-and-con-
trol structure, what we count on is redundancy and reliability
through a spectrum of different adverse environments. When you
look at the different missions that STRATCOM has—I do thank
Congress for their investment in the command-and-control complex
that’s being built, because our ability to command and control our
forces as well as move information is important. This goes all the
way to the forces, those folks in either alert facilities, bombers to
submarines, all the way up to the President of the United States.

Senator FISCHER. We heard questioning from Senator Lee and
then from Senator King about deterrence, and if it is effective. We
still face threats from nations who have nuclear capability. So, I
believe that that deterrence is extremely necessary. But, since we
also face the threat from terrorists and from others, there’s that
natural tie-in with cyber security being necessary and making sure
that our country is prepared in that respect as well.

I know in the past there’s been the talk about separating the two
command authorities and the necessity of doing that. Do you think
that’s the way to go? In my conversations with General Koehler in
the past, just looking at how it works and how we’re able to make
those decisions by one commander, I think leaving it under one
command, maybe at this point but also in the future, makes sense,
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especially with our budgetary constraints. I would ask both of
you—I know, General, you just spoke about possibly in a couple of
years maybe separating them. But I would ask the Admiral’s opin-
ion on that as well.

Admiral HANEY. Senator, I think myself and General Alexander
are in fundamental agreement that what we want to do is win in
cyber, and we want the command-and-control structure that allows
us to win, first and foremost. As we look at investments to be
made, as General Alexander has spoken and discussed, it’s most
important that we build up our cyber capability, and that’s the
piece that’s a priority for me as well. So as I look at investment
dollars in the near-term, very important to build that capability.
We may get to a point, at some point, where our national leaders
fundamentally believe that that’s the best organization, and to
change structure, it has to be the structured to win.

Senator FISCHER. General, do you have any comments?

General ALEXANDER. I agree, and I think what Admiral Haney
said is right on target.

Just to help articulate one step further, let’s say an action was
going on in the Middle East that didn’t yet get to the strategic. You
also then have and want us to directly support that combatant
command in those actions. We both do.

The issue that I see that’s really going to raise this is, cyber is
more likely to be used in what we call phase zero. So, the con-
tinuity of command and control from phase zero to phase one is
where I think we’ll actually start to look at, how do we do this?

From my perspective, what Admiral Haney put out there, the
most important thing we can do right now is train and organize
those teams. That’s where we’re focused. I do think this is some-
thing that we’ll wrestle post my time here. I just put that on the
table as a logical conclusion from my perspective from about a year,
year and a half out.

Senator FISCHER. Thank you both very much.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you very much, Senator Fischer.

Senator Kaine.

Senator KAINE. Thank you, Mr. Chairman.

To our witnesses, appreciate this important testimony.

To open off with a question, really for both of you—Admiral
Haney, you said the question of what is the right command struc-
ture i1s subsumed under the goal, which is, we want to win in
cyber. Winning in cyber, I focus on our personnel. Do we have the
personnel to win in cyber?

Admiral Haney, in your testimony, you noted that plans call for
133 cyber mission teams manned by over 6,000 highly-trained
cyber personnel by the end of fiscal year 2016. I'd like to have each
of you talk about the challenges of the recruitment and training of
these specialized cyber personnel in an economy where they have
a whole lot of other options. Talk a little bit about that dimension
of the challenge that we face.

General ALEXANDER. Senator, let me just start off. We are actu-
ally getting good feed from the Services in this area. By the end
of this year, we’ll probably be one-third of the way through, even
with sequestration, in terms of bringing them on board and getting
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them into training seats. As you would expect, the training in these
programs, depending on which position on the team they’re going
to, goes from anywhere from 20- to 40-some weeks, plus. So, that’s
the key, if you will, the big problem that we have is getting them
through that. That’s 4,600 different course seats that we’ll have
had people in by the end of this year. So, the Services have done
extraordinary work.

In terms of hiring these people in, from my perspective, the
young kids coming in, they want to do this. This is great, and
they're great people. Some of our best operators in this space are
the military personnel. We have to continue to do that.

We need to look at how we encourage them to stay in the mili-
tary. That’s going to be incentive pay and things that we've talked
to the Services about. But, my hat’s off to the Service Chiefs who
have helped push this in our Service components. I think, by the
end of this year, where you see where we are, and if you have a
chance to come up and see some of those teams in action, actually
doing real-world missions, it’s superb. It is exactly what our Nation
needs them to do, both on the offensive preparation side and pro-
tecting our infrastructure.

Admiral HANEY. Senator, I have also watched and had an oppor-
tunity to chat with some of our cyber warriors, not as many touch
points as I'm sure General Alexander has had. I often ask this
question to them. What makes them stay on? It is being able to
contribute to the mission that makes a difference, to a point, every
time I've asked that question. I'm proud of each and every one of
them and what they do.

I will say, also, we focus a lot on that portion of the business,
but there’s also planning that goes on, associated with cyber, and
that’s integrated in terms of what our combatant commands do,
geographically, across the globe, and that’s the fusion of our capa-
bility, cyber with our other capabilities, that also make a difference
as we go forward.

Senator KAINE. I would expect that, within the cyber space, you
have an interesting mixture of Active Duty military and DOD civil-
ian personnel. Is that profile, the mixture of the Services and then
civilian DOD, different in your cyber work than it is in other mili-
tary missions?

General ALEXANDER. It’s roughly the same, Senator.

Senator KAINE. Okay.

General ALEXANDER. The Services approach it a little bit dif-
ferent. We gave them some different leeway. But, I think the key
in the cyber civilian area—one of the things that we’re looking at
is how do we put all the team onto a same footing for their per-
sonnel system so that they’re not disadvantaged, each in different
ones. So, we have CCP, ISSCP, MIP, Service ones.

Senator KAINE. Right.

General ALEXANDER. But, what you really want is them to be one
team. So, how do we help them do that? That’s something that
we’re looking at and, I think, a key point.

Senator KAINE. Remind me that, earlier in 2013, when we faced
sequestration, do different parts of your unit get affected dif-
ferently, whether they were civilian, DOD, or Active Duty?
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General ALEXANDER. That specifically was the problem. So many
of them had to stand down or furlough on one side, because they
were in one side of billets, while others were allowed to stay on be-
cause they were in a different set of billets, and then the military,
yet different. So it did tend to separate and cause problems within
the team that I would like to fix. I want them to think they’re here
for the good of the Nation as a cyber team. Erase those budget
boundaries, if you would.

Senator KAINE. General Alexander, there were some reports in
February 2014, just recently, about Chinese People’s Liberation
Army in Shanghai and how they employ thousands of members
specifically trained to conduct cyber attacks against critical infra-
structure in the United States—power grid, gas lines, water works.
Talk a little bit about that, if you would, just about the magnitude
of the cyber effort underway in the People’s Republic of China that
you are basically trying to defend the Nation against every day.

General ALEXANDER. Senator, to get into details on that, I'd like
to answer that in a classified setting, if I could. I would just tell
you, you hit on the key parts. We have a lot of infrastructure—elec-
tric, our government, our financial networks. Look at all the
ways—look at what happened to Target and others. So when you
look at it, it covers the whole spectrum.

We have to have a way—a defensible architecture for our coun-
try, and we have to get on with that. We have to look at how we
take away from adversaries an easy ability to penetrate that—steal
intellectual property, money, or other things. So, that’s JIE, but
J}{E, where we give it out to others. I think we have to get with
that.

In terms of what China and other nations are up to, I'd rather
answer that in a classified session so I don’t make a mistake.

Senator KAINE. Understood.

Let me ask Admiral Haney a question. One of STRATCOM’s on-
going tasks—and your testimony discusses this on pages 20 and
21—is work on the Syrian chemical weapons disposal together with
U.S. European Command (EUCOM) and the Defense Threat Re-
duction Agency (DTRA). There are some professionals and assets in
Virginia that have been engaged in this. The Cape Ray is a Mer-
chant Marine ship based out of Portsmouth that’s currently in
Rota, that has been involved in this. We have intelligence profes-
sionals at Ravana Station that have been involved through the De-
fense Intelligence Agency, as well. Talk a little bit about the work
that STRATCOM does in this ongoing effort to rid Syria of one of
the largest chemical weapons stockpiles in the world.

Admiral HANEY. Senator, this is obviously an ongoing effort that
involves not just STRATCOM, but as mentioned, EUCOM, as well
as the Organization for the Prohibition of Chemical Weapons. That
piece, it’s good to see the teamwork that’s going on together with
other allies and partners that are contributing to this mission.
From a STRATCOM standpoint, working with our Strategic Com-
mand Center for countering WMD—that’s also at the DTRA head-
quarters—has been instrumental in working to come up with a so-
lution to rid ourselves of some of those chemical weapons by the
facility that’s built on Cape May, as you discuss. That’s a good-
news story, but that’s part of the story in terms of the collective
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international effort that’s ongoing in order to rid Syria of those
chemical weapons.

Senator KAINE. Right.

Mr. Chairman, thank you.

Chairman LEVIN. Thank you, Senator Kaine.

Senator Graham.

Senator GRAHAM. Thank you, Mr. Chairman.

General Alexander, I wish you well in retirement, but I wish you
were not retiring. You've done a great job for our country, and I
find you to be one of the most capable officers we have. I just want
to let you and your family know how much I appreciate your serv-
ice to our country.

Now, having said that, could you describe in 30 seconds—and I
think what Senators King and Kaine talked about, just boil it
down, what could a major cyber attack do to the United States?
What kind of damage could incur?

General ALEXANDER. I think they could shut down the power in
the Northeast, as an example, Senator, shut down the New York
Stock Exchange, damage data that’s in the Stock Exchange, remove
data, shut down some of our government networks, other govern-
ment networks, impact our transportation areas. Those are some
things.

Senator GRAHAM. Release chemicals?

General ALEXANDER. I think that would be harder. They could
get into SCADA [Supervisory Control and Data Acquisition] sys-
tems.

Senator GRAHAM. Affect water supplies?

General ALEXANDER. Water supplies, right. They could do dam-
age to that. They could do flows on rivers.

Senator GRAHAM. Would it cost us trillions of dollars?

General ALEXANDER. Potentially, especially in the financial sec-
tor.

Senator GRAHAM. Could it cost thousands of lives?

General ALEXANDER. It could.

Senator GRAHAM. You're telling us Congress hasn’t given you and
your colleagues the tool to deal with this threat. Is that fair to say?

General ALEXANDER. That’s correct, Senator. We need a way to
work with industry to understand this.

Senator GRAHAM. If all this could happen, and we could help,
seems like we would. Do you agree with that?

General ALEXANDER. I agree, Senator.

Senator GRAHAM. When it comes to bipartisanship, I would allow
Senator Whitehouse to write the bill. I've been in a bipartisan coa-
lition with him. I think he’s one of the smartest people in Congress
who understands this issue.

General ALEXANDER. He’s superb.

Senator GRAHAM. Isn’t he? I mean, he really—I hate to say that
about Sheldon, but he really——[Laughter.]

I'll just limit it to cyber. I don’t want to hurt him back home.

Senator INHOFE. That would be more appropriate in closed ses-
sion——[Laughter.]

Senator GRAHAM. Yes, probably. That’s probably—you’re right.
You’re right.
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So in your tent of sequestration, if we continue down the road
of what we’re doing to our military and our Intelligence Commu-
nity, what kind of effect will that have on our ability to defend our-
selves in your world, General Alexander?

General ALEXANDER. Senator, the key thing that it would impact
is our ability to train and get these forces in. That’s where I see
the biggest impact. What happened last year when we had seques-
tration and furlough, it knocked out the training for about 6 weeks,
which actually restarts a lot of that training.

Senator GRAHAM. On a scale of 1 to 10, how much capability
would we be losing in your area if we allowed sequestration to be
fully implemented?

General ALEXANDER. I'd have to go back to get an accurate an-
swer on that.

Senator GRAHAM. Would it be catastrophic?

General ALEXANDER. It would be, in my opinion. I just don’t
know, Senator.

Senator GRAHAM. We'll give that a 10.

Admiral Haney, if sequestration is fully implemented, what kind
of effect does it have on your ability to modernize the force?

Admiral HANEY. Senator, if sequestration is fully implemented,
it will have potentially disastrous impacts in terms of things. It
really will be all up, in terms of the critical decisions that would
have to be made, in terms of the money that is allocated and ap-
propriated by this.

Senator GRAHAM. So let me see if I can summarize your testi-
mony. If Congress continues on the path we have charted regarding
sequestration, we’ll have a catastrophic effect on the Intelligence
Community, we’ll have a dangerous effect on our ability to defend
the Nation through strategic weaponry. On the cyber front, you've
described a Pearl Harbor on steroids, and you're asking Congress
to act. Let’s just remember what’s been said today, that we have
to do something about sequestration, in my view; we need to do
something on the cyber front.

Now, let’s get back to Senator King’s questions, which I thought
were very good, about the role of strategic forces. Do you agree
with me that deterrence is one aspect of a strong, capable nuclear
program to deter rational nation-states from engaging the United
States? Is that still a viable concept in the 21st century?

Admiral HANEY. Yes, Senator, it is.

Senator GRAHAM. Do you agree with me that what Senator King
said is true, people who embrace chaos and suicide will not be de-
terred. So, our goal, when it comes to terrorist organizations and
rogue states who do not have a rational bone in their body, is to
deny them the capability?

Admiral HANEY. That’s correct, Senator.

Senator GRAHAM. Do you agree with me, General Alexander—
this is where you come into play, big time—the idea of a nuclear
device coming into the United States on a steamer with 20 people
on board is not a thing of novels. Is that a real threat?

General ALEXANDER. That’s one of our great concerns, Senator.

Senator GRAHAM. Do you agree with me that that’s one of the
real things the NSA can do to help the country defend itself, to find
that out before it happens?
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General ALEXANDER. I do, Senator.

Senator GRAHAM. Prevention, denial, and interdiction. So we
need to make sure that when it comes to rogue states, who will not
act rationally when it comes to terrorist organizations, that we can
have good intelligence, we can stop it before it starts.

Now, when it comes to Iran, do you believe they’re a rational na-
tion-state, in terms of owning nuclear weapons? Would you feel
comfortable with the Iranians having a nuclear capability?

General Alexander?

General ALEXANDER. Senator, I would not.

Senator GRAHAM. Admiral Haney.

Admiral HANEY. I would not, as well.

Senator GRAHAM. Would one of your great concerns be that they
would share that technology with a terrorist organization?

General ALEXANDER. Senator, that’s part of my concern, and/or
use it.

Senator GRAHAM. Either way, it’s not a good outcome.

Can you envision a circumstance if there’s a deal struck with the
Iranians, General Alexander, that allows them to enrich uranium,
even at a small level? What’s the likelihood that Sunni Arab states
would want light capability?

General ALEXANDER. I think it’s probable.

Senator GRAHAM. Could somebody actually ask the Sunni Arab
world, “What would you do if the United States agreed to allow the
Iranians to enrich, at any level?” Do you agree with me, Admiral
Haney, that one of the nightmare scenarios for the world would be
if y0})1 had enrichment programs over uranium all over the Middle
East?

Admiral HANEY. Senator, I would agree and state that one of our
aspects of deterrence and assurance is working to prevent just that.

Senator GRAHAM. I would end with this thought. If somehow,
some way, the world sanctions an Iranian enrichment program, you
have set the stage for the whole Middle East to becoming an en-
richment zone, and God help us all, under that scenario.

Thank you.

Chairman LEVIN. Thank you, Senator Graham.

Senator Ayotte.

Senator AYOTTE. Thank you, Mr. Chairman.

I want to thank both of you for being here and for your extraor-
dinary service to the country. Thank you, General Alexander.
You've done a wonderful job and have had to serve during very
challenging times, so appreciate your service; and your service, as
well, Admiral Haney.

I wanted to follow up on the Iranian threat. Admiral Haney,
when Director of National Intelligence (DNI) Clapper came before
this committee last year, he said that the Iranians were working
on two ICBM systems that would give them the capability of hit-
ting the United States of America by 2015. Where are we on that
threat, in terms of the Iranians’ ICBM program and their capa-
bility of hitting the United States?

Admiral HANEY. Senator, I would really want to address that
question in a more classified forum to get to the real details nec-
essary to answer that question. But, the assessment to 2015 re-
mains, from my understanding.
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Senator AYOTTE. So, DNI Clapper’s public assessment last year
of 2015 still stands at this point, from your understanding. I under-
stand you don’t want to get into the details of that in this setting.

Admiral HANEY. Yes, Senator.

Senator AYOTTE. One of the threats that obviously—Senator Gra-
ham asked you about the threat of perhaps the Iranians with their
nuclear program, if it is permitted to continue—is to provide that
technology to terrorist organizations. But, obviously, the ICBM
threat is one that we would be concerned about as well to our coun-
try. Would you both agree?

Admiral HANEY. Yes, Senator.

General ALEXANDER. Yes.

Senator AYOTTE. We also faced, as we've talked about in this
hearing, a threat from the North Korean ICBM capability as well,
correct?

Admiral HANEY. Yes, Senator.

Senator AYOTTE. So, one of the issues that we have been dis-
cussing in this committee is the issue of a third missile site, an
east coast missile site for protection of the east coast of the United
States of America. In the defense authorization, we have asked for
a contingency plan for that site. I wanted to get your sense of
where that stood and how quickly, if we made the decision to go
forward with an east coast site, would it take us to stand that up,
in light of the fact that we’re facing a potential threat of 2015 by
the Iranians? You would agree with me that the east coast site
would provide additional protection against that kind of threat.

Admiral HANEY. Senator, an east coast site will definitely pro-
vide additional capability against a threat to augment what we al-
ready have. But as we have discussed, fundamentally we have to
invest in priorities order to work to get our sensing and discrimina-
tion right, as well as getting our kill vehicle also performing to
specification. But the current system provides us some capability.

Senator AYOTTE. Some capability, but yesterday General Jacoby
testified before the House Armed Services Committee, and he said
that the third site, if you built it, would give us better weapons ac-
cess, it would give us increased inventory and increased battlespace
with regards to a threat coming from the Middle East. Those are
the facts. So, you would agree with him on that, that this—if, in
fact, we are facing an Iranian ICBM threat, in addition to further
sensing and discrimination capabilities, this would be important,
given the population centers we have—New York, Washington—to
have that additional, as General Jacoby described it, increased in-
ventory and increased battlespace.

Admiral HANEY. I agree 100 percent with General Jacoby on in-
creased inventory and battlespace.

Senator AYOTTE. Are you working with General Jacoby on the
contingency plan if this Congress makes the decision to go forward
with that site so that we’re ready to do it?

hAdmiral HANEY. We are working the planning associated with
that.

Senator AYOTTE. Excellent. Thank you.

How do you assess right now the threats that we face from North
Korea—I know you were asked about it earlier, but where do you
assess our ability, particularly—I know that we’re adding the addi-



53

tional GBIs in Alaska, but how do you assess our ability to meet
that threat as well at the moment? Where are we in installing
those additional interceptors in Alaska?

Admiral HANEY. The work is ongoing for those additional inter-
ceptors to be complete by about 2016. But, there’s other work that’s
ongoing across our missile defense apparatus. Things that we have
done, for example, the THAAD capability that was placed in Guam,
the work we’re doing to get a second TPY-2 radar in Japan, busi-
ness of upgrading our sensors, and the work to improve discrimina-
tion, all ongoing to help with this capability, including getting to
the next test associated with our ground-based system.

Senator AYOTTE. That would be the next test, to ensure that the
kill vehicles are properly working, given the prior tests and the as-
sessment of those tests?

Admiral HANEY. That’s correct, Senator.

Senator AYOTTE. So, one of the things that Senator Inhofe asked
you upfront that I think is of concern to many of us is the mod-
ernization commitments that were made by the administration
under section 1251 in conjunction with signing the New START
treaty. Just to put it in simple terms, where are we? How do you
assess the resourcing of those modernization commitments, both
now in the current fiscal year 2014 budget context, and then going
forward in particular on those modernization commitments? Obvi-
ously, if sequestration were to stay in place, that’s one scenario.
Then if you can give us a real sense of where are we on this? Be-
cause I remain deeply concerned that those commitments are not
there at the level of resources that they should be, making sure
that we have the modernization that needs to be done to our nu-
clear deterrent.

Admiral HANEY. Senator, the modernization efforts, some of
which are definitely in progress and in a good place, some of the
work that has been going, in terms of 3-plus-2 strategy associated
with warheads, is moving forward. Clearly, there’s had to be a
prioritization of efforts and a relook at certain efforts to ensure af-
fordability and cost-effectiveness. That piece is ongoing as well.

Senator AYOTTE. But as we look at this—these issues—I know
my time is up, but the one thing I think of is what keeps you up
at night in this position? Both of you. I think that’s the most im-
portant thing we should be thinking of. What are you most worried
about? We may not ask you the right question.

Admiral HANEY. My biggest concern right now is we’re looking
at the future, and particularly our ability to balance resources and
be able to, at the same time, work to have credible capability
across the spectrum in all the mission areas that I have respon-
sibilities for as combatant command, in addition to the strategic
nuclear deterrent, maintaining that in the safe, secure, and effec-
tive manner so as mentioned that our assurance prevents other
f)oluntries from wanting to increase or go nuclear, in terms of capa-

ility.

Senator AYOTTE. I'm afraid to get this answer, General Alex-
ander. What keeps you up at night?

Please share that with us.

General ALEXANDER. Yes. There are two issues. We talked about
cyber. So that’s half of it. The other is in the terrorism area. I
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think the greatest concern that I have, both for our country and for
Europe, is a terrorist attack that galvanizes some of these Islamic
fundamentalists into a true fighting force that could hurt our Na-
tion and Europe. I believe right now we don’t have the proper foot-
ing, especially with our European allies, to stop that. We have to
have a candid set of discussions, solve our own problems with busi-
ness record FISA, and other things. But, we also have to deal with
them to ensure that theyre doing something similar to protect
themselves.

In the past, as the President pointed out, we do a lot to help pro-
tect them. Some of our capabilities have been impacted by these
leaks. Our ability to stop it has gone down just when they’re grow-
ing. Look at Syria, Iraq, all of that. I am concerned over the next
12 months something like that bad will happen.

Senator AYOTTE. Thank you both. Thank you for your service. We
really appreciate it.

Chairman LEVIN. Thank you very much, Senator Ayotte.

Does anyone need a second round? [No response.]

I'm going to withhold my questions for a second round. Instead,
I'll be asking both of you some questions for the record, which we’ll
expect prompt answers on.

Thank you, Admiral Haney and General Alexander. We will
stand adjourned.

[Whereupon, at 11:50 a.m., the committee adjourned.]

[Questions for the record with answers supplied follow:]

QUESTIONS SUBMITTED BY SENATOR CARL LEVIN
RECENT CHEATING INCIDENTS

1. Senator LEVIN. Admiral Haney, last month, the Department of Defense (DOD)
disclosed that upwards of 92 of 200 Intercontinental Ballistic Missile (ICBM) control
officers at Malmstrom Air Force Base were either directly or indirectly involved in
cheating on a monthly proficiency exam. On February 4, the Navy disclosed that
upwards of 30 of 150 naval reactor instructors were involved in cheating on a quali-
fication exam at the Navy’s training facility in South Carolina. What is your assess-
ment of why these incidents happened, and what do we need to do to prevent simi-
lar problems in the future?

Admiral HANEY. Our service core values are the foundation to all we do as a joint
military force—Integrity is one of these values and I expect both Navy and Air
Force to properly investigate these issues and will work hand-in-hand with the
Service investigations and the Secretary of Defense nuclear enterprise reviews.
From the results of these investigations and reviews, we must then take appropriate
actions to get this corrected.

The Air Force and Navy are looking into the motivations to gain a better under-
standing to ensure we are approaching this issue from a readiness perspective. Our
personnel, units, and leadership team must remain focused on operational readiness
while we motivate our professional personnel to do the right things even when no
one is looking. Testing is a good tool to evaluate checklist familiarity, situational
awareness, and combat proficiency. While providing our professionals clear guidance
on how to advance, not using test scores but assessing performance, excellence, and
service.

2. Senator LEVIN. Admiral Haney, has the incident at Malmstrom Air Force Base
affected the readiness of the missile wing?

Admiral HANEY. No. This incident is not a reflection of the unit’s combat capa-
bility and it’s not a reflection of every individual’s readiness. Following the incident,
Air Force Global Strike Command and 20th Air Force took immediate actions to
validate the readiness of the ICBM crew force and determined it remains knowl-
edgeable, capable, and competent. Every ICBM crew member was retested before
their next alert. 20th Air Force implemented tighter test development, control, and
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administration procedures. Our nuclear deterrent remains safe, secure, and effec-
tive.

FUNDING FOR NUCLEAR WEAPONS AND DELIVERY SYSTEMS

3. Senator LEVIN. Admiral Haney, the Congressional Budget Office (CBO) esti-
mates that over the next 10 years the government plans to spend $156 billion to
directly maintain and modernize our nuclear delivery systems of submarines, bomb-
ers, and missiles. If you include costs associated with the Department of Energy
(DOE), associated command control systems, and historical cost growth, the number
rises to $356 billion over 10 years. That is an incredible amount of money. Will you
review the programs discussed in this report and report back to me on specific pro-
posals to achieve efficiencies and savings?

Admiral HaNEY. U.S. Strategic Command (STRATCOM) participates in ongoing
DOD budget activities, as well as the interagency DOD/DOE review process, to iden-
tify efficiencies and savings as we modernize our nuclear complex. Our priority is
maintaining a safe, secure, and effective deterrent and we are committed to working
with Congress to do so in an efficient, cost-effective manner.

4. Senator LEVIN. Admiral Haney, we were presented today with a chart from the
Air Force Global Strike Command showing the funding profiles for the DOD nuclear
forces out to 2050. This is an important chart in that it puts in perspective past
funding and a rationale for the systems that require recapitalization in the future.
Is it correct that this chart is illustrative in nature and not a firm budgeting docu-
ment that DOD is required to use in specifying the Future Years Defense Program
as found in 10 U.S.C. section 2217

Admiral HANEY. The specific chart is an illustrative picture and is not an official
DOD budget document being used to determine future nuclear enterprise invest-
ments. DOD’s best cost estimate for modernizing the nuclear triad over the next 10
years is detailed in the annual 1043 report. Cost projections beyond that time period
have uncertainty as a number of nuclear enterprise modernization programs are
still not defined.

COST OVERRUNS AT THE NATIONAL NUCLEAR SECURITY ADMINISTRATION

5. Senator LEVIN. Admiral Haney, the prior STRATCOM Commander, General
Kehler, repeatedly voiced concern on the ability to the National Nuclear Security
Administration (NNSA) to support DOD’s stockpile needs due to large cost overruns.
Do you share similar concerns about the NNSA? If so, do you have any views as
to what steps we could take to address this problem?

Admiral HANEY. The nuclear complex faces a substantive, multi-decade recapital-
ization challenge, and we must continue investing the necessary resources to main-
tain a safe, secure, and effective nuclear deterrent. If we do not commit to these
investments and execute our programs as planned, we risk degrading our deterrent
capabilities. With the oversight of the Nuclear Weapons Council, both DOD and
DOE continue to work closely to refine the long-term nuclear stockpile sustainment
strategy that maintains our deterrent capabilities while balancing resource and in-
frastructure demands.

PROTECTION OF SPACE ASSETS

6. Senator LEVIN. Admiral Haney, STRATCOM is responsible for coordinating the
use of, and protecting, national security satellites. Press reports indicate that coun-
tries such as Russia and China have been aggressively developing anti-satellite ca-
pabilities. Do you believe we have adequate policy guidance and operational plans
to protect our space assets from hostile actions by other countries?

Admiral HANEY. Yes—I am comfortable with existing policy, guidance, and au-
thorizations, and will request assistance when (and if) required. I believe we are
well-prepared to respond to the threat from potential adversaries today, but the
space environment is becoming more contested, congested, and competitive, and our
ability to respond must improve proportionally. New systems and technology up-
grades are part of our threat response strategy, but in the interim, STRATCOM is
taking action to optimize our space protection capability with a strategic review and
update of our policy guidance and operational plans.

STRATCOM continues to refine our space protection plans and policy to direct
timely and appropriate responses to situations that would threaten our national se-
curity in space. This includes updates to operational procedures, by mission area
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and geographic region, to respond to the most likely and most dangerous threat sce-
narios. To bolster our space protection capability, we are leveraging international
and commercial relationships that promote the safe and responsible use of space for
all and provide for the common defense of ourselves and our partners.

SPACE AND JOINT ELECTRONIC WARFARE CAPABILITIES

7. Senator LEVIN. Admiral Haney, DOD is vacating part of the radio frequency
spectrum in an effort to free up more bandwidth for commercial providers. Impor-
tant to this effort is its ability to obtain comparable spectrum in which to operate
in. Are you familiar with these actions?

Admiral HANEY. Yes, I am familiar with the President’s 2010 Memorandum:
“Unleashing the Wireless Broadband Revolution,” that directed the Secretary of
Commerce and the National Telecommunications and Information Administration
(NTIA) to collaborate with the Federal Communications Commission (FCC) to make
available an additional 500 MHz of spectrum over the next 10 years for commercial
wireless broadband service. I am also familiar with the subsequent Middle Class
Tax Relief and Job Creation Act of 2012 that directs auction of 1695-1710 MHz, and
the March 2013 FCC announcement of intent to also auction 1755-1780 MHz as
early as September 2014.

The current Unified Command Plan (UCP) assigns me as the advocate for both
space and joint electronic warfare capabilities. Inferred in these responsibilities is
inclusion of the electromagnetic spectrum-based requirements for these capabilities.
Following announcement of the impending spectrum auction, the Services assessed
system impacts resultant to the loss of specified spectrum, and STRATCOM pro-
vided an assessment of operational impact to the same focusing on spectrum for
space operations and the necessity to allow continued electronic warfare training,
testing, and evaluation. My concerns were addressed. One of the key aspects to
DOD success in transitioning to alternate frequency bands is the appropriate and
timely funding by the auction process for critical warfighter systems.

While I have the responsibility for space and electronic warfare capabilities advo-
cacy, I am aware of the impending 1755-1780 MHz auction impact to various other
systems, such as the Air Combat Training Systems (ACTS) and the Precision Guid-
ed Munitions (PGM).

Lastly, I have the responsibility to advocate for space and joint electronic warfare
capabilities on behalf of the combatant commands, but I have not been assigned
overall combatant command advocacy for electromagnetic spectrum use require-
ments.

8. Senator LEVIN. Admiral Haney, as the combatant commander responsible for
ensuring adequate spectrum for DOD assets, are you ensuring there is comparable
spectrum to move to?

Admiral HANEY. Following announcement of the impending spectrum auction, the
Services assessed system impacts resultant to the loss of specified spectrum, and
STRATCOM provided an operational impact assessment focusing on spectrum avail-
ability for space operations and the requirement to continue electronic warfare
training, testing, and evaluation. My concerns were addressed and incorporated into
the DOD Alternative Proposal to mitigate spectrum sell-off impacts to operations.
One of the key aspects to DOD success in transitioning to alternate frequency bands
is the appropriate and timely funding by the auction process for critical warfighter
systems.

CYBER INTRUSIONS INTO PRIVATE SECTOR COMPUTER NETWORKS

9. Senator LEVIN. General Alexander, private companies, such as airlines and
shipping companies, provide critical capabilities to support DOD force generation
and deployment operations. DOD’s annual Report to Congress on Military and Secu-
rity Developments Involving the People’s Republic of China said that China’s com-
puter network exploitation capabilities could be used “to slow response time by tar-
geting network-based logistics, communications, and commercial activities.” How
concerned are you that cyber intrusions into private sector computer networks could
be exploited to degrade our response to an overseas contingency?

General ALEXANDER. [Deleted.]

10. Senator LEVIN. General Alexander, DOD reporting requirements and agree-
ments are largely focused on contractors reporting cyber intrusions that impact sys-
tems that contain or process defense information at the time of the compromise.
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Shouldn’t we be concerned about cyber compromises of operationally critical contrac-
tors like airlines and shipping companies, even if DOD information isn’t impacted?
General ALEXANDER. [Deleted.]

11. Senator LEVIN. General Alexander, in addition to any immediate risk to DOD
information, can’t those compromises be used to collect intelligence about contractor
networks or establish a foothold that could be exploited to impact DOD operations
in the event of a contingency?

General ALEXANDER. [Deleted.]

ACCESSING ALL TELEPHONE RECORDS

12. Senator LEVIN. General Alexander, the President’s Review Group stated on
multiple occasions that the 215 program, contrary to many public reports, actually
now only collects “a small percentage of the total telephony metadata held by serv-
ice providers.” This observation was recently supported by a Washington Post story
that quoted current and former government officials that less than 30 percent of all
the calls made to, from, or within the United States are currently captured in the
bulk collection program, due to dramatic growth in cell phone and Voice-Over-Inter-
net-Protocol use that has outpaced National Security Agency’s (NSA) handling ca-
pacity. In a statement, NSA confirmed that, “it is correct to say that the growth
in mobility data had affected the metadata program.” What is your response to the
Review Group’s argument that the program cannot be considered as critical if the
government has not taken steps to access more than a large fraction of the pertinent
records, nor should negative queries provide reassurance of the lack of a domestic
nexus to specific suspected terrorists?

General ALEXANDER. There needs to be a distinction made between the value of
the program and whether it is ideally implemented. There have been a number of
technical and cost issues that precluded optimal implementation of the program to
date, which NSA has been addressing as it continues to improve implementation of
the program to increase the likelihood of NSA detecting and helping to mitigate ter-
rorist plots in the United States and abroad. That said, the program has been effec-
tive and of value even as it is currently operating. Even with incomplete informa-
tion, NSA is able to make use of this substantial dataset.

13. Senator LEVIN. General Alexander, if the records are left with the service pro-
viders, and the government under court order could demand responsive records as
needed, would that eliminate the problem you seem to be having in keeping up with
the volume of records, especially the mobile phone records?

General ALEXANDER. Leaving records at the service providers does reduce the
problem of keeping up with the volume of call detail records. However, implementa-
tion must be performed with care to ensure that the agility to obtain timely results
and link them across multiple providers is not lost.

CYBER CAPABILITIES FOR THE COMBATANT COMMANDS

14. Senator LEVIN. General Alexander, offensive military cyber operations outside
of a recognized conflict region present many difficult policy issues, ranging from col-
lateral effects, to the sovereignty interests of third countries, as well as what con-
stitutes covert action versus a traditional military activity. In contrast, cyber oper-
ations that are confined to traditional military targets on a recognized battlefield
present fewer concerns. The combatant commands are eager for cyber forces to con-
tribute to their operational plans, but it is our understanding that little has been
achieved to date to incorporate cyber capabilities into the combatant commands’
operational plans. Have the force providers in the Services and defense agencies as-
signed appropriate priority to this aspect of the overall cyber mission?

General ALEXANDER. [Deleted.]

15. Senator LEVIN. General Alexander, in your view, what is the potential for
cyber forces to contribute to the success of traditional military operations?
General ALEXANDER. [Deleted.]
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QUESTIONS SUBMITTED BY SENATOR KIRSTEN E. GILLIBRAND
ROLES OF RESERVE AND NATIONAL GUARD IN CYBER MISSION

16. Senator GILLIBRAND. General Alexander, the National Commission on the
Structure of the Air Force recently released their findings, which highlighted the
importance of the National Guard and Reserve in the U.S. cyber mission. Specifi-
cally, it noted that the Guard and Reserve were uniquely positioned, because of
their part-time status, to attract and retain the best and the brightest in the cyber
field. Additionally, the National Defense Authorization Act (NDAA) for Fiscal Year
2014 has directed DOD to look at the integration of the Guard in all its statuses
into the cyber workforce. I have long agreed with this assessment, and introduced
the Cyber Warrior Act which would establish National Guard cyber teams in each
State to leverage this talent pool. In addition to the National Commission’s review,
I know that DOD is also looking at the role of the Reserve component in U.S. Cyber
Command (CYBERCOM). Are there any initial findings from the NDAA-mandated
report on CYBERCOM staffing, including regarding the role of the Reserve compo-
nent, that you can share with me?

General ALEXANDER. No, not at this time.

17. Senator GILLIBRAND. General Alexander, what is your vision for the roles of
b{)th the ?Guard and Reserve in CYBERCOM and within the distinct Service cyber
elements?

General ALEXANDER. CYBERCOM envisions the Guard and Reserve will play a
vital role in our cyber mission by working through the Services for the opportunity
to leverage their civilian skill sets, the dual mission of the Guard, and the com-
plementary nature of reservists to address specific needs, fill gaps, and provide a
surge capability within the Active component.

RECRUITMENT AND ACQUISITIONS GOALS FOR CYBER MISSION

18. Senator GILLIBRAND. General Alexander, I want to be helpful to DOD in re-
cruiting the best talent and acquiring the best tools for our cyber mission. What di-
rection has been given to the Services regarding recruiting goals and priorities for
individuals with skills and aptitudes relevant to the needs of CYBERCOM?

General ALEXANDER. The Cyber Mission Force (CMF) construct and the cor-
responding planning documentation, identifies the size and scope of the CMF, the
associated knowledge, skills, and abilities required for the various work roles that
make up the CMF, the schedule for manning the teams, and the work role prior-
ities. Together, this information provides the Services with their targeted recruiting
goals and priorities.

19. Senator GILLIBRAND. General Alexander, in your opinion, what can Congress
do to assist DOD in this effort?

General ALEXANDER. CYBERCOM continues to promote and support the Science,
Technology, Engineering, and Mathematics (STEM) initiatives that encourage pri-
mary and secondary schools to incorporate math, science, engineering, and tech-
nology—particularly in the Computer Sciences—into their curriculums. The edu-
cation of our next generation is critical to help make sure this force remains com-
petent and relevant. In the short-term, providing CYBERCOM with the oversight
authorities it needs to ensure that it can enforce common, joint architectural compo-
nents to support both CYBERCOM strategic requirements and unique Service spe-
cific requirements is critical.

We also have to build our deep bench. That means ensuring our young people
have the skills they need to thrive in this mission space.

20. Senator GILLIBRAND. General Alexander, what do you believe DOD needs in
order to remain on the cutting edge of cyber defense?

General ALEXANDER. DOD requires trained and ready cyber teams that can take
a more proactive approach rather than the reactive approach. DOD also requires a
more defensible, data-centric architecture with cloud-enabled analytics, and a dy-
namic and reconfigurable network. CYBERCOM requires appropriate authorities to
defend U.S. national interests in cyber space. Additionally, policy is required that
clearly establishes roles and responsibilities across agencies that provide the author-
ity to see and defend systems outside of the DOD Information Systems.

21. Senator GILLIBRAND. General Alexander, as we plan for the NDAA for Fiscal
Year 2015, what would you like to see us include in the bill?
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General ALEXANDER. CYBERCOM defers to OSD on legislative proposals.

HOMELAND SECURITY RELATIONSHIP

22. Senator GILLIBRAND. General Alexander, you currently serve as both Com-
mander of CYBERCOM, and Director, NSA/Chief, Central Security Service (CSS),
giving you a unique perspective on the cyber debate. What do you think are our two
most important cyber needs for the next 5 years?

General ALEXANDER. Recently, I described to the House Armed Services Com-
mittee five key things we need to do without further delay, namely: promote a de-
fensible architecture; develop a trained and ready workforce; pass cyber legislation
that enables two-way, real-time information-sharing among and between private
and public entities; set up a seamless cyber command and control structure from
the President on down; and, build a common picture to strengthen our Nation’s
cyber security defenses.

23. Senator GILLIBRAND. General Alexander, how will you incorporate cyber
forces, especially in the National Guard, into our Homeland defense strategy?

General ALEXANDER. The CYBERCOM Guard Reserve office is diligently working
with the National Guard Bureau and the U.S. Northern Command to develop a
cyber space strategy framework that incorporates relevant portions of our Homeland
defense strategy involving the protection of our Nation’s critical infrastructure and
key resources.

24. Senator GILLIBRAND. General Alexander, please provide your thoughts on the
relationship between the Department of Homeland Security (DHS) and DOD in
terms of global cyber security roles and responsibilities.

General ALEXANDER. Global cooperation on cyber security is necessary to address
the threat, build consensus on the norms of responsible conduct in cyber space, and
address ongoing malicious activity. CYBERCOM strongly endorses the U.S. Govern-
ment’s team approach, leveraging all of our Homeland security, law enforcement,
and military authorities and capabilities, which respectively provide for domestic
preparedness, criminal deterrence and investigation, and national defense. As such,
the Department of Justice (DOJ), DHS, and DOD each have specific, critical roles
and responsibilities as part of the Federal whole-of-government effort to counter
cyber threats. Moreover, all three departments are involved with private and inter-
national partners within their areas of responsibility, and whether their activities
are at home or abroad, the departments support one another to address cyber
issues. As with threats to the United States, our allies, and our interests in other
domains, DOD has the mission to defend the Nation, to include the protection of
national security systems. This responsibility logically extends to all domains, in-
cluding cyber space. DHS is responsible for securing unclassified Federal civilian
government networks and working with owners and operators of critical infrastruc-
ture to secure their networks through risk assessment, mitigation, and incident re-
sponse capabilities. DOJ is the lead Federal department responsible for the inves-
tigation, attribution, disruption, and, and as appropriate, prosecution of cyber secu-
rity incidents. As authorized by the President, and consistent with the law, DOD
defends, deters, and takes decisive action in cyber space to defend national inter-
ests; supports DHS in Homeland security (i.e., personnel, equipment, and facilities);
and supports Federal agencies pursuant to the Defense Support of Civil Authorities
process.

DYNAMIC THREAT ENVIRONMENT

25. Senator GILLIBRAND. General Alexander, the dynamic nature of the cyber
threat presents a unique problem in that we typically find ourselves in a perpetual
game of catch-up, always chasing our adversary. As soon as one system fix is intro-
duced, countless other vulnerabilities, some known, many unknown, become all the
more magnified. How do you intend to address the continually morphing require-
m}elnlts? distinct to the cyber threat facing both DOD and the United States as a
whole?

General ALEXANDER. [Deleted.]

26. Senator GILLIBRAND. General Alexander, what do you project as the main
over-the-horizon cyber threat?
General ALEXANDER. [Deleted.]
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27. Senator GILLIBRAND. General Alexander, how do you weigh the threat ema-
nating from state-level actors with the full strength of integrated offensive cyber
programs versus non-state actors or lone hackers with a grudge?

General ALEXANDER. [Deleted.]

TRAINING

28. Senator GILLIBRAND. General Alexander, I appreciated your comments on the
training our cyber warriors are receiving. I would like to hear more about the train-
ing capacity at the Service academies and in the current pipeline. Do you see room
for improvement? If so, is there a need for additional authorities from Congress?

General ALEXANDER. Each Service Academy educates our future service and joint
leaders slightly differently. There is always room for improvement, but we are espe-
cially pleased with the way the Naval Academy has embraced cyber-related edu-
cation. One hundred percent of their graduates will receive at least two semesters
of technical cyber education with a large percentage of them earning a STEM de-

gree.

TROOP RETENTION CONCERNS

29. Senator GILLIBRAND. General Alexander, since cyber is a relatively new field,
it seems like the Services are not having any trouble recruiting talent at this point.
However, the issue of retention is of concern to me. What are your recommendations
for retention of these servicemembers across the total force?

General ALEXANDER. CYBERCOM remains engaged with each of the Services to
address current and projected Active Duty requirements, as needed. This includes
designating servicemember re-enlistment and career field bonuses for cyber career
fields, along with associated Active Duty service commitments to assist with reten-
tion. Additionally, CYBERCOM continues to utilize civilian temporarily expanded
hiring authorities and is in negotiation with the Air Force to expand the current
internship program to include universities offering cyber-specific expertise. The Na-
tional Guard and Reserves offer servicemembers the opportunity to continue con-
tributing to the cyber mission in uniform after they have completed Active Duty
service. We will continue to work with the Services to develop plans to integrate
the National Guard and Reserves into the cyber domain, including recruitment and
retention strategies for Reserve component members.

30. Senator GILLIBRAND. General Alexander, do you believe that current retention
stragegies are useful to the cyber force, or should we be considering different strate-
gies?

General ALEXANDER. While to date, overall retention has not been a concern stra-
tegically, we will continue to work with the Services to address assignment policies
and career management for highly-technical/highly-trained cyber professionals with
the desired result to maintain skill currency and utility. Strategies are still being
developed/implemented, once implemented, retention rates will be monitored.

JOINT INFORMATION ENVIRONMENT

31. Senator GILLIBRAND. Admiral Haney and General Alexander, in some of my
conversations, I have heard that the Joint Information Environment (JIE) is a good
idea, but there are some concerns about the challenges of implementing it effec-
tively. What challenges do you see and what are you doing to address concerns
about implementation?

Admiral HANEY. The JIE will transform the DOD Information Network (DODIN)
into a defensible and operationally effective architecture by shifting the focus from
protection of individual military Service-specific networks, systems, and applications
to securing data and its uses. I support the JIE approach. Given these challenges,
the threat, and the need for efficiency, we must move in this direction. I see three
key challenges to JIE implementation.

First, transferring responsibility and authority for network command, control, and
security of an organization’s operational network to a third party is a new para-
digm. Second, DOD must leverage finite resources to design and implement JIE
while continuing to operate and maintain the existing DODIN infrastructure. JIE
will demand the involvement of some of our best technical experts even as we rely
on these same people for current operations. Third, implementation of the JIE
framework is being accomplished without a program of record and corresponding
dedicated funding line. This intentional, strategic decision introduces a degree of
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complexity in maintaining alignment of the various IT acquisition programs across
DOD, but the risk appears to be manageable and will allow the Services and com-
batant commands to retain control of their individual information technology budg-
ets while providing capabilities that enable the entire enterprise.

We are addressing these challenges through a combination of rapid capability im-
plementation and optimization of existing governance constructs. We are leveraging
the lessons learned from implementing JIE Increment 1 in U.S. European Com-
mand (EUCOM) and U.S. Africa Command (AFRICOM), streamlining development
processes, minimizing the time required of our technical experts, and ensuring crit-
ical path activities minimize impact on DOD components. Additionally, in partner-
ship with the DOD CIO, we are leveraging established governance forums to apply
the collective expertise of the entire JIE team toward solving tough challenges and
making informed decisions.

General ALEXANDER. The JIE will transform the DODIN into a defensible and
operationally effective architecture by shifting the focus from protection of indi-
vidual military Service-specific networks, systems, and applications to securing data
and its uses. I support the JIE approach. Given these challenges, the threat, and
the need for efficiency, we must move in this direction. I see three key challenges
to JIE implementation. First, transferring responsibility and authority for network
command, control, and security of an organization’s operational network to a third
party is a new paradigm that will be challenging to overcome. Second, DOD must
leverage finite resources to design and implement JIE while continuing to operate
and maintain the existing DODIN infrastructure. JIE will demand the involvement
of some of our best technical experts even as we rely on these same people for cur-
rent operations. Additionally, it will need to include the design and implementation
of a strong security infrastructure. Third, implementation of the JIE framework is
being accomplished without a program of record and corresponding dedicated fund-
ing line. This intentional, strategic decision introduces a degree of complexity in
maintaining alignment of the various IT acquisition programs across DOD, but the
risk appears to be manageable and will allow the Services and combatant com-
mands to retain control of their individual information technology budgets while
providing capabilities that enable the entire enterprise. We are addressing these
challenges through a combination of rapid capability implementation and optimiza-
tion of existing governance constructs. We are leveraging the lessons learned from
implementing JIE Increment 1 in EUCOM and AFRICOM, streamlining develop-
ment processes, minimizing the time required of our technical experts, and ensuring
critical path activities minimize impact on DOD components. Additionally, in part-
nership with the DOD Chief Information Office, we are leveraging established gov-
ernance forums to apply the collective expertise of the entire JIE team toward solv-
ing tough challenges and making informed decisions.

QUESTIONS SUBMITTED BY SENATOR KELLY AYOTTE
RESPONDING TO FAST-EVOLVING CYBER SECURITY LANDSCAPE

32. Senator AYOTTE. General Alexander, in your testimony you state that per-
sistent threats are the new normal and adversaries are continuing to ramp up in-
vestments and capabilities in penetrating our civilian and defense networks. At the
same time, you note that—DOD network and the number of connected devices—and
therefore potential vulnerabilities—are rapidly expanding. It is the nature of cyber
security that we must always work just to avoid falling behind fast-advancing
threats, and yet it doesn’t appear that we are matching our resources to the growing
threats. As we create cyber organizations and structures, it is important that we
build them in an efficient manner. You said that since you arrived at Fort Meade
in 2005, CYBERCOM has been building foundational systems that the military has
never had before. What strategies are we employing to ensure that these
foundational systems will be flexible enough to respond to changes in the cyber se-
curity landscape in the future?

General ALEXANDER. [Deleted.]

NEED FOR MODERNIZATION—IMPACT OF SEQUESTRATION

33. Senator AYOTTE. Admiral Haney, in your prepared statement, you write that,
“The Nation faces a substantive, multi-decade recapitalization challenge [for our nu-
clear deterrent], and we must continue commensurate with the magnitude of the na-
tional resource that is our strategic deterrent. If we do not commit these invest-
ments, we risk degrading the deterrent and stabilizing effect of a strong and capable
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nuclear force.” If sequestration runs its full course, what impact would sequestration
have on our Nation’s nuclear deterrent?

Admiral HANEY. The nuclear deterrent is a synthesis of dedicated sensors, as-
sured command and control, the triad of delivery systems, nuclear weapons and
their associated infrastructure, and trained ready people. If sequestration runs its
full course, it will impact every element of our deterrent in several ways. Reduced
funding will cause delays in modernization programs, force reductions in the work-
force, and make it difficult to recruit and retain qualified personnel. The timing of
sequestration is not inconsequential—it comes at a time when the nuclear enter-
prise is in dire need of investment. Quite simply, these impacts increase the risk
to sustaining a viable, credible nuclear deterrent.

NORTH KOREA THREAT TO THE UNITED STATES

34. Senator AYOTTE. Admiral Haney, does North Korea currently possess an
ICBM that can strike the United States?
Admiral HANEY. [Deleted.]

35. Senator AYOTTE. Admiral Haney, what parts of the United States could North
Korea strike?
Admiral HANEY. [Deleted.]

36. Senator AYOTTE. Admiral Haney, does North Korea have the ability to strike
Los Angeles?
Admiral HANEY. [Deleted.]

37. Senator AYOTTE. Admiral Haney, when, if not already, do you expect North
Korea will have the capability to strike Los Angeles?
Admiral HANEY. [Deleted.]

ABILITY TO MANUFACTURE NEW NUCLEAR WEAPONS

38. Senator AYOTTE. Admiral Haney, do the Russians and Chinese have the abil-
ity to manufacture new nuclear weapons?
Admiral HANEY. [Deleted.]

39. Senator AYOTTE. Admiral Haney, does the United States have the ability to
manufacture new nuclear weapons?

Admiral HANEY. NNSA is maintaining a safe, secure, and effective nuclear weap-
ons stockpile primarily through reuse and refurbishment of legacy components dur-
ing planned life extension activities. We are not currently manufacturing new nu-
clear weapons; however we do require a modernized nuclear enterprise infrastruc-
ture capable of producing nuclear weapons components to maintain the stockpile
over the long-term. While interim production capabilities are projected to meet re-
quirements over the next decade, we must actively pursue and fund long-term infra-
structure production capabilities in order to sustain our deterrent.

40. Senator AYOTTE. Admiral Haney, does the United States need this capability?

Admiral HANEY. NNSA is maintaining a safe, secure, and effective nuclear weap-
ons stockpile primarily through reuse and refurbishment of legacy components dur-
ing planned life extension activities. We are not currently manufacturing new nu-
clear weapons; however we do require a modernized nuclear enterprise infrastruc-
ture capable of producing nuclear weapons components to maintain the stockpile
over the long-term. While interim production capabilities are projected to meet re-
quirements over the next decade, we must actively pursue and fund long-term infra-
structure production capabilities in order to sustain our deterrent.

41. Senator AYOTTE. Admiral Haney, when will we have this capability?

Admiral HANEY. NNSA is maintaining a safe, secure, and effective nuclear weap-
ons stockpile primarily through reuse and refurbishment of legacy components dur-
ing planned life extension activities. We are not currently manufacturing new nu-
clear weapons; however we do require a modernized nuclear enterprise infrastruc-
ture capable of producing nuclear weapons components to maintain the stockpile
over the long-term. While interim production capabilities are projected to meet re-
quirements over the next decade, we must actively pursue and fund long-term infra-
structure production capabilities in order to sustain our deterrent.
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AERIAL REFUELING CAPABILITY

42. Senator AYOTTE. Admiral Haney, how important is the Air Force’s air refuel-
ing capability to the bomber leg of the nuclear triad?

Admiral HANEY. Aerial refueling tankers are a critical enabler of the triad’s air-
borne leg and our survivable command and control system aircraft. Without aerial
refueling, the B-52, B-2, and future bomber force cannot complete their assigned
conventional or nuclear missions from continental U.S. bases. Tankers also provide
a multi-role capability by carrying personnel and cargo in support of forward de-
ployed bombers, as well as providing additional communications relay capability to
the bomber force.

EFFECTS OF ADDITIONAL NUCLEAR ARMS REDUCTIONS

43. Senator AYOTTE. Admiral Haney, the administration has suggested that it
would like to pursue additional nuclear arms reduction beyond the reductions we
are already undertaking under the new Strategic Arms Reduction Treaty (New
START). Why is it necessary to pursue further reductions in U.S. and Russian stra-
tegic nuclear forces?

Admiral HANEY. I agree with the findings of the Nuclear Posture Review (NPR)
that the United States and Russia have more nuclear weapons than necessary for
stable deterrence. Thus, we have a potential opportunity to further enhance our se-
curity without undermining deterrence of potential adversaries or assurance of our
allies. However, any such reductions would need to occur under a bilateral and
verifiable construct.

44. Senator AYOTTE. Admiral Haney, what would be the effect on our nuclear de-
terrence and our country’s security if we reduce our nuclear forces too low?
Admiral HANEY. [Deleted.]

45. Senator AYOTTE. Admiral Haney, how low is too low?

Admiral HANEY. The answer to the question, “how low is too low,” is fully depend-
ent upon the underlying geopolitical environment. Thus, I'm hesitant to speculate
absent a description of the presumed environment.

CONCERNS REMAIN ABOUT INCREASED TRANSPARENCY WITH RUSSIA

46. Senator AYOTTE. Admiral Haney, in your written statement, you wrote about
the importance that we “collaborate with key allies and partners.” You write about
the importance of assuring our allies. You mention the “ ... increasing risk that
countries will resort to nuclear coercion in regional crises or nuclear use in future
conflicts.” You also wrote that, “now more than 3 years old, New START has contin-
ued to contribute to the U.S. insight into Russia’s nuclear forces and has contributed
to increased transparency and predictability between our two nations.” Yet, a New
York Times article from January 29, 2014, titled, “U.S. Says Russia Tested Missile,
Despite Treaty,” suggested that Russia may be in violation of the landmark 1987
arms control accord between our two countries, the Intermediate-Range Nuclear
Forces Treaty (INF) by testing a new ground-launched cruise missile. The article
goes on to say that “American officials believe Russia began conducting flight tests
of the missile as early as 2008.” Have the Russians been transparent with you re-
garding testing a new ground-launched cruise missile?

Admiral HANEY. [Deleted.]

47. Senator AYOTTE. Admiral Haney, have you discussed this issue with our Euro-
pean allies?

Admiral HANEY. No, I have not had any discussion about Russia with any Euro-
pean allies.

48. Senator AYOTTE. Admiral Haney, do you agree with Mr. McKeon, who is the
Chief of Staff for the National Security Staff and who is nominated by the President
to be Principal Deputy Under Secretary of Defense for Policy, that the issue is not
closed and that a violation of the INF would be very serious?

Admiral HANEY. I would like to restate the Department of State position that con-
cerns remain over Russian compliance with the INF Treaty. Beyond that, I view any
treaty compliance question with any state, not just Russia, as a potentially serious
issue. Whether or not it is of military significance is dependent upon the scale and
scope of the potential deployment, the underlying reasons why the capabilities that



64

may be a violation are being pursued, and the approaches/options we have available
to address it.
I have and will continue to monitor this situation.

QUESTIONS SUBMITTED BY SENATOR DEB FISCHER
DUAL-HAT RELATIONSHIP OF NSA/CYBERCOM

49. Senator FISCHER. Admiral Haney and General Alexander, in December, the
President chose not to split the current NSA/CYBERCOM relationship. A White
House statement on the decision stated that, “Without the dual-hat arrangement,
elaborate procedures would have to be put in place to ensure that effective coordina-
tion continued and avoid creating duplicative capabilities in each organization.” Do
you agree with the President’s decision?

Admiral HANEY and General ALEXANDER. Yes, we absolutely agree with the deci-
sion to maintain the dual-hat relationship of NSA/CYBERCOM. That arrangement
is essential to our ability to maximize DOD’s cyber space capabilities and vital to
our ability to execute cyber space operations at net speed. The dual-hat arrange-
ment allows CYBERCOM and NSA to seamlessly synchronize, integrate, and coordi-
nate their independent capabilities towards common objectives. It allows us to share
information and capabilities more quickly, within DOD and with other U.S. Govern-
ment agencies and departments, thereby increasing our overall awareness of events
and activities in cyber space and reducing our response time to threats. This ar-
rangement also allows us to share DOD’s physical and virtual cyber space architec-
ture, saving us the cost of developing two separate systems. Most importantly—to
deconflict operations quickly and efficiently. By the very nature of the cyber space
architecture, CYBERCOM and NSA operate in the same virtual space while con-
ducting their operations. It is imperative that they synchronize their efforts to lever-
age the technical expertise of both organizations, avoid duplication of effort, and
deconflict those missions in order to avoid fratricide or inadvertent compromise.

50. Senator FISCHER. Admiral Haney and General Alexander, why is the current
relationship between NSA and CYBERCOM important?

Admiral HANEY and General ALEXANDER. CYBERCOM relies to a great extent on
NSA’s cyber architecture and personnel to execute their assigned mission. Yes, we
absolutely agree with the decision to maintain the dual-hat relationship. That ar-
rangement is essential to our ability to maximize DOD’s cyber space capabilities and
vital to our ability to execute cyber space operations at net speed. The dual-hat ar-
rangement allows CYBERCOM and NSA to seamlessly synchronize, integrate, and
coordinate their independent capabilities towards common objectives. It allows us to
share information and capabilities more quickly, within DOD and with other U.S.
Government agencies and departments, thereby increasing our overall awareness of
events and activities in cyber space and reducing our response time to threats. This
arrangement also allows us to share DOD’s physical and virtual cyber space archi-
tecture, saving us the cost of developing two separate systems. Most importantly—
to deconflict operations quickly and efficiently. By the very nature of the cyber space
architecture, CYBERCOM and NSA operate in the same virtual space while con-
ducting their operations. It is imperative that they synchronize their efforts to lever-
age the technical expertise of both organizations, avoid duplication of effort, and
deconflict those missions in order to avoid fratricide or inadvertent compromise.

51. Senator FISCHER. Admiral Haney and General Alexander, can you elaborate
on the duplicative capabilities referenced in the above statement?

Admiral HANEY. In order to operate in the cyber domain, both organizations need
expertise, tools, accesses, high-performance computing resources, situational aware-
ness of friendly and adversary activity, and intelligence to identify potential adver-
saries, their tools, and their methods. Sharing such capabilities results in far lower
costs than attempting to replicate them.

That arrangement is essential to our ability to maximize DOD’s cyber space capa-
bilities and vital to our ability to execute cyber space operations at net speed. The
dual-hat arrangement allows CYBERCOM and NSA to seamlessly synchronize, inte-
grate, and coordinate their independent capabilities towards common objectives. It
allows us to share information and capabilities more quickly, within DOD and with
other U.S. Government agencies and departments, thereby increasing our overall
awareness of events and activities in cyber space and reducing our response time
to threats. This arrangement also allows us to share the DOD’s physical and virtual
cyber space architecture, saving us the cost of developing two separate systems.
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Most importantly—to deconflict operations quickly and efficiently. By the very na-
ture of the cyber space architecture, CYBERCOM and NSA operate in the same vir-
tual space while conducting their operations. It is imperative that they synchronize
their efforts to leverage the technical expertise of both organizations, avoid duplica-
tion of effort, and deconflict those missions in order to avoid fratricide or inad-
vertent compromise.

General ALEXANDER. We don’t view these capabilities as duplicative but rather as
complimentary. In order to operate in the cyber domain, both organizations need ex-
pertise, tools, accesses, high-performance computing resources, situational aware-
ness of friendly and adversary activity, and intelligence to identify potential adver-
saries, their tools, and their methods. Sharing such capabilities results in far lower
costs than attempting to replicate them.

LAUNCHERS

52. Senator FISCHER. Admiral Haney, do you believe the limit of 700 deployed
ICBMs, deployed Submarine-Launched Ballistic Missiles (SLBM), and deployed
heavy bombers provided in the New START treaty adequately meets U.S. deter-
rence needs for the current geopolitical environment?

Admiral HANEY. Yes, the force structure under New START meets U.S. deter-
rence needs for the current geopolitical environment.

53. Senator FISCHER. Admiral Haney, are you aware of any analysis supporting
a substantial reduction of deployed ICBMs, deployed SLBMs, and deployed heavy
bombers below the limit set by the New START treaty?

Admiral HANEY. I support findings of the NPR Follow-on analysis and the Presi-
dent’s determination that we can safely pursue up to a one-third reduction in de-
ployed nuclear weapons from the levels established in New START. Future nuclear
reductions are possible provided they are done in a negotiated, verifiable manner
that deters potential adversaries, maintains strategic stability, and assures our al-
lies and partners. Any discussion or negotiation regarding lower levels should in-
clude both strategic and non-strategic nuclear weapons.

STRATCOM AND CYBERCOM RELATIONSHIP

54. Senator FISCHER. Admiral Haney and General Alexander, does CYBERCOM
have the authority to fully execute its mission, or are changes to the current Unified
Command Plan (UCP) necessary for its current operations?

Admiral HANEY and General ALEXANDER. Yes, CYBERCOM has the required au-
thorities to execute its assigned missions. The UCP 2011 assigns Commander,
STRATCOM, eight specific responsibilities for cyber space operations, six of which
Commander, STRATCOM, delegated to Commander, CYBERCOM. The two retained
by Commander, STRATCOM, include advocacy for cyber space capabilities and inte-
grating theater security cooperation activity, deployments, and capabilities that sup-
port cyber operations. CYBERCOM routinely engages STRATCOM and NSA both
when mission requirements require additional authorities or responsibilities. Al-
though CYBERCOM has sufficient authorities to conduct its current mission as au-
thorized by the President, the Secretary of Defense, and the Director of NSA, we
continue to advocate for additional missions to address growing threats, which
would require additional authorities. Even though the sub-unified relationship is not
optimal, it is functional.

QUESTIONS SUBMITTED BY SENATOR ROY BLUNT
CURRENT COMMAND FOR CYBER CAPABILITIES

55. Senator BLUNT. General Alexander, what is the current mission assignment
demand for cyber capabilities or entities that are simultaneously focused on cyber
security, information operations, and cyber intelligence; and what existing capacity
or entities meet the current demand?

General ALEXANDER. [Deleted.]

AIR NATIONAL GUARD AND CYBER THREATS

56. Senator BLUNT. General Alexander, the Air National Guard is currently pro-
posing the elimination of over 50 percent of the Air Force capacity for cyber Red
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Teams. How do you propose to replace capacity—that took over 10 years to develop
in some cases—considering that the demand for threat emulation is increasing?

General ALEXANDER. As we continue to build the CMF, there will be an increased
need for threat emulation. The CYBERCOM Cyber Protection Teams contain cyber
threat emulation as one of the five functions. Air Force Space Command continues
to explore the possibility of increasing Air National Guard presence in the CMF.

CYBER NSA-CERTIFIED RED TEAMS

57. Senator BLUNT. General Alexander, given the increasingly active cyber war-
fare environment, have you expressed or plan to express NSA and/or combatant
command requirements for cyber NSA-certified Red Teams?

General ALEXANDER. CYBERCOM manages a process called the Cyber Effects Re-
quest Form for all DOD elements to submit requirements for cyber space effects de-
livered by Red Teams, Blue/Hunt Teams, or any other Friendly Cyber Defense
Force. DOD-certified Red Teams, via the STRATCOM and NSA-coordinated process,
can support the mission. Additionally, there will be 68 Cyber Protection Teams by
2016 with Red-Team capability.

58. Senator BLUNT. General Alexander, please share current and planned NSA
and/or combatant command requirements for NSA-certified Red Teams.

General ALEXANDER. As the CYBERCOM CMF come online, they will contain a
Cyber Threat Emulation Team which performs a similar mission to the DOD Cer-
tification and Accreditation Red Teams, but with a smaller scope and range that
will be defined by their Service/Command association. These teams will leverage the
existing cryptologic architecture to the maximum extent possible. This will ensure
maximum integration and utilization of other existing architectures comprised of in-
frastructures, platforms, systems, applications, and services, while allowing oper-
ations within the confines of appropriate authorities and preserving organizational
equities. This implementation method will also provide vision and guidelines to com-
batant commands, Services, and agencies for the development of new architectures
designed to fill capability gaps.

EXECUTIVE ORDER 13636: “IMPROVING CRITICAL INFRASTRUCTURE CYBER SECURITY”

59. Senator BLUNT. General Alexander, how do you propose—please be specific
about current and planned initiatives—to fulfill Executive Order 13636, “Improving
Critical Infrastructure Cyber Security,” regarding cyber threat support for the pri-
vate sector so that they may better protect and defend themselves against cyber
threats?

General ALEXANDER. Over the course of the last year, NSA has been integrally
involved with others in the interagency to fulfill the objectives of Executive Order
13636. In particular, NSA provided threat information and technical expertise to
support the National Institute of Standards and Technology and others to develop
and deliver the first iteration of the Cyber Security Framework in February and
now actively partners with DHS to begin promoting adoption of the Framework by
industry through the Voluntary Critical Infrastructure Cyber Security Program.
NSA provides threat information to enable DHS, DOD, and other sector-specific
agencies to properly assess sector risk by identifying critical infrastructure at the
greatest risk. NSA supports expansion of the DHS-managed Enhanced Cyber Secu-
rity Services program by providing classified signatures and mitigation measures to
DHS for sharing with participating companies within all sectors. NSA also helps set
the security requirements to ensure appropriate handling and implementation of
threat signatures and mitigation measures provided to the companies through the
Enhanced Cyber Security Services program. In addition, NSA continues to team
with DHS and the FBI to attribute cyber threat indicators, and, when requested by
a Federal agency, provides forensic and other technical support through that agency
to enable better support to a critical infrastructure entity.

NSA partnered with national cyber security centers within DHS, FBI, and DOD
to develop the cyber security Information Sharing Architecture within the executive
branch which is designed to enable rapid and secure sharing of cyber threat and
incident information across the national cyber security centers.

60. Senator BLUNT. General Alexander, is there a current or planned initiative
under Executive Order 13636 that includes information-sharing with the private
sector on prevention measures identified by NSA-certified Red Team missions?
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General ALEXANDER. As a standard practice conducted over the years, and one
that is also responsive to Executive Order 13636, the NSA Information Assurance
Directorate (IAD) regularly publishes documents on cyber defense best-practices and
lessons-learned based on IAD operations, including Red Team and Blue Team activi-
ties. This material is made available to the public on the NSA IAD public website.

QUESTIONS SUBMITTED BY SENATOR MIKE LEE
CONTINUATION OF THE IRANIAN BALLISTIC MISSILE PROGRAM

61. Senator LEE. Admiral Haney, an Iranian negotiator, Abbas Arachi, stated ear-
lier this month that his country would not negotiate with the West on its ballistic
missile program, and General Flynn of the Defense Intelligence Agency told this
committee that Iran could have an ICBM by 2015. This is an issue that has not
been addressed in the interim deal between the United States and Iran. Do you be-
lieve that continued progress of the Iranian ICBM program is a threat to the United
States?

Admiral HANEY. Iran’s progress on space launch vehicles—along with its desire
to deter the United States and its allies—provides Tehran with the means and moti-
vation to develop longer-range missiles, including an ICBM. We judge that Iran
would choose a ballistic missile as its preferred method of delivering nuclear weap-
ons. If Iran were to make progress toward developing an ICBM capable of delivering
a nuclear or conventional warhead and with sufficient range to reach the conti-
nental United States, I would consider that a threat to the United States.

62. Senator LEE. Admiral Haney, should an agreement in ICBM development be
something that is addressed in the final agreement that we are negotiating with the
Iranians?

Admiral HANEY. The nature and scope of what should be negotiated with Iran is
beyond my purview.

FUTURE NUCLEAR REDUCTIONS OF RUSSIA

63. Senator LEE. Admiral Haney, the President plans to seek a future nuclear re-
ductions agreement with Russia, who we know are modernizing their current nu-
clear arsenal and rely on their strategic and tactical weapons as the backbone of
their defense and regional influence. What incentives currently exist for the Rus-
sians to negotiate for further reductions?

Admiral HANEY. Russian incentives could include reducing the cost of maintaining
and modernizing their nuclear capabilities, improved regional security via reciprocal
U.S. reductions, and continued progress towards meeting their Treaty on the Non-
proliferation of Nuclear Weapons (NPT) agreed obligations. We will learn more
about Russian desires as we continue the dialogue on these issues.

NEW START COMMITMENTS AND COMPLIANCE

64. Senator LEE. Admiral Haney, it has been over 3 years since the New START
treaty was ratified. When will DOD make a decision on strategic force structure to
comply with the Treaty and why has it taken so long to do so?

Admiral HANEY. Soon after New START entered into force, DOD developed an im-
plementation plan to ensure the Nation would meet its Treaty obligations. This
careful planning process ensured that decisions were well-informed and not made
prematurely. As stated in the Secretary’s April 2013 memorandum, a force structure
decision will be made before fiscal year 2015 to ensure we remain on track to meet
our New START commitments.

65. Senator LEE. Admiral Haney, to what balance of SLBMs and ICBMs do you
believe is the best strategic option for compliance under New START?

Admiral HANEY. The Treaty provides both parties the latitude to determine and
adjust force structure as necessary to best meet their strategic deterrence goals and
objectives. DOD’s position for the deployed force, as submitted in the most recent
report required by Public Law 112-81, section 1043, includes 240 SLBMs launchers,
up to 420 ICBMs, and up to 60 heavy bombers. This balance of forces is sufficient
to execute our strategic deterrent mission.
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CUTTING COSTS AND IMPROVING EFFICIENCIES

66. Senator LEE. Admiral Haney and General Alexander, funding for nuclear
forces and weapons laboratories will only total 4 percent of national defense spend-
ing in 2014, and former Deputy Secretary of Defense, Ash Carter, stated in ref-
erence to nuclear weapons last year that, “ ... it is not a big swinger of the budget.
You don’t save a lot of money by having arms control and so forth.” However, no
matter the size of a program, it should not be immune to finding areas where costs
can be reduced. Can you talk about initiatives to cut costs and increase efficiency
under your command, and what savings do you believe you can achieve with better
practices?

Admiral HANEY. Following the Secretary’s guidance, STRATCOM has fully par-
ticipated in DOD-level activities to seek efficiencies and reduce cost. Our efforts over
the past 3+ years included Secretary of Defense Efficiencies Review, UCP/Combat-
ant Command Review, 20 percent headquarters reduction, and sequestration reduc-
tions. In addition to these externally-directed activities and budget reductions, we
continually seek efficiencies, better practices, and conduct an annual review of all
command resources to ensure our funding is aligned with DOD’s priorities.

General ALEXANDER. STRATCOM equity only.

CYBER ATTACKS AND TERRORISM

67. Senator LEE. General Alexander, what is your assessment of the ability for
terrorist organizations or lone wolf attackers to conduct cyber attacks on our mili-
tary’s infrastructure?

General ALEXANDER. [Deleted.]

68. Senator LEE. General Alexander, deterring cyber attacks from non-state actors
would be inherently different than deterring a state actor, so how is CYBERCOM
working to deter these types of attacks?

General ALEXANDER. [Deleted.]
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OPENING STATEMENT OF SENATOR CARL LEVIN, CHAIRMAN

Chairman LEVIN. Good morning, everybody.

Secretary Hagel, General Dempsey, Secretary Hale, welcome. We
thank you for joining us.

We meet today to hear from you about the fiscal year 2015 budg-
et proposal for the Department of Defense (DOD). We do so at a
time of extraordinary challenge and uncertainty for DOD and for
the Nation.

Members of this committee are well aware of the threats that
face our military around the world today. From an unreliable part-
ner in the President of Afghanistan, to a dangerous and unstable
situation in Ukraine. From an al Qaeda resurgence in Syria and
Iraq, to a new set of challenges in Asia and the Pacific Rim.

Hanging over all those issues is a fundamental question, one that
the budget proposal before us makes clear in stark terms. The
question is whether the resources that we are providing to DOD
are adequate to enable our military to meet its national security
missions.

The proposal before us makes reductions in force structure and
compensation that will be difficult for many to support. These re-
ductions were driven by the top line of the budget, a top line that
Congress dictated when we enacted the Budget Control Act (BCA)
of 2011 and reaffirmed, with minor relief for DOD and other agen-
cies, in the Bipartisan Budget Act (BBA) that we enacted earlier
this year. The top line of $496 billion established in law for the fis-
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cal year 2015 military budget is unchanged from the funding level
in fiscal years 2013 and 2014 and remains more than $30 billion
below the funding provided to DOD in fiscal years 2010, 2011, and
2012.

Put simply, the spending caps included in that legislation seri-
ously challenge our ability to meet our national security needs and
to meet our obligation to protect and promote public safety, health,
education, justice, transportation, the environment, and other do-
mestic needs.

The BCA cut $487 billion from the DOD budget over 10 years,
and sequestration cut another $500 billion on top of that. The BBA
that we recently passed means that we will partially avoid seques-
tration for 2014 and 2015, but only partially.

While we have made some progress against the deficit, we have
done so not by making the structural reforms to revenues and enti-
tlement programs that would put us on a sound financial footing,
but by continuing cuts to the funding that DOD and other Federal
programs need to meet important national priorities. This shortfall
requires painful tradeoffs in just about every area of DOD’s budget.

For instance, the budget proposes significantly lower end
strengths for the ground forces, including a further reduction of
50,000 in Active Duty Army end strength, with smaller reductions
in the Guard and Reserve. The budget restricts the pay raise for
servicemembers below the rate of inflation, freezes pay for general
and flag officers, begins a phased reduction in the growth of the
housing allowance that will result in servicemembers paying 5 per-
cent out-of-pocket for housing costs, reduces support to com-
missaries, and makes significant changes to the TRICARE benefit.

The budget also calls for retiring the Air Force A—10 and the U-
2 aircraft, inactivating half of the Navy cruiser fleet, reducing the
size of the Army helicopter fleet by 25 percent, and terminating the
Ground Combat Vehicle program.

If sequestration budget levels remain in effect in fiscal year 2016
and beyond, DOD has informed us that it will request further re-
ductions in end strength, the retirement of the entire KC-10 tank-
er fleet and the Global Hawk Block 40 fleet, reduced purchases of
Joint Strike Fighters (JSF) and unmanned aerial vehicles, the inac-
tivation of additional ships, reduced purchases of destroyers, and
the elimination of an aircraft carrier and a carrier air wing. The
argument for these cuts is that they are needed to pay for the res-
toration of some of our reduced readiness and protect the invest-
ments in technology and equipment that we need to ensure that
our men and women in uniform will continue to be the best-pre-
pared, best-equipped force in the world in a time of sharply re-
duced budgets.

DOD has wisely chosen to increase its investment in the areas
of cyber operations and special operations where our need for in-
creased capability is most clear. DOD has also correctly recognized
that while our military may need to be smaller, it must not be hol-
low, whatever its size. As the Acting Deputy Secretary of Defense
told us last month, if we do not provide enough funding to supply
our troops the latest technology and training that they need, we
are doing them a disservice, and when we send them into harm’s
way, that disservice can quickly translate into a breach of trust.
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If we want to restore funding cuts proposed in the President’s
budget, we have two choices. We can raise the statutory funding
caps or we can find other savings in the defense budget to pay for
any proposed cuts that we do not want to make. The budget pro-
posal itself takes the first approach with proposed spending above
the statutory caps. This is the so-called Opportunity, Growth, and
Security Initiative, which would provide an additional $56 billion
of funding government-wide in fiscal year 2015, including an addi-
tional $26 billion for DOD.

In addition, the Future Years Defense Program (FYDP) assumes
that the caps established in the BBA established in law will be
modified and that DOD will receive $115 billion above the statu-
tory caps for the 4 years starting in fiscal year 2016. We are also
told that the administration has proposals to pay for these in-
creases, but we have not yet seen the details.

In addition to the many other program and budget issues that
we need to address, we are interested in hearing more specifics
from today’s witnesses about proposed funding above the statutory
caps, the $26 billion in the so-called Opportunity, Growth, and Se-
curity Initiative for fiscal year 2015, and the $115 billion above the
caps in subsequent fiscal years in the FYDP. We need to know how
this additional money would be used to help restore more of our
military readiness and what the consequences would be if Congress
fails to provide those additional funds. While these additional funds
would not fully offset the damage that sequestration spending caps
have done, the added money would, hopefully, help make our loom-
ing collision with budget reality less damaging.

Secretary Hagel and General Dempsey, the corner that the BCA
has painted DOD into has forced you to make some difficult
choices. We will, of course, scrutinize DOD’s recommendations. I
have no doubt that in some cases our choices will differ from yours,
but that should not distract us from the larger issue, which is that
the budget caps that are now in law provide DOD and, indeed, the
entire Federal Government, with resources that are unequal to the
mission that we expect you to carry out. I have not given up hope
that we can, on a bipartisan basis, come to an agreement that will
provide more adequate funding to meet our national security and
other vital priorities.

I would also ask you to comment as part of your opening state-
ment on the current situation in Ukraine and to inform us and the
public as to what your view is on these very rapidly unfolding
events.

We thank you and turn to Senator Inhofe.

STATEMENT OF SENATOR JAMES M. INHOFE

Senator INHOFE. Thank you, Mr. Chairman.

The recent events across the Middle East, Africa, and most re-
cently Ukraine have brought into sharp focus the reality that
President Obama seems unwilling to accept, that the tide of war
is not receding. Instead, U.S. national security is being challenged
in ways we have never seen before.

During a recent trip that I made through Africa, Europe, and Af-
ghanistan, I met with our troops, diplomats, and foreign partners.
They all made clear that the global security environment they are
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facing is more volatile and complex than at any time in recent
memory and growing more dangerous by the day. President Vladi-
mir Putin’s abrupt invasion of Ukraine last week only underscores
this troubling reality.

Director Clapper, the Director of National Intelligence (DNI), told
this committee in February that: “looking back over my now more
than half century in intelligence, I have not experienced a time
when we have been beset by more crises and threats around the
globe.” Yet, this administration’s misguided budget priorities are
robbing our military men and women of the tools they need to de-
fend the Nation against growing threats. At a time when our na-
tional intelligence experts tell us that we face the most diverse,
complex, and potentially damaging threats to our national security
in history, we are poised to slash defense budgets by a trillion dol-
lars during this decade.

The results of these cuts have been devastating to our national
security. The Navy is at a historically low level of ships. The Air
Force is at the smallest in its history. Ground forces may fall to
the level below the beginning of World War II. Readiness levels of
remaining forces are plummeting, and commanders now use the
term “hollow” to describe their ability to defend the Nation. Last
October, General Odierno said that he had only 2 brigade combat
teams out of 40 that were ready for combat.

Secretary Hagel, you said just last week, “American dominance
on the seas, in the skies, and in space can no longer be taken for
granted.” I appreciate your honesty on that.

Frank Kendall, the Under Secretary of Defense (USD) for Acqui-
sition, Technology, and Logistics (AT&L) said, “the U.S. military’s
technological superiority is being challenged in ways that I have
not seen before.”

Some in this town have accepted that gutting our military is nec-
essary to rein in our growing debt. They could not be more wrong.
Defense spending is not what is driving our debt crisis. Runaway
entitlement spending is the real driver of the exploding national
debt. The reality is that defense spending accounts for only about
16 percent of the annual spending, while entitlement spending ac-
counts for more than 60 percent.

Fiscal years 2014 and 2015 show that entitlement benefits are
increasing 3 percent more, while our defense is going down from
17 to 16 percent. It is not getting any better, it is getting worse.

Over the last 5 years, the President has repeatedly chosen to ig-
nore the facts. Not once during his time in office has the President
put forward a budget that proposed any meaningful reform to enti-
tlement spending. Instead, he has consistently demonstrated that
politics takes priority over our fiscal house and, far too often, it is
our military’s men and women who are paying the price.

This year’s budget is no different. In fact, the so-called Oppor-
tunity, Growth, and Security Initiative continues this troubling
trend. It holds hostage necessary resources for our military that
could be used to begin rebuilding readiness and capabilities for
more domestic spending and higher taxes. That is irresponsible.

What is being done to our military is not new. We have made
this mistake before. The military drawdowns from the 1970s and
the 1990s were more budget-driven follies intended to realize a
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peace dividend that proved to be short-lived. It left the country
with a military too small to meet its ability and rising threats of
a dangerous world. Each time, we did not realize the folly of these
decisions until it was too late.

Today, our forces are being asked to do more with less training,
less equipment, and untimely and ultimately less capability. This
budget lacks a realistic assessment of the increased risks on the
battlefield and the increased risks our service men and women are
forced to make. As we have all said many times, risk equals lives.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you very much, Senator Inhofe.

Secretary Hagel.

STATEMENT OF HON. CHARLES T. HAGEL, SECRETARY OF DE-
FENSE; ACCOMPANIED BY HON. ROBERT F. HALE, UNDER
SECRETARY OF DEFENSE, COMPTROLLER

Secretary HAGEL. Chairman Levin, Ranking Member Inhofe,
members of the committee, thank you for this opportunity to
present our budget for fiscal year 2015 and to address some of the
specific questions that Chairman Levin, as well as Ranking Mem-
ber Inhofe, noted about what was behind a number of the decisions
that we made as we prepared this budget and how we made those
decisions.

I appreciate being here today with General Dempsey. General
Dempsey has been an integral part of our defense enterprise and
this Nation’s leadership. I have valued his counsel, his leadership,
and his partnership. I appreciate his service to the country. I know
this committee appreciates his leadership and service to the coun-
try.

I also want to acknowledge Bob Hale, who is our current Comp-
troller, who will be involved in his last budget presentation after
5 years of very distinguished service to this country and DOD. I
would tell you as Secretary of Defense, and I suspect my prede-
cessors, Secretary Gates and Secretary Panetta, would say the
same, Bob Hale has been an indispensable part of the process at
a very difficult time. Bob Hale and his people have worked tire-
lessly and continued at a time that is probably as uncertain as we
have been through, maybe anytime since World War II. When we
talked about government shutdowns for 16 days, furloughs, budget
uncertainty, and no budget, it has been his remarkable leadership
that has helped us. I do not think I overstate Bob Hale’s value to
DOD and this country.

As you suggested, Mr. Chairman, our focus today is on the fiscal
year 2015 budget. Let me address generally the situation in
Ukraine. I will then ask General Dempsey for his comments. Gen-
eral Dempsey and I, over the last few days, have both been in con-
stant touch with our fellow ministers and Chiefs of Defense
(CHOD) at the North Atlantic Treaty Organization (NATO), as well
as Russia and Ukraine. In fact, today we are putting together a call
for me with the new minister of defense for Ukraine. Over the last
couple of weeks, I had conversations with the previous two min-
isters. General Dempsey spoke this morning with the Russian
CHOD who expressed a number of points that I will let General
Dempsey note.
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I spoke Saturday with the Russian Minister of Defense, Minister
Shoigu, about this. We have also constantly been in touch, as I
said, with our collaborators on our side of the Atlantic, allies,
NATO partners in particular, on the issue.

I was at NATO last week where I attended the regularly sched-
uled NATO ministerial. We took a few hours to meet with the
NATO Ukraine commission. We had then the Deputy Minister of
Defense of Ukraine with us and spent some time with him.

Across the administration, our efforts, Mr. Chairman, have been
focused on deescalating the crisis, supporting the new Ukrainian
Government with economic assistance, and reaffirming our commit-
ments to allies in Central and Eastern Europe. I strongly support
the administration’s approach to this deescalation. As you all know,
Secretary Kerry was in Kiev yesterday. He is in Paris today. He
is scheduled to meet with Russian Foreign Minister Lavrov today.
There was a NATO meeting yesterday, another NATO meeting
today. The Organization for Security and Co-operation in Europe
(OSCE) has announced that it is sending 35 observers to Ukraine.
The other forums that the United States is part of are also meet-
ing. The U.N. has had one Security Council meeting. There, I sus-
pect, will be more and other activities along the diplomatic and eco-
nomic front.

Earlier this week, I directed DOD to suspend all military-to-mili-
tary engagements and exercises with Russia. In particular, that in-
cludes two trilateral exercises that we had scheduled with the Rus-
sians, one with the Canadians and the Russians, the other with the
Norwegians and the Russians.

Also this morning, DOD is pursuing measures to support our al-
lies, including stepping up joint training through our aviation de-
tachment in Poland, an area that I visited a few weeks ago, and
augmenting our participation in NATQO’s air policing mission on the
Baltic peninsula. Our U.S. European Command (EUCOM) Com-
mander, General Breedlove, is convening Central and Eastern Eu-
ropean CHODs.

Mr. Chairman, I think everyone on this committee, in particular,
I know Senator McCain was in Ukraine a few weeks ago, knows
that this is a time for wise, steady, and firm leadership, and it is
a time for all of us to stand with the Ukrainian people in support
of their territorial integrity and their sovereignty. We are doing
that. That, in particular, is what President Obama continues to do
as we pursue diplomatic and economic options.

I would like to, again, thank the committee, Mr. Chairman, for
their role in this.

Just another point about supporting the administration’s ap-
proach to how we all are coming at this crisis. This economic pack-
age that we are proposing, as you all know, the OSCE has also pro-
posed an economic package working with the International Mone-
tary Fund (IMF), for Ukraine is a particularly important part of
this, and we will continue to work those channels, as well as the
diplomatic channels.

Mr. Chairman, I think it is clear, as you and Ranking Member
Inhofe had noted in your opening statements, that the events of the
past week underscore the need for America’s continued global en-
gagement and leadership. The President’s defense budget reflects
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that reality, and it helps sustain our commitments and our leader-
ship at a very defining moment. I believe this budget is far more
than a set of numbers and a list of decisions. It is a statement of
values and priorities. It is a budget grounded in reality, and you
noted some of that reality, Mr. Chairman, in your remarks. It is
a reality that prepares the U.S. military to defend our national se-
curity in a world that is becoming less predictable, more volatile,
and in some ways more threatening to our country and our inter-
ests, as was noted in Ranking Member Inhofe’s statement. It is a
plan that allows our military to meet America’s future challenges
and our future threats. It matches our resources to our strategy.

It is also a product of collaboration. All of DOD’s military and ci-
vilian leaders were included: the Chairman, Vice Chairman, Serv-
ice Secretaries, Service Chiefs, all of our people. We value their
leadership and their input. Our senior enlisted input was impor-
tant.

As we all know, America has been at war for the last 13 years.
As we end our second war of the last decade, our longest ever, this
budget adapts and adjusts to new strategic realities and fiscal re-
straints while preparing for the future.

This is not a business-as-usual presentation. It is a budget that
begins to make the hard choices that will have to be made. The
longer we defer these difficult decisions, the more risk we will have
down the road, and the next DOD leaders and Congress will have
to face more complicated and difficult choices.

You have outlined in your statement, Mr. Chairman, some reflec-
tion of the kinds of cuts DOD has had to take over the last couple
of years and what is out ahead of us. December’s BBA, which you
referenced, gave DOD some temporary relief. It gave us some tem-
porary relief from sequestration, and it gave us some certainty for
planning for a year. But it still imposes more than $75 billion in
cuts over the next 2 years, and unless Congress changes the law,
as you have noted, sequestration will cut another $50 billion start-
ing in fiscal year 2016.

The President’s 5-year plan provides a realistic alternative to se-
questration, projecting $115 billion more than current law allows.
DOD requires additional funding to implement our updated defense
strategy as outlined in the Quadrennial Defense Review (QDR).
The strategic priorities articulated in the QDR represent America’s
highest security interests: defending the Homeland, building secu-
rity globally, deterring aggression, and being ready and capable to
win decisively against any adversary. The funding levels in the
President’s budget let us execute this strategy, with some increased
risks in certain areas.

I made clear in my much longer written statement, and it is
quite clear in the QDR, what these risks are. We have not held
back on the reality of these risks. These risks would be reduced,
however, if Congress approves the President’s Opportunity,
Growth, and Security Initiative, a proposal that would provide
DOD with an additional $26 billion in fiscal year 2015, as you have
asked the question, to improve readiness and modernization. That
$26 billion represents an effort that would help dig us back out of
the hole that we have been in the last 2 years on readiness, par-
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ticularly focused on modernization. My submitted statement, as I
said, contains details of this initiative, which I strongly support.

Although our 5-year budget plan exceeds sequestration levels,
over the past year, DOD has prepared detailed planning for contin-
ued sequestration level cuts showing the even harder choices we
would have to make in order to comply. Those too are laid out.
Even though we are requesting spending levels above sequestra-
tion, we have maintained flexibility in our budget, flexibility to re-
spond immediately to the lower top line, should sequestration be
reimposed. We did this by reprogramming some of the sequestra-
tion-level force structure reductions that take longer to plan and
longer to implement, such as the decommissioning of the aircraft
carrier, the USS George Washington. This was the responsible
thing to do. It was responsible, given the reality that DOD might
continue to experience the large cuts in budget and sequestration
laws because of going back, reverting to sequestration in 2016.

That is why I have issued formal guidance to Service leadership,
Mr. Chairman, that these specific reductions will not be made if
Congress indicates it will make future appropriations at the top
line levels in our 5-year plan. DOD has the responsibility to pre-
pare for all eventualities, just as Congress has the responsibility to
provide DOD with some budget predictability. My submitted state-
ment explains our budget details and the rationale behind those
key decisions.

As I close, Mr. Chairman, I want to briefly address some very
critical issues.

First, the balance between readiness capability and capacity. To
meet our national security needs under constrained budgets, we fo-
cused on the balance, the balance that will be required to defend
this country going forward. After more than a decade of long, large
stability operations, we traded some capacity to protect the readi-
ness and modernization capabilities as we shift to focus on future
requirements. These are shaped by enduring and emerging threats.
We have to be able to defeat terrorist threats and deter our adver-
saries with increasingly modern weapons and technological capa-
bilities. We must also ensure that America’s economic interests are
protected through open sea lanes, freedom of the skies and space,
and deal with one of the most urgent and real threats to all na-
tions, cyber attacks. That is why we protected funding for cyber
and Special Operations Forces.

For the Active Duty Army, Mr. Chairman, we propose drawing
down to about 440,000 to 450,000 soldiers, less than 10 percent
below its size pre-September 11. I believe this is adequate for fu-
ture demand. We will continue investing in high-end ground capa-
bilities to keep our soldiers the most advanced on Earth. Army Na-
tional Guard and Reserve units will remain a vibrant part of our
national defense and will draw down by 5 percent. It will also
streamline Army helicopter force structure by reducing the Guard’s
fleet by 8 percent. The Active Army’s fleet will be cut by 25 per-
cent, but we will still maintain and keep these helicopters modern-
ized with the latest technology as we move from a fleet of seven
models to four.

These decisions, including our recommendation to trade out
Apaches in the Guard for Blackhawks, were driven by strategic
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evaluations. Guard units may prefer the Apache, but under the
constrained budgets, high-demand resources like Apaches must be
where they can deploy fastest. As our U.S. Northern Command
Commander recently testified, his Homeland missions do not re-
quire armed attack helicopters.

The Navy, for its part, will take 11 ships out of its operational
inventory, but they will be modernized and returned to service with
greater capability and longer life spans.

The Marine Corps will continue its planned drawdown to
182,000, but will devote 900 more marines to increased embassy se-
curity. Though smaller, the marines will remain ready and pos-
tured for crisis response as they move back to their expeditionary
amphibious roots.

The Air Force, as you have noted, will retire the A-10, replacing
it with more modern and sophisticated multi-mission aircraft, like
the JSF.

The specific numbers and reasons for all of my recommendations,
as I have noted, are included in my statement.

As I close, Mr. Chairman, regarding compensation reform, taking
care of our people means providing them with both fair compensa-
tion, as well as the training and tools they need to succeed in battle
at any time, anywhere, and return home safely. To meet those obli-
gations under constrained budgets and achieve that balance, we
need some modest adjustments to the growth in pay and benefits.
All these savings will be reinvested in training and equipping our
troops. There are no proposals to change retirement in this budget.

Let me clarify what these compensation adjustments are and
what they are not.

First, we will continue to recommend pay increases. They will
not be as substantial as in past years, but they will continue.

Second, we will continue subsidizing off-base housing costs. The
100 percent benefit of today will be reduced, but only to 95 percent,
and it will be phased in over the next several years.

Third, we are not shutting down any commissaries. We rec-
ommend gradually phasing out some subsidies but only for domes-
tic commissaries that are not in remote locations. Since com-
missaries will continue to operate tax- and rent-free, they will still
be able to provide more people with a very good deal, as they
should.

Fourth, we recommend simplifying and modernizing our three
TRICARE systems by merging them into one TRICARE system
with modest increases in co-pays and deductibles that encourage
using the most affordable means of care. Active Duty personnel will
still receive health care that is entirely free. This will be more ef-
fective, more efficient, and will let us focus more on quality. Over-
all, everyone’s benefits will remain substantial, affordable, and gen-
erous, as they should be.

The President’s defense budget is responsible. It is balanced and
it is realistic. It supports our defense strategy, defends this coun-
try, and keeps our commitments to our people not only ensuring
that they are well-compensated, but they have the best training
and equipment in the world.

However, these commitments would be seriously jeopardized by
a return to sequestration-level spending. My submitted testimony
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details how sequestration would, in fact, compromise our national
security. The result of sequestration-level cuts would be a military
that could not fulfill its defense strategy, putting at risk America’s
traditional role as a guarantor of global security and ultimately our
own security. That is not the military the President and I want for
America’s future. I do not think that is the military this committee
wants for America’s future, but it is the path we are on.

Mr. Chairman, members of the committee, DOD leaders and I
look forward to working with you as we make these difficult
choices, these hard decisions that will be required to ensure Amer-
ica’s security today and into the future and protect our national in-
terests.

Mr. Chairman, thank you.

[The prepared statement of Secretary Hagel follows:]

PREPARED STATEMENT BY HON. CHUCK HAGEL

Chairman Levin, Ranking Member Inhofe, members of the committee: thank you
for the opportunity to be here today.

The President’s fiscal year 2015 budget submission for the Department of Defense
(DOD) fully reflects the historic transition taking place as America winds down the
longest war in its history. This is a defining budget that will begin adapting and
reshaping our defense enterprise for years to come.

With this budget, we are repositioning the military for the new strategic chal-
lenges and opportunities that will define our future: new technologies, new centers
of power, and a world that is growing more volatile, more unpredictable, and in
some instances more threatening to the United States. We are also helping navigate
through a period of great uncertainty regarding the future level of resources DOD
will have to defend the Nation.

I have no illusions about the fiscal realities facing DOD. It was almost exactly
1 year ago that $37 billion in sequestration cuts were imposed for fiscal year 2013—
cuts that came on top of the $487 billion, 10-year defense spending reductions re-
quired by the Budget Control Act of 2011.

We had to implement this $37 billion cut in a matter of months while trying to
avoid catastrophic damage to national security. It wasn’t easy, and our people and
our mission suffered for it.

Today, DOD is in a better place as a result of the Bipartisan Budget Act passed
in December 2013. It provided DOD with some relief in this fiscal year and for fiscal
year 2015. It gave us much-needed budget certainty for the next fiscal year.

The Bipartisan Budget Act was possible because Members of Congress both Re-
publican and Democrat worked together with this administration for the greater in-
terests of our country.

But we're not yet where we need to be. So our partnership must continue.

Under the spending limits of the Bipartisan Budget Act, DOD’s budget is roughly
$496 billion in fiscal year 2014—or $31 billion below what the President requested
last year. The law also meant cutting DOD spending in fiscal year 2015 to $496 bil-
lion, which is $45 billion less than was projected in the President’s budget request
last year. Sequestration-level cuts remain the law for fiscal year 2016 and beyond.

The President’s budget request adheres to Bipartisan Budget Act spending limits
for fiscal year 2015. But it is clear that under these limits the military will still face
significant readiness and modernization challenges next year. To close these gaps,
the President’s budget also includes an Opportunity, Growth, and Security Initia-
tive. This initiative is a government-wide proposal that is part of the President’s
budget submission. It would provide an additional $26 billion for the Defense De-
partment in fiscal year 2015.

These additional funds are paid for with a balanced package of spending cuts and
tax reforms, and would allow us to increase training, upgrade aircraft and weapons
systems, and make needed repairs to our facilities. The money is specifically for
bringing unit readiness, equipment, and facilities closer to standard after the dis-
ruptions and large shortfalls of the last few years. I strongly support the President’s
proposal.

Defense budgets have long included both a 1-year budget request, and a 5-year
plan that indicates expectations for the future. Over 5 years, the President’s plan
projects $115 billion more in spending than at sequestration levels.
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Some have asked why the President continues to request budgets above seques-
tration levels. The reason is clear. President Obama and I are not going to ask for
a level of funding that would compromise America’s national security interests. We
never would. Continued sequestration cuts would compromise our national security
both for the short and long term.

That said, if sequestration returns in fiscal year 2016 and beyond, or if we receive
funding levels below the President’s request, we are prepared to specify the cuts we
would have to make, and the risks we would then have to assume. These cuts are
detailed in this testimony.

However, the President, the Chairman, and I do not expect Congress to push us
further down a path that has clear risks to our national security. Instead, we expect
that all of us can continue working together, as partners, to find a balance ... and
to assure America’s national security. If Congress is going to require us to operate
under increasingly constrained budgets, Congress must partner with us so that we
can make the right decisions.

The President’s budget matches resources to the updated defense strategy in this
year’s Quadrennial Defense Review (QDR), which is being released this week and
which builds on the President’s January 2012 Defense Strategic Guidance. The QDR
is not budget-driven; rather, it is resource-informed, defining the risks assumed
under the President’s budget as well as the risks that would be assumed under the
return of sequestration. A QDR that completely ignores fiscal realities would be ir-
relevant.

The QDR outlines our top strategic priorities, which weighed heavily on the
choices presented in this budget:

e Defending the homeland against all threats;

e Building security globally by projecting U.S. influence and deterring ag-
gression; and,

e Remaining prepared to win decisively against any adversary should de-
terrence fail.

By prioritizing DOD’s strategic interests, we will rebalance our military over the
next decade and put it on a sustainable path to protect and advance U.S. interests
and America’s global leadership.

To fulfill this strategy DOD will continue to shift its operational focus and forces
to the Asia-Pacific, sustain commitments to key allies and partners in the Middle
East and Europe, maintain engagement in other regions, and continue to aggres-
sively pursue global terrorist networks.

As a whole, this budget allows DOD to implement the President’s defense strat-
egy, albeit with some increased risks, which I specify later in my testimony.

The reality of reduced resources and a changing strategic environment requires
us to prioritize and make difficult choices. Given the uncertainty about funding lev-
els, our current 5-year plan reduces selected end strengths and forces to levels con-
sistent with sequestration-level cuts. Those additional reductions could be reversed
if funding rises above sequestration levels. I explain this in greater detail later in
my testimony. The way we formulated our budget gives us the flexibility to make
difficult decisions based on different fiscal outcomes.

BUDGET TOP-LINES: BALANCING READINESS, CAPABILITY, AND CAPACITY

Consistent with the strict spending limits of the Bipartisan Budget Act, President
Obama is requesting $495.6 billion for DOD’s fiscal year 2015 base budget. Since
last year’s plans expected $541 billion for fiscal year 2015, this represents a $45 bil-
lion cut. It will allow the military to protect U.S. interests and fulfill the updated
defense strategy—but with somewhat increased levels of risk. DOD can manage
these risks under the President’s fiscal year 2015 budget plan, but risks would grow
significantly if sequestration-level cuts return in fiscal year 2016, if proposed re-
forms are not accepted, and if uncertainty over budget levels continues.

In formulating this budget, our priority was balancing readiness, capability, and
capacity—making sure that whatever size force we have, we can afford to keep our
people properly trained, equipped, compensated, and prepared to accomplish their
mission. That’s the only reasonable course under constrained budgets. There’s no
point in having a larger military if you can’t afford to keep it ready and capable.

Accordingly, a little more than two-thirds of DOD’s fiscal year 2015 budget—
$341.3 billion—funds our day-to-day costs, what a business might call their oper-
ating budget. These funds pay for things like fuel, spare parts, logistics support,
maintenance, service contracts, and administration. It also includes pay and bene-
fits for military and civilian personnel, which by themselves comprise nearly half
of the total budget.
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The remaining third of our budget—$154.3 billion—pays for investments in future
defense needs, or what a business might call their capital improvement budget.
These funds are allocated for researching, developing, testing, evaluating, and ulti-
mately purchasing the weapons, equipment, and facilities that our men and women
in uniform need to accomplish their mission.

Broken down in a more specific way, our budget includes the following categories:

e Military pay and benefits (including health care and retirement bene-

fits)—$167.2 billion, or about 34 percent of the total base budget.

e Civilian pay and benefits—$77 billion, or about 16 percent of the total

base budget.

{) gther operating costs—$97.1 billion, or about 19 percent of the total base
udget.

e Acquisitions and other investments (Procurement; research, development,

testing, and evaluation; and new facilities construction)—$154.3 billion, or

about 31 percent of the total base budget.

Those figures do not include funding for Overseas Contingency Operations (OCO)
in fiscal year 2015. Since the administration is still determining its post-2014 pres-
ence in Afghanistan and the President of Afghanistan has yet to sign the Bilateral
Security Agreement, the President’s budget currently includes a placeholder for
DOD’s OCO request, equal to last year’s request. I appreciate Congress’ under-
standing that OCO funding is particularly important to our servicemembers de-
ployed around the world, and request that it be approved expeditiously once the
President submits his complete OCO funding request for fiscal year 2015.

BEING MORE EFFICIENT

But first, asking taxpayers for half a trillion dollars means that DOD must make
every dollar count—particularly under budget constraints. So we’re continuing to
find new ways to use our resources more wisely and strategically, be more efficient,
reduce overhead, and root out waste, fraud, and abuse.

This year, a new package of reforms in these areas—the second-largest submitted
by this administration—produced $18.2 billion in savings for fiscal year 2015, and
some $93 billion in savings through fiscal year 2019. This enabled us to make small-
er cuts in other areas. Building on a 20 percent cut in management headquarters
operating budgets—which we began implementing in December for the Office of the
Secretary of Defense and the Joint Staff, and which the Services and agencies are
implementing during the 5-year defense plan—this package includes savings from
reducing contractor costs and civilian personnel; terminating or delaying some trou-
bled weapons and procurement programs in favor of higher priorities; and cutting
back on costs at certain defense agencies. It also includes health care savings that
we found by cutting back lower-priority research projects and construction and by
taking advantage of slower growth of health care costs in the private sector.

We are also continuing to monitor previous years’ initiatives to use our resources
more efficiently, as well as making progress toward auditability on our financial
statements. DOD remains committed to becoming fully audit-ready by 2017, and to
achieving audit-ready budget statements by this September. This is an ambitious
goal for an organization of our size and complexity, and there is still much more
work to do. But we are making real progress. Several DOD organizations have
achieved important, positive audit results. Last year, for example, the Marine Corps
became the first military service to receive an unqualified audit opinion—in this
case for the current year of its budget statement.

In addition to these efforts, we must take a serious look at responsible procure-
ment and acquisition reforms that will further increase the buying power of defense
dollars. This is particularly important if we’re going to protect investments in mod-
ernized capabilities. DOD officials are already working closely with congressional ef-
forts to go over defense acquisition and procurement laws line-by-line, and we hope
to start implementing legislative reforms as soon as this year.

No reasonable discussion of allocating our resources more efficiently can avoid the
need to reduce excess facilities. With this submission, we are asking you to author-
ize a round of Base Realignment and Closure (BRAC) to begin in fiscal year 2017.

I understand Congress’ concerns about BRAC, including your desire to reduce
overseas infrastructure first and your frustrations with BRAC 2005. That’s why this
round will be focused on finding savings rather than reorganization and will feature
a rapid payback of up-front costs, and why DOD will continue to reduce overseas
infrastructure.

But we must also divest ourselves of excess domestic facilities, and BRAC is the
most responsible path. I am mindful that Congress has not agreed to our BRAC re-
quests of the last 2 years, but if Congress continues to block these requests while
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reducing the overall budget, we will have to consider every tool at our disposal to
reduce infrastructure. We can’t keep financing overhead that we don’t need, because
we’re taking that money away from areas that we do need. The more we delay now,
the more we’ll have to spend later on unneeded installations instead of on training,
equipping, and compensating our people—robbing our troops of the resources they
need to be able to fight and win decisively when we send them into harm’s way.

Congress and DOD must work together as partners to make these decisions wise-
ly—because no matter what, we must reduce force structure and end strength in
order to sustain a ready and capable force under constrained budgets.

SUSTAINING A READY AND CAPABLE FORCE—NOW AND IN THE FUTURE

This is the lesson of every defense drawdown over the past 70 years. Whether
after World War II, Korea, Vietnam, or the Cold War, the U.S. military retained
more force structure than it could afford to properly train, maintain, and equip—
giving too much weight to capacity over readiness and capability. Because readiness
and modernization were sacrificed, it took much more money for the military to re-
cover and be sufficiently trained and equipped to perform assigned missions. Con-
flict ultimately did resurface.

We can’t afford to repeat those mistakes, which is why we decided to trade some
capacity for readiness and modernized capabilities, in order to ensure that our mili-
tary will be well-trained and supplied in arms and equipment. All of our force struc-
ture decisions were made strategically—protecting investments in the forces that
would be uniquely suited to the most likely missions of the future, and minimizing
risk in meeting the President’s defense strategy.

Our decisions for investing in a modernized and capable future force were made
in a similar way. With the proliferation of more advanced military technologies and
other nations pursuing comprehensive military modernization, we are entering an
era where American dominance on the seas, in the skies, and in space—not to men-
tion cyberspace—can no longer be taken for granted. Because it is essential for de-
terring aggression, and because the risk of failure against those potential adver-
saries would be far greater than against any others, the President’s budget puts a
premium on rapidly deployable, self-sustaining platforms that can defeat more tech-
nologically advanced adversaries.

Sustaining these critical investments under restrained budgets required setting
strategic priorities and making difficult tradeoffs. That’s why each Service’s budget
allocations were made based on strategy and with the goal of maintaining balance
in the readiness, capability, and capacity of the force.

Army: (24 percent of the President’s fiscal year 2015 budget)

The Army’s $120.3 billion will support 32 Active-Duty brigade combat teams in
fiscal year 2015. Since we are no longer sizing the force for large and prolonged sta-
bility operations, the Army will accelerate the pace and increase the scale of its
post-war drawdown—reducing by 13 percent, from about 520,000 soldiers to a range
of 440,000-450,000 Active-Duty soldiers instead of 490,000. To maintain a balanced
force, the Army National Guard and Reserves will also draw down, but by a smaller
percentage and by a smaller amount than the Active Army—reducing by an average
of 5 percent, from about 355,000 guardsmen and 205,000 reservists to 335,000
guardsmen and 195,000 reservists.

Analysis conducted by the QDR indicated that under the President’s budget, the
U.S. military’s resulting post-war ground force will be sufficient to meet the updated
defense strategy: capable of decisively defeating aggression in one major combat the-
ater—as it must be—while also defending the Homeland and supporting air and
naval forces engaged in another theater.

In terms of capabilities, we chose to terminate and reevaluate alternative options
for the Army’s Ground Combat Vehicle program, which had become too heavy and
needed an infusion of new technology. The Army will also streamline its helicopter
force from 7 to 4 airframes. Aging Kiowa helicopters and older training helicopters
will be retired and replaced with more advanced Apache helicopters that will move
from the National Guard to the Active Force. In return, the Guard will receive much
more versatile Blackhawk helicopters, which are not only critical for warfighting,
but also more apt for the missions the Guard conducts most frequently, such as dis-
aster relief and emergency response.

The past decade of war has clearly shown that Apaches are in high demand. We
need to put the Apaches where they will be ready to deploy fast and frequently
when they’re needed. This decision will also help the Guard’s helicopter force more
closely adhere to State and Federal requirements for homeland defense, disaster re-
lief, and support to civil authorities while still serving as an important operational
and strategic complement to our active-duty military. The Guard’s helicopter fleet
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would only decline by 8 percent compared to the Active Army’s decline by 25 per-
cent, and the overall fleet will be significantly modernized under the President’s
budget plan.

In making these difficult decisions on the Guard and Reserves, we affirmed the
value of a highly capable Reserve component, while keeping the focus on how our
military can best meet future demands given fiscal constraints. We made choices
based on strategic priorities, clear facts, unbiased analysis, and fiscal realities ...
and with the bottom line focus on how best we can defend the United States.

Navy and Marine Corps: (30 percent of the President’s fiscal year 2015 budget)

The Navy and Marine Corps are allocated $147.7 billion for fiscal year 2015. The
Navy’s $124.9 billion will support a fleet approaching 300 ships and some 323,600
active-duty sailors, as well as help preserve the fleet’s modernization programs. The
President’s budget plan protects our investments in attack submarines, guided mis-
sile destroyers, and afloat staging bases—all of which we will need to confront
emerging threats. Specifically:

e Virginia-class Attack Submarines: We are requesting $5.9 billion for fis-
cal year 2015, and $28 billion over the Future Years Defense Plan (FYDP),
to support buying two submarines a year through fiscal year 2019.

e DDG-51 Guided Missile Destroyers: We are requesting $2.8 billion for
fiscal year 2015, and $16 billion over the FYDP, to support buying two
DDG-51 destroyers a year through fiscal year 2019. This will grow our de-
stroyer inventory from 62 at the end of fiscal year 2014 to 71 (68 DDG—
51s, 3 DDG-1000s) at the end of fiscal year 2019.

e Afloat Forward Staging Bases: We are requesting $613 million over the
FYDP to support buying one afloat forward staging base between now and
fiscal year 2019.

o Aircraft Carriers: The President’s budget plan enables us to support 11
carrier strike groups, including the USS George Washington and its carrier
air wing. If we receive the President’s funding levels through fiscal year
2019, we will keep the George Washington in the fleet and pay for its nu-
clear refueling and overhaul. We are requesting $2 billion in fiscal year
2015 and $12 billion over the FDYP to support completion of the Gerald
Ford, construction of the John F. Kennedy, and initial procurement of the
next carrier.

e F-35 Joint Strike Fighter: The Department of the Navy is acquiring two
F-35 variants—the Navy carrier-based variant, the F-35C, and the Marine
Corps short-take-off-and-vertical-landing variant, the F-35B. The Navy is
requesting $3.3 billion for 8 aircraft in fiscal year 2015 (2 F-35Cs and 6
F-35Bs), and $22.9 billion for 105 aircraft over the FYDP.

Again, trade-offs were required to prioritize those investments under current
budget constraints. In order to help keep its ship inventory ready and modern at
reduced budget levels, half of the Navy’s cruiser fleet—or eleven ships—will be
placed in a long-term phased modernization program that will eventually provide
them with greater capability and a longer lifespan. This approach to modernization
enables us to sustain our fleet of cruisers over the long term, which is important
because they’re the most capable ships for controlling the air defense of a carrier
strike group.

Despite preserving the fleet’s modernization programs and providing for increases
in ship inventory over the next 5 years, I am concerned that the Navy is relying
too hf)eavily on the Littoral Combat Ship (LCS) to achieve its long-term goals for ship
numbers.

The LCS was designed to perform certain missions—such as mine sweeping and
anti-submarine warfare—in a relatively permissive environment. But we need to
closely examine whether the LCS has the independent protection and firepower to
operate and survive against a more advanced military adversary and emerging new
technologies, especially in the Asia Pacific. If we were to build out the LCS program
to 52 ships, as previously planned, it would represent one-sixth of our future 300-
ship Navy. Given continued fiscal constraints, we must direct future shipbuilding
resources toward platforms that can operate in every region and along the full spec-
trum of conflict.

Therefore, no new contract negotiations beyond 32 ships will go forward. With this
decision, the LCS line will continue beyond our 5-year budget plan with no interrup-
tions. Additionally, at my direction, the Navy will submit alternative proposals to
procure a capable and lethal small surface combatant, generally consistent with the
capabilities of a frigate. I've directed the Navy to consider a completely new design,
existing ship designs, and a modified LCS. These proposals are due to me later this
year in time to inform next year’s budget submission.
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While these decisions still keep the Navy on track for a 300-ship inventory by
2019, finding the money required to modernize older ships and buy new ones will
depend on the Navy’s success in its aggressive and ambitious plans to reduce acqui-
sitions costs and use available resources more efficiently, particularly in the acquisi-
tion of contracted services. My office will be keeping a close eye on these efforts.

The Marine Corps’ $22.7 billion will support 182,700 marines, including about 900
more marines devoted to increased security at embassies around the world. It will
also support a geographically-distributed force posture in the Asia-Pacific, which
will be critical as we continue rebalancing to the region.

Air Force: (28 percent of the President’s fiscal year 2015 budget)

The Air Force is allocated $137.8 billion in fiscal year 2015. We chose to protect
funding for advanced systems most relevant to confronting threats from near-peer
adversaries—including the F-35 Joint Strike Fighter, the new Long-Range Strike
Bomber, and the KC—46 refueling tanker. These platforms will be critical to main-
tafi_nirlllg aerial dominance against any potential adversaries for decades to come. Spe-
cifically:

e F-35 Joint Strike Fighter: We are requesting $4.6 billion for 26 aircraft
in fiscal year 2015, and $31.7 billion for 238 aircraft over the FYDP.

e Long-Range Strike Bomber: We are requesting $900 million for develop-
ment funds in fiscal year 2015, and $11.4 billion over the FYDP.

e KC—46 Tanker: We are requesting $2.4 billion for 7 aircraft in fiscal year
2015, and $16.5 billion for 69 aircraft over the FYDP.

Because we believe research and development is essential to keeping our mili-
tary’s technological edge, the President’s budget also invests $1 billion through fiscal
year 2019 in a promising next-generation jet engine technology, which we expect to
produce improved performance and sizeable cost-savings through less fuel consump-
tion. This new funding will also help ensure a robust industrial base—itself a na-
tional strategic asset.

Protecting these investments required trade-offs. In the next 5 years, in order to
free up funding to train and maintain no less than 48 squadrons, the Air Force
plans to reduce the number of active-duty personnel from 328,000 airmen at the end
of fiscal year 2014 to 309,000 airmen by the end of fiscal year 2019. The Air Force
will also retire the 50-year-old U-2 in favor of the unmanned Global Hawk system,
slow the growth in its arsenal of armed unmanned systems, and phase out the aging
A-10 fleet.

The A-10 “Warthog” is a venerable platform, and this was a tough decision. But
it is a 40-year-old single-purpose airplane originally designed to kill enemy tanks
on a Cold War battlefield. It cannot survive or operate effectively where there are
more advanced aircraft or air defenses. As we saw in Iraq and Afghanistan, the ad-
vent of precision munitions means that many more types of aircraft can now provide
effective close air support, from multirole fighters to B—1 bombers to remotely pi-
loted aircraft, which can all execute more than one mission. Moreover, the A-10’s
age is making it much more difficult and costly to maintain. Analysis showed that
significant savings were only possible through eliminating the entire support appa-
ratus associated with the aircraft. Keeping a smaller number of A-10s would only
delay the inevitable while forcing worse trade-offs elsewhere.

Defense-Wide: (18 percent of the President’s fiscal year 2015 budget)

The remaining share of the budget—about $89.8 billion—is allocated for organiza-
tions across the DOD.

For fiscal year 2015, this includes more than $7.5 billion for the Missile Defense
Agency, which is critical for defending our homeland and reassuring our European
allies. This funding will enable DOD to increase the number of Ground-Based Inter-
ceptors and make targeted investments in additional defensive interceptors, dis-
crimination capabilities, and sensors. The budget continues to support the Presi-
dent’s schedule for the European Phased Adaptive Approach.

Since special operations forces play a key role in counterterrorism, crisis response,
and building partner capacity, the President’s budget for fiscal year 2015 allocates
$7.7 billion for Special Operations Command. This is equal to what we requested
last year, a 10 percent increase over what Congress appropriated for fiscal year
2014, and will support a Special Operations Force of 69,700 personnel.

The President’s fiscal year 2015 budget increases cyber funding to $5.1 billion and
maintains funding for intelligence agencies and other support activities. Through
funds allocated to the Navy and the Air Force, the President’s budget also preserves
all three legs of the nuclear triad and funds important investments to ensure a safe,
secure, and effective nuclear deterrent.
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Compensation Reform and Structural Adjustments to Some In-Kind Benefits

For all the money that goes into maintaining a modernized and capable force, peo-
ple are the core of our military. In this era of constrained budgets, ensuring that
our people are properly trained, equipped, prepared, and compensated requires look-
ing at difficult trade-offs and making some difficult choices. Compensation adjust-
ments were the last thing we looked at, because you take care of your people first.

While Congress has taken a few helpful steps in recent years to control the
growth in compensation spending, we must do more. At this point, given the steps
we've already taken to reduce civilian personnel costs in compliance with congres-
sional direction, no realistic effort to find further significant savings—savings need-
ed to close serious shortfalls in training, maintenance, and equipment—can avoid
dealing with military compensation. ... That includes pay and benefits for active
and retired troops, both direct and in-kind.

We could reduce overall payroll spending by further reducing the total number of
people in uniform. But since too small a force adds too much risk to our national
security, we must also address the growth in pay and benefits for servicemembers
so that we can afford to provide them with the training and tools they need to suc-
cessfully accomplish their missions and return home safely.

Since 2000, Congress has in some cases boosted pay increases above the levels re-
quested by DOD. Benefits were added and increased by more than what most ac-
tive-duty personnel sought, expected, or had been promised when joining the mili-
tary. Congress also added a new health care benefit and approved DOD proposals
to increase housing allowances. As a U.S. Senator, I supported such proposals. It
was the right thing to do at the time, given the burdens being placed on our
servicemembers, the military’s recruiting and retention challenges, and the fact that
we had few constraints on defense spending.

But today DOD faces a vastly different fiscal situation—and all the Services have
consistently met recruiting and retention goals. This year we’re concluding combat
operations in America’s longest war, which has lasted 13 years. Now is the time to
consider fair and responsible adjustments to our overall military compensation pack-
age.

America has an obligation to make sure servicemembers and their families are
fairly and appropriately compensated and cared for during and after their time in
uniform. We also have a responsibility to give our troops the finest training and
equipment possible—so that whenever America calls upon them, they are prepared
with every advantage we can give them so that they will return home safely to their
families. The President’s budget fulfills both of these promises to our
servicemembers and their families by making several specific proposals.

Basic Pay Raises

For fiscal year 2015 we are requesting 1 percent raise in basic pay for military
personnel—with the exception of general and flag officers, whose pay will be frozen
for a year. Basic pay raises in future years will be similarly restrained, though
raises will continue.

DOD rightfully provides many benefits to our people; however, finding the money
to meet these commitments while protecting training and readiness under tighter
budgets will require a few structural adjustments to three of them—housing, com-
missaries, and TRICARE.

Housing

In the early 1990s, DOD covered only about 80 percent of servicemembers’ total
off-base housing costs. Since then, we increased that rate to 100 percent.

To adequately fund readiness and modernization under constrained budgets, we
need to slow the growth rate of tax-free basic housing allowances (BAH) until they
cover about 95 percent of the average servicemember’s housing expenses. We would
also remove renters’ insurance from the benefit calculation.

This change will happen over several years, to ensure that our people have time
to adjust to it. In order to ensure that military personnel don’t have to pay more
out-of-pocket after they've signed a lease, a servicemember’s allowance won’t be ad-
justed until they’ve moved to a new location. This means that no one currently liv-
ing in a particular area will see their housing allowances actually decrease; only
servicemembers moving into the area will receive the lower rate, which is what al-
ready happens under the current rules when housing market prices go down.

To account for geographic differences in housing costs, we will also design this ad-
justment to ensure that all servicemembers in the same pay grade have identical
out-of-pocket costs. That way, once the overall change has been fully phased-in for
all personnel, servicemembers in the same pay grade but living in different areas
would end up paying the same dollar amount toward their housing costs—and
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they’ll know exactly how much that will be so that they can make informed deci-
sions and trade-offs in their own budgets.

All of these savings will be invested back into the force, to help keep our people
trained and equipped so they can succeed in battle and return home safely to their
families.

Commissaries

There’s no doubt that commissaries provide a valued service to our people, espe-
cially younger military families and retirees. For this reason, we’re not directing any
commissaries to close.

Like our base exchanges, commissaries currently do not pay rent or taxes. That
won’t change under any of our proposals. But unlike base exchanges, commissaries
also receive $1.4 billion in direct subsidies each year. In order to adequately fund
training and readiness under constrained budgets, we need to gradually reduce that
subsidy by $1 billion (about two-thirds) over the next 3 years.

Stateside commissaries have many private-sector competitors, and it’s not unrea-
sonable for them to operate more like a business. Since commissaries still operate
rent-free and tax-free, they will still be able to provide a good deal to
servicemembers, military families, and retirees as long as they continue to shop
there. Going forward, only commissaries overseas or in remote U.S. locations would
continue receiving direct subsidies, which, for example, not only helps pay to ship
U.S. goods to bases overseas, but also helps those who either may not have the op-
tion of a local grocery store or are stationed where food prices may be higher.

TRICARE

In recent years, Congress has permitted DOD to make some changes that slow
the growth in military health care costs; however, these costs will continue to grow,
and we need to slow that growth in order to free up funds for training and readi-
ness. So we need to make some additional smart, responsible adjustments to help
streamline, simplify, and modernize the system while encouraging affordability.

Merging three of our TRICARE health plans for those under 65—Prime, Stand-
ard, and Extra—into a single, modernized health plan will help us focus on quality
while reducing complexity and administrative costs. The new plan would adjust co-
pays and deductibles for retirees and some active-duty family members in ways that
encourage TRICARE members to use the most affordable means of care, such as
military treatment facilities and preferred providers.

Some important features of the military health care system will not change. The
scope of benefits will not change, and we will continue to distinguish between in-
network and out-of-network care. Active-duty personnel will still receive health care
that is entirely free—that’s the promise we make when they sign up, and it’s a
promise we intend to keep. Medically retired personnel and survivors of those who
died on active duty will continue to be treated favorably, with no participation fees
and lower co-pays and deductibles. DOD will continue to support our programs for
wounded warriors.

With the TRICARE single health plan, active-duty family members and retirees
under age 65 will be able to save more money by using military treatment facilities
(MTF) if they're close to home, which are often under-used. More than 90 percent
of active-duty servicemembers and their families live within an MTF’s 40-mile-ra-
dius service area. For families of active-duty servicemembers stationed far away
from MTFs, such as recruiters, all their care will continue to be considered “in-net-
work” even if there are no network care providers in their remote location.

Under this proposal, the share of costs borne by retirees will rise from about 9
percent today to about 11 percent—still a smaller cost share than the roughly 25
percent that retirees were paying out-of-pocket when TRICARE was initially set up
in the 1990s. While we will ask retirees and some active-duty family members to
pay modestly more, others may end up paying less. Overall, everyone’s benefits will
remain substantial, affordable, and generous—as they should be.

Given these proposed efforts to modernize and simplify TRICARE for retirees
under age 65, we will not resubmit last year’s request for sharp increases in enroll-
ment fees for these retirees.

For retirees who are old enough to use Medicare and who choose to have
TRICARE as well—what we call TRICARE-For-Life (TFL)—we would ask new
members to pay a little bit more as well. Since TFL coverage currently requires no
premium or enrollment fee, DOD again proposes a small per-person enrollment fee
equal to 1 percent of a retiree’s gross retirement pay up to a maximum of $300 per
person—comparable to paying a monthly premium of no more than $25. For retired
general and flag officers, the maximum would be $400 per person. Current TFL
members would be grandfathered and exempted from having to pay enrollment fees.
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Even with this small enrollment fee, TFL members will still have substantial, af-
fordable, and generous benefits—saving them thousands of dollars a year compared
to similar coverage supplementing Medicare.

Congress has taken helpful steps in the past, authorizing adjustments to the
TRICARE pharmacy co-pay structure and initiating a pilot program for TFL mem-
bers to refill prescriptions for maintenance medications (such as those that treat
high blood pressure and high cholesterol) by mail order. These are good practices
that we must now build upon in order to better encourage more TRICARE members
to use generics and mail-order prescriptions, which help save the most money.
Under our plan, MTFs will continue filling prescriptions without charging a co-pay,
while all prescriptions for long-term maintenance medications will need to be filled
either at MTFs or through the TRICARE mail order pharmacy. To ensure that our
people aren’t caught off-guard and have time to make the necessary adjustments,
our plan would be slowly phased in over a 10-year period.

As with our structural adjustments to housing and commissaries, all these sav-
ings will go toward providing our people with the tools and training they need in
order to fight and win on the battlefield and return home safely to their families.

Military Retirement

Our proposals do not include any recommended changes to military retirement
benefits for those now serving in the Armed Forces. Because military retirement is
a complex and long-term benefit, it deserves special study. Therefore, we are work-
ing with and waiting for the results of the Military Compensation and Retirement
Modernization Commission, which is expected to present its report in February
2015, before pursuing reforms in that area. But DOD continues to support the prin-
ciple of “grandfathering” for any future changes to military retirement plans.

Why Now

DOD’s military and civilian leaders conducted substantial analysis to arrive at
our proposed package of compensation adjustments. We concluded that, even after
we make these changes and slow the growth in military compensation, we will still
be able to recruit and retain a high-quality force and offer generous, competitive,
and sustainable benefits.

These proposed compensation adjustments will be phased in over time, but they
must begin now because budget limits are already in place. If we wait, we would
have to make even deeper cuts to readiness or force structure in order to comply
with the budget caps that Congress has passed into law. We must be able to free
up funds in order to provide our men and women in uniform with the tools and
training they need to succeed in battle and return home safely to their families.
Sustaining a well-trained, ready, agile, motivated, and technologically superior force
depends on it.

To be clear, our proposals were carefully crafted to reform military compensation
in a fair, responsible, and sustainable way, making the most modest adjustments
we could afford. We took a holistic approach to this issue, because continuous piece-
meal changes will only prolong the uncertainty and create doubts among our per-
sonnel about whether their benefits will be there in the future.

We recognize that no one serving our Nation in uniform is overpaid for what they
do for our country. But if we continue on the current course without making these
modest adjustments now, the choices will only grow more difficult and painful down
the road. We will inevitably have to either cut into compensation even more deeply
and abruptly, or we will have to deprive our men and women of the training and
equipment they need to succeed in battle. Either way, we would be breaking faith
with our people. The President and I will not allow that to happen.

We're also recommending freezing generals’ and admirals’ pay for 1 year. As I've
already announced, I'm cutting the budget of the Office of the Secretary of Defense
by 20 percent. The Joint Staff, the Service Chiefs, and the combatant commanders
are cutting their management headquarters operating budgets by 20 percent as
well. We’re also continuing to focus on acquisition reform and asking for another
round of authority for base realignment and closure.

RISKS IN THE PRESIDENT’S BUDGET

I've outlined the funding levels we need and the decisions we had to make to stay
within the limits agreed to in the Bipartisan Budget Act. They add some risks to
our defense strategy, but manageable ones.

Over the near-term, because of budget limitations even under the Bipartisan
Budget Act and after 13 years of war, the military will continue to experience gaps
in training and maintenance—putting stress on the force and limiting our global
readiness even as we sustain a heightened alert posture in regions like the Middle
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East and North Africa. The President’s Opportunity, Growth, and Security Initiative
would provide an additional $26.4 billion to DOD and would allow us to make faster
progress in restoring and sustaining readiness—significantly mitigating this risk by
closing these near-term gaps in readiness and modernization.

This Opportunity, Growth, and Security Initiative is not a wish list of “unfunded
priorities” or “unfunded requirements”—the government-wide Initiative is fully
paid-for, and for DOD, this money is specifically intended to bring unit readiness,
equipment, and facilities closer to standard after the disruptions and shortfalls of
the last few years. Each service receives a share of this funding. For example:

e The Army’s share would go toward additional training and increasing its
investment in Blackhawk helicopters.

e The Navy’s share would go toward aviation depot maintenance and logis-
tics and increasing its investment in P-8 Poseidon, E-2D Hawkeye, and
Joint Strike Fighter aircraft.

e The Marine Corps’ share would go toward unit-level training and increas-
ing its investment in the H-1 and KC-130 aircraft.

e The Air Force’s share would go toward additional readiness and training
range support and increasing its investment in F-35, C-130J, and MQ-9
Reaper aircraft.

e Across the Services, DOD would be able to increase funding needed for
military construction and facilities repair and maintenance.

We also face the risk of uncertainty in a dynamic and volatile security environ-
ment. Budget reductions inevitably reduce the military’s margin of error in dealing
with these risks, as other powers are continuing to modernize their weapons port-
folios, to include anti-air and anti-ship systems. A smaller force strains our ability
to simultaneously respond to more than one major contingency at a time. But with
the President’s budget, our military will still be able to defeat any aggressor.

SEQUESTRATION’S EFFECT ON PROGRAMS AND RISK

However, if sequestration-level cuts are re-imposed in fiscal year 2016 and be-
yond, if our reforms are not accepted, or if uncertainty on budget levels continues,
our analysis has shown that we would have to make unavoidable decisions that
would significantly increase those risks. As I've made clear, the scale and timeline
of continued sequestration-level cuts would require greater reductions in the mili-
tary’s size, reach, and margin of technological superiority.

At a minimum, we would be forced to draw down the Active Army to 420,000 sol-
diers, the Army Guard to 315,000 soldiers, and the Army Reserve to 185,000 sol-
diers. We would also have to draw down the Marine Corps to 175,000 marines, and
retire a 25-year-old aircraft carrier—the USS George Washington—and her carrier
air wing ahead of her scheduled nuclear refueling and overhaul. Keeping the George
Washington and her carrier air wing in the fleet would cost $6 billion over the
FYDP.

This budgeting process has been marked by uncertainty and irregularity, with
changes to our spending assumptions that came late in the process—including con-
gressional action on a Bipartisan Budget Act that provided a new level of spending
for fiscal year 2015. We also face the reality that sequestration remains the law of
the land beginning in fiscal year 2016. As a result, I chose to be conservative in
my direction to the military Services for this budget submission and directed them
to first plan in detail for sequestration-level funding.

Even though the 5-year budget plan submitted along with the President’s budget
request assumes $115 billion more than sequestration-level funding, in its later
years we have programmed for sequestration-level force sizes for the Active Duty
Army, Army Guard and Reserve, and Marine Corps end strength, as well as for car-
rier strike groups. It takes time to plan and execute a successful drawdown that
preserves capability in the process. Past drawdowns have reduced force structure
too fast with too little planning. The resulting problems required significant
amounts of time and money to fix.

DOD leaders have assessed that our desired force levels—440,000-450,000 for the
Active Army, 195,000 for the Army Reserve, 335,000 for the Army Guard, 182,000
for the Marine Corps, and 11 carrier strike groups—are sustainable over the long
term at the President’s budget level. Therefore, fiscal year 2016 will be a critical
inflection point. DOD will be looking for a signal from Congress that sequestration
will not be imposed in fiscal year 2016 and the budget levels projected in this 5-
year plan will be realized. If that happens, we will submit a budget that implements
our desired force levels. I have given the military leadership formal guidance that
documents these levels.
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The bottom line is that if Congress indicates it will build on the precedent of the
Bipartisan Budget Act and provide relief from sequestration by appropriating at 5-
year funding levels equal to those in the President’s budget, we will not need to take
end strength down to those lowest levels or decommission the George Washington.

But if we don’t get some clarity in our future funding, we will have to start imple-
menting those changes. If sequestration-level cuts are re-imposed in 2016 and be-
yond, we would have to make many other cuts not only to force structure, but also
to modernization and readiness—all in addition to making the changes proposed in
the President’s fiscal year 2015 budget plan. That means fewer planes, fewer ships,
fewer troops, and a force that would be under-trained, poorly-maintained, and reli-
ant on older weapons and equipment:

e The Army, in addition to shrinking the Active-Duty Force to 420,000 sol-
diers and the Guard and Reserves to lower levels, would have 50 fewer
Light Utility Helicopters in the Guard force.

e The Navy, in addition to retiring the USS George Washington and her
carrier air wing, would have to immediately lay up six additional ships,
defer procurement for one submarine, and buy two fewer F-35Cs and three
fewer DDG-51 guided missile destroyers between fiscal year 2015 and fiscal
year 2019. The Navy would ultimately have 10 fewer large surface combat-
ants than would be expected under the President’s funding levels.

e The Marine Corps, as mentioned, would have to shrink to 175,000 ma-
rines. While we would still devote about 900 marines to increased embassy
security around the world, this reduction would entail some added risk for
future contingencies as well as sustaining the Marines’ global presence.

e The Air Force would have to retire 80 more aircraft, including the entire
KC-10 tanker fleet and the Global Hawk Block 40 fleet, as well as slow
down purchases of the Joint Strike Fighter—resulting in 15 fewer F-35As
purchased through fiscal year 2019—and sustain 10 fewer Predator and
Reaper 24-hour combat air patrols. The Air Force would also have to take
deep cuts to flying hours, which would prevent a return to adequate readi-
ness levels.

e Across DOD, operation and maintenance funding—an important element
of the budget that supports readiness—would grow at only about 2 percent
a year under sequestration compared to about 3 percent a year under the
President’s budget. This will hamper or even prevent a gradual recovery in
readiness. Funding for research, development, testing, and evaluation
would decline by 1.3 percent a year under sequestration instead of increas-
ing by 1.6 percent under the President’s budget. There would be no recovery
in funding for military facilities repairs and construction.

Although future changes in the security environment might require us to modify
some of these specific plans, the strategic impacts are clear. Under the funding lev-
els that the President and I are asking for, we can manage the risks. Under a re-
turn to sequestration spending levels, risks would grow significantly, particularly if
our military is required to respond to multiple major contingencies at the same
time.

Our recommendations beyond fiscal year 2015 provide a realistic alternative to se-
questration-level cuts, sustaining adequate readiness and modernization most rel-
evant to strategic priorities over the long-term. But this can only be achieved by the
strategic balance of reforms and reductions the President and I will present to Con-
gress next week. This will require Congress to partner with DOD in making politi-
cally difficult choices.

OUR SHARED NATIONAL INTEREST

Formulating this budget request took courage on the part of many involved in the
decisionmaking process—from the Joint Chiefs to the President. It required new
ways of thinking about both short-term and long-term challenges facing our country.

I look forward to working with Congress to find the responsible ground of pro-
tecting America’s interests with the required resources.

As we all know, these challenges and choices before us will demand moral and
political courage on the part of everyone who has a stake in our national security
and our national leadership. They will demand leadership that reaches into the fu-
ture without stumbling over the present. Now is the time to summon that leader-
ship—not for any one specific interest, but for our shared national interest.

I appreciate this opportunity to discuss the President’s fiscal year 2015 budget re-
quest for the Department of Defense, and I look forward to your questions.

Mr. Chairman, thank you.
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Chairman LEVIN. Thank you, Secretary Hagel.
General Dempsey.

STATEMENT OF GEN MARTIN E. DEMPSEY, USA, CHAIRMAN,
JOINT CHIEFS OF STAFF

General DEMPSEY. Thank you, Mr. Chairman, Senator Inhofe,
other distinguished members of this committee. It is a privilege to
be back here to provide you an update on our Armed Forces and
to discuss our defense budget for 2015.

I want to add my appreciation to Under Secretary Hale for his
leadership and for his many years of service to DOD and to our Na-
tion.

Let me begin by acknowledging the alarming progression of
events in Ukraine over the past few days. Our senior leaders have
made it clear that they wish to see Russia’s provocation resolved
through diplomatic means and in close collaboration and coordina-
tion with our allies.

Over the past several days, I have spoken with most of my
NATO counterparts, and in particular, those in the Baltics and in
eastern Europe. Understandably, they are concerned. They seek
our assurance for their security. During our conversations, we com-
mitted to developing options to provide those assurances and to
deter further Russian aggression. We agreed that together we must
help shape a path back to the sovereignty and security for all the
people of Ukraine. Simply put, the allies stand together.

I recommended suspension of our military-to-military exchanges
with the Russian Federation. The nature and extent of Russia’s ac-
tions really left us very little choice.

I have also directed EUCOM to consult and to plan within the
construct of the North Atlantic Council. Obviously, we want to pro-
vide NATO’s leaders with options that stabilize and not escalate
tensions in Ukraine. But we are only one part of that equation.

I spoke this morning with my Russian counterpart, General
Valiry Gerasimov. I conveyed to him the degree to which Russia’s
territorial aggression has been reputed globally. I urged continued
constraint in the days ahead in order to preserve room for a diplo-
matic solution.

Russia’s actions remind us that the world today remains unpre-
dictable, complex, and quite dangerous. We cannot think too nar-
rowly about future security challenges, nor can we be too certain
that we have it right. The world will continue to surprise us, often
in unpleasant ways.

That was how my last week ended. It began for me in Afghani-
stan, addressing the security challenges that remain in that region
and where I went to gain first-hand appraisals from our troops and
from our commanders. As always, I left there inspired. They re-
main fully engaged on the missions set before them. They continue
to build the institution of the Afghan National Security Forces
(ANSF) which, given the right political structure around them, has
the ability to sustain the fight. We will be prepared to support a
variety of options over the next several months as our relationship
with Afghanistan moves forward. This includes, of course, the op-
tion to draw down by the end of the year, if that is the decision
made by our elected leaders.
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Meanwhile, our joint and NATO team has much work to do this
year and they are ready for it. The global commitments of the joint
force are not shrinking. Neither are our global security threats.
The most likely threats emanate from violent extremist groups and
from ungoverned spaces. Yet, we can never discount the possibility
of state-on-state conflict. Therefore, our force must remain postured
to provide options across the full spectrum of potential conflict.

At the same time, the balance between our security demands and
our available resources has rarely been more delicate, and that
brings me to the budget. The Secretary has walked you through the
major components of the fiscal year 2015 budget proposal, which is
a pragmatic way forward. In my view, it balances as best as it can
our national security and fiscal responsibilities. It provides the
tools for today’s force to accomplish the missions we have been as-
signed, rebuilding readiness in areas that were, by necessity, deem-
phasized over the past decade. It modernizes the force for tomor-
row, ensuring that we are globally networked and that we can con-
tinue to provide options for the Nation. It also reflects in real terms
how we are reducing our costs, the costs of doing business, and
working to ensure that the force is in the right balance. As a whole,
the budget helps us to remain the world’s finest military, modern,
capable, and ready even while transitioning to a smaller and more
affordable force over time.

But as I said last year, we need time. We need certainty and we
need flexibility to balance the institution to allow us to meet the
Nation’s need for the future. The funds passed by this Congress in
the BBA allow us to buy back some of our lost readiness and con-
tinue to make responsible investments in our Nation’s defense. It
does not solve every readiness shortfall. It is not a long-term solu-
tion to sequestration but it does give us a measure of near-term re-
lief and stability.

The Joint Chiefs and I will never end our campaign to find every
possible way to become more effective. We will do things smarter
and more efficiently, more in line with the sorts of security chal-
lenges that we face today and in line with the fiscal reality. We will
seek innovative approaches as an imperative, not just in technology
but also in how we develop our leaders, aggregate and disaggregate
our formations, and work with our partners. We will improve how
we buy weapons, goods, and services, and we will invest deeper in
developing leaders of consequence at every level, men and women
of both competence and character who are good stewards of the
special trust and confidence gifted to us by our fellow citizens.

But we have infrastructure that we do not need and, with your
support, we ought to be able to reduce. We have legacy weapons
systems that we cannot afford and, with your support, we ought to
be able to retire. We have personnel costs that have grown at a dis-
proportionate rate and we ought to be able to slow the rate in a
way that makes the all-volunteer force more sustainable over time.

If we do not move toward a sounder way to steward our Nation’s
defenses, we do face unbalanced cuts to readiness and moderniza-
tion. We simply cannot ignore the imbalances that ultimately make
our force less effective than what the Nation needs. Kicking the
can down the road will set up our successors for an almost impos-
sible problem. We have to take the long view here.
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I know these issues weigh heavily on the minds of our men and
women in uniform and on their families. Our force is extraor-
dinarily accepting of change. They are less understanding of uncer-
tainty and piecemeal solutions. They want and they deserve pre-
dictability.

I have said before that we must be clear about what the joint
force can achieve, how quickly it can achieve it, and for how long
at what risk. To be clear, we do assume higher risk in some areas
in this budget. This means that under certain circumstances, we
could be limited by capability, capacity, or readiness in the conduct
of an assigned mission, and these are the risks that we have to
manage.

I support the QDR and this budget, but it is not without risks
that I have conveyed in my assessment. I expect more difficult con-
ventional fights. We must rely increasingly on allies and partners,
and our global responsibilities are currently undiminished and will
have to be placed in balance. If sequester-level cuts return in fiscal
year 2016 or we cannot make good on the promises inside the QDR,
then the risks will grow and the options that we can provide the
Nation will dramatically shrink. That is a gamble none of us
should be willing to take because it is our soldiers, sailors, airmen,
marines, and coastguardsmen, America’s sons and daughters, who
will face tomorrow’s challenges with whatever strategy, structure,
and resources we develop today. Our most sacred obligation is to
make sure they are never sent into a fair fight, which is to say,
they must remain the best-trained, best-led, and best-equipped
force on the planet. That objective has been the fundamental guid-
ing principle as this budget was prepared and is one to which the
Joint Chiefs and I remain absolutely committed.

Mr. Chairman, members of this committee, thank you for your
outstanding commitment to our men and women in uniform. On
their behalf, I stand ready to answer your questions.

[The prepared statement of General Dempsey follows:]

PREPARED STATEMENT BY GEN MARTIN E. DEMPSEY, USA

Chairman Levin, Senator Inhofe, and distinguished members of this committee,
it is my privilege to report to you on the state of America’s Armed Forces, our ac-
complishments over the last year, the opportunities and challenges ahead, and my
vision for the future force.

We are in our Nation’s 13th year at war. I am extremely proud to represent the
men and women of our Armed Forces. Volunteers all, they represent America at its
very best.

It is these soldiers, sailors, airmen, marines, and coastguardsmen—America’s sons
and daughters—who will face tomorrow’s challenges with the strategy, structure,
and resources we develop today. Our men and women are our decisive edge. Sus-
taining our military strength in the face of an historic shift to the future means
making sure that the force is in the right balance.

In the near term, our mission in Afghanistan will transition, while we reset a
force coming out of more than a decade of continuous conflict. We will sustain—in
some cases adjust—our commitments around the globe to keep our Nation immune
from coercion. We must do all of this with decreasing defense budgets. As a result,
we will have to assume risk in some areas to create opportunity in others. This will
require carefully prioritizing investments in readiness, training, modernization, and
leader development.

Our men and women in uniform are the cornerstone of this Nation’s security and
our strongest bridge to the future. They are trusting us to make the right choices.
So are the American people.
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JOINT FORCE OPERATIONS

America’s military has been in continuous conflict for the longest period in our
Nation’s history. But the force remains strong. The Joint Force today is as diverse
and rich in experience as it has ever been. Our men and women remain engaged
around the globe supporting our Nation’s interests. They are defeating adversaries,
deterring aggression, strengthening partners, and delivering aid.

Over the past year, our men and women have continued to fight, transition, and
redeploy from Afghanistan. In June of last year, the Afghans reached a decisive
milestone as they assumed lead responsibility for their own security. This signaled
a shift in our primary mission from combat to training, advising, and assisting the
Afghan forces. While coalition forces prepare to support national elections in the
coming weeks, we continue to develop options for the forces, missions, partnerships,
and authorities that will set the conditions for our commitment to Afghanistan after
2014.

The Joint Force continues to serve in and around an unpredictable Middle East
through military-to-military exercises, exchanges, and security assistance. We are
actively reinforcing our partners along Syria’s borders to help contain violence, care
for refugees, and counter the spread of violent extremism. We continue to pursue
violent extremist organizations directly and through our partners where U.S. and
allied interests are threatened. This includes support to partners in Yemen, and to
French and African partners in Mali. Our military is also working closely with the
U.S. Department of State to help restore security and stability in the Central Afri-
can Republic and South Sudan.

We have deepened our traditional security ties in the Asia Pacific. In addition to
our support for Typhoon Haiyan recovery efforts, we have strengthened cooperation
with our allies and partners through military activities and force posture. We have
maintained an active presence in the South and East China Seas, while also re-
maining prepared to respond to provocations on the Korean Peninsula.

We also remain postured with our interagency partners to detect, deter, and de-
feat threats to the homeland—to include ballistic missile defense, countering ter-
rorism, and safeguarding against cyber-attack on government and critical infra-
structure targets. Our men and women work collaboratively with other U.S. agen-
cies, with forward-stationed State Department professionals, and with regional al-
lies and partners to keep the Nation safe. Across all of these security operations,
the Joint Force remains ready with military options if called upon.

BALANCING GLOBAL STRATEGIC RISK

The global security environment is as fluid and complex as we have ever seen.
We are being challenged in pockets throughout the world by a diverse set of actors—
resurgent and rising powers, failing states, and aggressive ideologies. Power in the
international system is shifting below and beyond the Nation-state. At the same
time, the balance between our security demands and available resources has rarely
been more delicate.

The confluence of wide-ranging transitions, enduring and new friction points, and
“wild cards” can seem unsolvable. Yet, understanding the interrelationships be-
tween trends reshaping the security environment offers opportunities to begin to
solve some of the world’s perplexing and prolonged challenges.

In any effort, the military does not do it alone. We must bring to bear every tool
of national power in American’s arsenal. Our distributed networks of allies and
partners are equally indispensable. Together, we can build shared understanding
and develop focused, whole approaches that share the costs of global leadership.
Deepening these hard-won relationships of trust and building the capacity of our
partners will be more vital in the years ahead.

With this context in mind, the Joint Force of the future will require exceptional
agility in how we shape, prepare, and posture. We will seek innovation not only in
technology, but also in leader development, doctrine, organization, and partnerships.
We must be able to rapidly aggregate and disaggregate our formations, throttle up
force and just as quickly, throttle it back.

We will have to be more regionally-focused in our understanding and globally-
networked in our approaches. We will be adaptable to combatant commander prior-
ities to prevent conflict, shape the strategic environment, and—when necessary—
win decisively.

Importantly, we will have to balance these competing strategic objectives in the
context of a resource-constrained environment. We must be frank about the limits
of what the Joint Force can achieve, how quickly, for how long, and with what risk.

Accordingly, we will need to challenge assumptions and align ambitions to match
our combined abilities. Our force’s greatest value to the Nation is as much unreal-
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ized as realized. We need to calibrate our use of military power to where it is most
able and appropriate to advance our national interests. Our recent wars have re-
minded us that our military serves the Nation best when it is synchronized with
other elements of national power and integrated with our partners.

BALANCING THE FORCE

As part of an historic shift to the future, the institution is fundamentally re-exam-
ining itself to preserve military strength in the face of the changing security envi-
ronment and declining resources. Here are five ways in which we are working to
make sure the Joint Force remains properly balanced over time:

Resource Allocation

We are resetting how we allocate our budget among manpower, operations, train-
ing, maintenance, and modernization. Disproportionate growth in the cost per serv-
icemember is overburdening our manpower account and threatening to erode com-
bat power. We have to bring those costs back into balance with our other sacred
obligations to the Nation.

The President’s fiscal year 2015 budget request, importantly, reflects the needed
personnel reductions, institutional streamlining, and administrative changes that
better reflect our military’s more limited resources. We will keep driving towards
becoming more steel-plated on all fronts—shedding waste, redundancy, and super-
fluity in our organizations and processes. We are rebalancing our tooth-to-tail ratio
by shrinking the Department’s headquarters, overhead, and overseas infrastructure
costs. We are taking steps to improve our acquisitions enterprise. We will make the
tough choices on force structure.

We will never end our campaign to find every way to become more effective. Yet,
we have already seen that not every effort generates the savings we need as fast
as we need them. Some proposals to shed excess infrastructure have not gained the
support of Congress, most notably our calls for a Base Realignment and Closure
round and requests to retire legacy weapons systems we no longer need or afford.

Getting our personnel costs in balance is a strategic imperative. We can no longer
put off rebalancing our military compensation systems. Otherwise we are forced into
disproportionate cuts to readiness and modernization. We price ourselves out of the
ability to defend the Nation.

We must work together to modernize and optimize our compensation package to
fairly compensate our men and women for their service. We should provide the op-
tions and flexibility that they prefer and shift funds from undervalued services to
the more highly valued benefits, as we reduce our outlays.

We need to slow the rate of growth in our three highest-cost areas: basic pay,
health care, and housing allowances. The Joint Chiefs, our senior enlisted leaders,
and I also strongly recommend grandfathering any future proposed changes to mili-
tary retirement, and we will continue to place a premium on efforts that support
wounded warriors and mental health.

To that end, I look forward to working in partnership with Congress and the
American people on a sensible approach that addresses the growing imbalances in
our accounts, enables us to recruit and retain America’s best, and puts the All-Vol-
unteer Force on a viable path for the future.

We should tackle this in a comprehensive package of reforms. Piecemeal changes
are a surefire way to fray the trust and confidence of our troops. They want—and
they deserve—predictability.

Geographic Shift

The United States remains a global power and our military is globally engaged.
While we transition from the wars of the past decade, we are focusing on an evolv-
ing range of challenges and opportunities. Our military will continue to have deep
security ties in the Middle East and globally. We are—of necessity—continuing the
rebalance to the Asia Pacific as part of our government’s larger priority effort to-
wards the future stability and growth of that region.

Broadly, this geographic rebalance recognizes where the future demographic, eco-
nomic, and security trends are moving. In a sense, it is “skating to where the puck
is going,” as hockey great Wayne Gretzky used to say. As such, we are—over time—
investing more bandwidth in our relationships in the Asia Pacific, engaging more
at every level, and shifting assets to the region, to include our best human capital
and equipment.

Europe remains a central pillar to our national security and prosperity. Our
NATO alliance has responded to security challenges in Afghanistan, Africa, and the
Middle East. The most successful and durable alliance in history, NATO transcends
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partnership because common values underpin our 65-year-old alliance. Going for-
ward, we will all benefit from the security NATO provides.

Preparing across the Spectrum

Our force is coming out of more than a decade of focusing primarily on one par-
ticular kind of fight centered on the Middle East. As a result, we have become the
finest counterinsurgency force in the world.

Current and future security challenges mandate that we broaden our approach.
Across the Services, we are resetting how we apply our training bandwidth and how
we develop leaders to account for conflict across the spectrum. This includes those
critical conventional areas that—by necessity—were deemphasized over the past
decade.

We are also pluralizing our partnerships with other agencies and nations. With
the global terrorism threat specifically, we are rebalancing our emphasis towards
building or enabling our partners, while retaining the capability to take direct ac-
tion ourselves.

Remaining the security partner of choice increases our Nation’s collective ability
to safeguard common interests and support greater stability in weaker areas of the
world. Improving partner capability and capacity in a targeted way is an important
compon;nt of our military strategy, especially as our resources become more con-
strained.

Force Distribution

In keeping with the evolving strategic landscape, our force posture must also
evolve. As we emerge from the major campaigns of the last decade, we are devel-
oping new approaches across and within commands in the way we assign, allocate,
and apportion forces inside a broader interagency construct.

We are determining how much of the force should be forward-stationed, how much
should be rotational, and how much should be surge ready in the homeland. Base-
lining forces in each combatant command will allow us to predictably engage with
and assure partners and deter adversaries. Baseline does not mean equal resources.
We seek instead a force distribution appropriately weighted to our national interests
and threats.

Our military has become more integrated operationally and organizationally
across the Active, Guard, and Reserve, especially over the past decade. We are
working to determine the most effective mix of each of the components to preserve
the strength we have gained as a more seamless force. This too will be different
across the combatant commands. For example, many relationships in Europe—espe-
cially the newest NATO partner nations—benefit from the National Guard-led State
Partnership Program, which is in its 20th year. Relationships such as these will
help us to sustain the capabilities we will require in the years ahead.

Also to strengthen the Joint Force, we are committed to offer everyone in uniform
equal professional opportunities to contribute their talent. Rescinding the Direct
Ground Combat Rule last January has enabled the elimination of gender-based re-
strictions for assignment. The Services are mid-way through reviewing and vali-
dating occupational standards with the aim of integrating women into occupational
fields to the fullest extent over the next 2 years. We are proceeding in a deliberate,
measured way that preserves unit readiness, cohesion, and the quality of the All-
Volunteer Force.

Additionally, as our force draws down, the remarkable generation that carried the
best of our Nation into battle is transitioning home and reintegrating into civilian
life. We will keep working with the Department of Veterans Affairs, other agencies,
and communities across the country to make sure they have access to health care,
quality education opportunities, and meaningful employment. This generation is not
done serving and our efforts to enable them to contribute their strengths should be
viewed as a direct investment in the future of America.

Competence and Character

We are making sure that as the Nation’s Profession of Arms, we remain equally
committed to competence and character throughout our ranks. The pace of the last
decade, frankly, may have resulted in an overemphasis on competence. Those we
serve call for us to be good stewards of the special trust and confidence gifted to
us by our fellow citizens—on and off the battlefield.

Even as—especially as—we take this opportunity to remake our force and its ca-
pabilities, we owe it to the American people and to ourselves to also take an intro-
spective look at whether we are holding true to the bedrock values and standards
of our profession. Historically, the military has done precisely this after coming out
of major periods of conflict.
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The vast majority serve honorably with moral courage and distinction every day.
But sexual assault crimes, failures of leadership and ethics, and lapses of judgment
by a portion of the force are evidence that we must do more—and we are. These
issues have my ongoing and full attention.

It has been and continues to be one of my foremost priorities as Chairman to re-
kindle within the force both its understanding and its resolve as a profession. We
must strengthen the enduring norms and values that define us and continue to be
a source of trust and pride for our Nation.

We are looking at who we are promoting. More importantly, we are looking at
what we are promoting—the standards, the ethos, the essence of professionalism.
We know that we can never let our actions distance us from the American people,
n{)r destroy the message that draws many into the ranks of the military in the first
place.

To that end, we are advancing a constellation of initiatives towards our continued
development as professionals. These include 360 degree reviews, staff assistance and
training visits to senior leadership, and a deeper investment in character develop-
ment and education through the span of service. We are detecting and rooting out
flaws in our command culture and promoting an ethos of accountability across the
ranks. We know we own this challenge and we are committed to meeting it.

BALANCING STRATEGIC CHOICES

Our military’s ability to field a ready, capable force to meet global mission re-
quirements has been placed at risk by layered effects of the operational pace and
converging fiscal factors of recent years.

The funds above sequester levels passed by this Congress in the Bipartisan Budg-
et Agreement allow us to buy back some lost readiness and continue to make re-
sponsible investments in our Nation’s defense. It doesn’t solve every readiness prob-
lem and is no long-term solution to sequestration, but it does give us a measure of
near-term relief and stability.

The Joint Chiefs and I are grateful for Congress’s support of the efforts to return
units to the necessary levels of readiness. It helps us preserve options for the Nation
and ensure that our troops can do what they joined the military to do. Likewise,
we appreciate the dialogue engendered in these chambers to determine the kind of
military the American people need and can afford—the right mix of capabilities and
programs to protect our national interests.

While we have achieved a degree of certainty in our budget for the next 2 years,
we still don’t have a steady, predictable funding stream, nor the flexibility and time
we need to reset the force for the challenges we see ahead.

This tension comes at a time when winning together through jointness has been
at its peak. If we don’t adapt from previous approaches toward a sounder way to
steward our Nation’s defense, we risk ending up with the wrong force at the wrong
time.

The President’s fiscal year 2015 budget request represents a balanced, respon-
sible, and realistic way forward. It leads to a Joint Force that is global, networked,
and provides options for the Nation. It helps us rebuild readiness in areas that
were—by necessity—deemphasized over the past decade, while retaining capacity
and capability. It supports the reset and replacement of battle-damaged equipment
and helps us meet future needs by balancing force structure, readiness, and mod-
ernization priorities. It invests in missile defense and in modernizing the nuclear
enterprise. It allows us to advantage intelligence, surveillance, and reconnaissance,
?pecial Operations Forces, and cyber, while making adjustments to the conventional
orce.

To be clear, we do assume higher risks in some areas under the fiscal year 2015
proposal, but this budget helps us to remain the world’s finest military—modern,
capable, and ready, even while transitioning to a smaller force over time. If seques-
ter-level cuts return in 2016, the risks will grow, and the options we can provide
the Nation will shrink.

The Joint Chiefs and I remain committed to making the tough choices—carefully
informed—that preserve our ability to protect our Nation from coercion and defend
the American people. Our sacred obligation is to make sure our men and women
are never sent into a fair fight. That means we must make sure they are the best
led, best trained, and best equipped in the world.

But, we need help from our elected leaders to rebalance the force in the ways I
have described. This includes, importantly, making the financially prudent, strategi-
cally informed reductions we need.

The opportunity is ours in the months ahead to carry the hard-earned lessons
learned of our Nation’s wars into the context of today, to set the conditions to pre-
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pare the force to address the challenges of tomorrow, and to sustain and support
our dedicated men and women in uniform and their families. I look forward to seiz-
ing these opportunities together.

Thank you for your enduring support.

Chairman LEVIN. Thank you very much, General Dempsey.

Secretary Hale, thank you. Thank you for your service. We all
feel that the comments you just heard from your bosses are very
appropriate.

We are going to have a 7-minute round for our first round. We
are all going to have to stick to the 7 minutes if we are all going
get our time in by a quarter to 1 or 1 o’clock. I think we can do
it.

We have a series of stacked votes starting at 11:45 a.m. We are
going to have to work through those votes with some of us leaving,
coming back, and so forth. We are used to managing that kind of
situation, but it may be a little trickier than usual this morning.
If we all stick to our 7 minutes, I think we can do it.

Your statements, of course, will be made part of the record.

Let me ask you, General Dempsey. The 2015 budget request in-
cludes, as you both have mentioned, numerous personnel-related
proposals which are intended to slow the growth of personnel costs.
You have mentioned pay raises below rate of inflation, a 1-year pay
freeze for general and flag officers, a reduction in the growth of the
housing allowance, phased reduction in the subsidies for military
commissaries, a series of changes to the TRICARE program, and,
of course, a reduction in the end strength of the Army particularly.

Secretary Hagel mentioned that the savings achieved by these
proposals would be used to invest in modernization and readiness.

Do the Joint Chiefs, including the Chief of the National Guard
Bureau, agree to these personnel-related changes?

General DEMPSEY. Yes, Mr. Chairman. We spent about a year
working comprehensively to come up with that package.

Chairman LEVIN. Thank you.

General DEMPSEY. I just want to mention one other thing. Our
goal here was to do this in a way that we could articulate our pur-
pose to the force, which is, in fact, to put the money back into the
Services so they can apply it to their readiness accounts, but also
we wanted to do it once. One of the things that the members of the
Armed Forces in the field suggest is whatever we have to do, let
us do it once. Let us not do this every year.

Chairman LEVIN. Thank you.

If Congress rejects those proposals, is it not true that we would
have to find approximately $31 billion that those proposals provide
for readiness and modernization and we would have to find that
$31 billion if we restored those cuts somewhere else in the budget?
Is that true, Secretary Hagel?

Secretary HAGEL. Unless the Comptroller has any other opinion
on this, it is true, and we tried to articulate that in the statements.

Chairman LEVIN. Now, I want you to talk about the Opportunity,
Growth, and Security Initiative. This is a $26 billion add to the
caps that are in law, and it requires congressional action.

Do you both believe that the budget that you are requesting
today, if approved by Congress without that additional $26 billion
in fiscal year 2015, would enable our military forces to fulfill its as-
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signed missions to meet our national security strategy? So, first, if
we do not add the $26 billion, can we carry out the missions need-
ed to achieve that strategy?

Secretary HAGEL. We can fulfill our national security missions,
but it will come at higher risks.

Chairman LEVIN. Is it an acceptable risk? Is it a risk you can
manage, to use the kind of terminology which you used here this
morning?

Secretary HAGEL. We lay out those risks, Mr. Chairman, as to
what we would have to do, and they are pretty specific. You men-
tioned some of them in your statement.

Chairman LEVIN. How soon then will you be providing us with
a specific list, item by item, of what would be funded with the addi-
tional $26 billion, if you were to get it?

Secretary HAGEL. We have now a general breakdown because 1
asked the Chiefs, with the Chairman, to give me their list of how
they would use that money. We have some pretty good indications
now and we provide that. I do not know if you want the Comp-
troller to get into that.

Mr. HALE. We will have it next week, the line item detail on the
Opportunity, Growth, and Security Initiative.

Secretary HAGEL. But, Mr. Chairman, I would just add the bulk
of that goes to, I think you know, modernization and readiness.
Then I think the last 10 percent of whatever you break it out, in
general 100 percent of the $26 billion, would be to try to recapture
a lot of the deferred maintenance over the last 2 or 3 years. But
it is readiness and modernization.

Chairman LEVIN. But we will get the detailed list in a week.

Secretary HAGEL. Yes.

Chairman LEVIN. The FYDP assumes that the statutory caps are
going to be modified and that DOD will receive $115 billion above
sequestration levels for the 4 fiscal years after fiscal year 2015.

DOD told us and the public that if it gets that extra money, it
would be able to retain 11 carriers, an Army Active end strength
of 440,000 or 450,000, and an Army National Guard end strength
of 335,000. However, the budget documents that were submitted by
DOD include the $115 billion in the FYDP but still provide for only
10 carriers, an Active end strength in the Army of 420,000, and a
National Guard strength of 315,000, instead of what your state-
ments have been. With that additional FYDP money those num-
bers would be higher.

If you plan to spend the extra $115 billion in that FYDP, as you
request, to maintain the 11 carriers and a higher end strength for
the Active Army and Army National Guard, why is that not re-
flected in the budget documents?

Secretary HAGEL. The simple direct answer to the question, then
if the Comptroller wants to go any deeper, the specific areas that
you mentioned, which would be the 11th carrier and the force pos-
ture issue, is that we have some time to make those decisions
based on knowing with some certainty what kind of resources we
are going to have.

Chairman LEVIN. But you said publicly that those——

Secretary HAGEL. We have also said publicly in a letter, I think
yesterday, and the Comptroller talked about it in some of these
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briefings. We lay this out, by the way, in our follow-up documenta-
tion too.

To answer your question, the specific reason is that we would
then have to come back and make a decision planning for the
worst, planning for the reality of the law, which is sequestration.
But if that top line $115 billion would be funded, then we would
be able to have the 440,000 to 450,000 Active end strength and the
11th carrier because these are commitments that have to be made
in the longer-term.

Chairman LEVIN. Your documents that we are going to get into
relative to the FYDP show that the carriers would be retained at
11. Will they show the end strength would be kept at 440,000 or
450,000 for the Army? Will they show the 335,000 for the Guard
or not?

Mr. HALE. No. They will show 420,000 and 10 carriers.

Chairman LEVIN. There is a problem.

Secretary HAGEL. No. I did not say the budget would reflect that.
In explanation, I sent letters out yesterday or maybe it was earlier
in the week, to the Chiefs also noting all this for the record. There
is an explanation of why we are doing what we are doing to give
our Services the time they are going to need to adjust to this. You
have an air wing that would come with a carrier. You have people.
These are longer-term obligations. If we do not believe we are going
to have the resources, Mr. Chairman, then we are not going to be
able to——

Chairman LEVIN. I think there is a disconnect between the public
comments and the budget documents, but I will leave it at that be-
cause my time is up.

Senator Inhofe.

Senator INHOFE. Mr. Chairman or Secretary Hagel, the QDR
that came out today spends a lot of time explaining the risks asso-
ciated with it. You know I applaud your decision to discuss risk be-
cause very often they do not since risk means lives, and I think we
all understand that. I think it discusses risk so much because this
administration has put our national security at more risk than I
have seen in the years that I have been here.

The DNI, James Clapper, agrees. He said on February 12, “look-
ing back over my now more than a half century in intelligence, I
have not experienced a time when we have been beset by more cri-
ses and threats around the globe.” Despite the fact that the world
is becoming more dangerous, this risk is growing as a direct result
of a dismantling of our defense over the last 5 years.

Admiral Winnefeld told this committee, “there could be, for the
first time in my career, instances where we may be asked to re-
spond to a crisis and we will have to say that we cannot.”

General Dempsey, I appreciate your assessment backing the
QDR and I could not agree with you more when you said, “when
we commit America’s sons and daughters into combat, we must en-
sure that they are the best-trained, best-equipped, and best-led
fighting force on the planet.” Unfortunately, that is not a certainty
anymore when you said in the QDR that our aging combat systems
are increasingly vulnerable against adversaries who are modern-
izing and you discuss factors that diminish our present military ad-
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vantage and complicate our ability to meet the ambitious strategic
objectives.

“The loss in the depth across the force could reduce our ability
that intimidates opponents from escalating in conflict.” I think that
means that we will have more events like Ukraine.

I was in Georgia right before the Winter Olympics, and of course,
Georgia goes right up into the area that Russia has confiscated
from Georgia, about 20 percent, goes right up to where the Winter
Olympics were. The leaders in Georgia were predicting there that
the same thing that was happening in Ukraine was going to hap-
pen there. So I see that this is serious.

If you look at the last two bars of the chart over here on this
side, it shows that the entitlement benefits are going up again in
this fiscal year that we are talking about now, and defense is going
down at the same time. So the trend line, as I said in my opening
statement, is going in the wrong direction.

[The information referred to follows:]

Senator INHOFE. Do either one of you want to comment on the
continued advisability of increasing the entitlement programs as
opposed to defense?

Secretary HAGEL. Senator Inhofe, my job is the DOD budget, and
that is what I am focused on. I have presented the reality of the
budget

Senator INHOFE. Okay, I understand that because you are given
that and then you are doing the best you can, as is General
Dempsey, within the confines of the budget that you had to work
with. Is that what you feel?
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Secretary HAGEL. Let us start with the fact that we are confined
by budget caps. That is the reality. It is the budget cap that Con-
gress agreed to that confines me, and I start from there.

Senator INHOFE. That is fine. What I am talking about here,
though, Mr. Secretary, is if that is advisable whether it has budget
caps or not?

But rather than to get into that in this limited time, I want to
get into a couple of other things because it goes beyond just the en-
titlement reform I referred to. Yes, that is very real up here.

I have a Congressional Research Service report that shows, and
I have been working on this for quite some time, that in the last
5 years, between 2009 and 2014, the President has spent $120 bil-
lion on the environmental agenda, mostly global warming, climate,
and that type of thing. I did a little bit of math. We were talking
about the crisis we are in, and I have quoted so many people here
from the Intelligence Community and from the defense community
saying that this is a really serious crisis that we are in.

In that respect, if you were just to take the amount that was not
authorized by Congress, and I am talking about the environmental
agenda, you could actually buy 1,400 F-35s. I think people need to
understand that there is a price we are paying for all these agen-
das that have been rejected by Congress.

I applaud your honesty, and the American people do also, I
think, Secretary Hagel, when you said “American dominance on the
seas, in the skies, and in space can no longer be taken for granted.”

We heard from General Odierno. He said such reductions “will
not allow us to execute the 2012 Defense Strategic Guidance (DSG)
and will make it very difficult to conduct even one sustained major
combat operation.”

General Dempsey, you said “we are putting our military on a
path where the force is so degraded and so unready that it would
be immoral to use force.”

General Amos said “we will have fewer forces arriving, less
trained, arriving later to the fight.” This is a formula for more
American casualties. We are talking about American casualties,
yes. That is how risk fits into this.

Under Secretary Frank Kendall said on January 3, “we are cut-
ting our budget substantially while some of the people we worry
about are going in the opposite direction.” We have 20 years since
the end of the Cold War and a presumption that we are techno-
logically superior, militarily. I do not think that is a safe assump-
tion anymore.

We have another chart that is over here. It is just a reminder.
I put one of these at the place of each member. It talks about the
cuts and the fact that defense consumes 16 percent, down from last
year, of the total budget and yet is responsible, on the top of that
chart, for 50 percent of the cuts. We have talked about it several
times during the course of this presentation. We are alleviating
some $26 billion to help the military, at the same time it is being
held hostage because there is another more than $30 billion that
will be given the same relief to the domestic side.

[The chart referred to follows:]
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Senator INHOFE. That is my 7 minutes. Is that fair?

Secretary HAGEL. Is your question, is it fair?

Senator INHOFE. That is my question.

Secretary HAGEL. Like I said, Senator, I have the responsibility
for this budget. Every item you listed on your inventory of risks
and problems, which we, I think, generally agree with, as we all
do here. As you have noted, the group that has made the comments
that you quoted, all accurate, is why we have come back up with
an additional $26 billion request. That is why the President of the
United States has asked for an additional $115 billion over the
caps over the next 5 years.

Senator INHOFE. Yes, but it is still disproportionate, domestic
versus military. When I say this, I know you folks are given a
budget. You are given caps, and you have to operate within those.
To the American people, this does not look very realistic. I just
think it needs to get in the record and articulated as to why we
are in the situation we are in right now.

Secretary HAGEL. The Office of Management and Budget Director
is making a presentation this morning about the entire budget, and
that probably would be the appropriate person to ask the question.

Senator INHOFE. That is good.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you, Senator Inhofe.

Senator Reed.

Senator REED. Thank you very much, Mr. Chairman.

I first want to begin by thanking Secretary Hale for his distin-
guished service. Mr. Secretary and General Dempsey, thank you
for your service.

General Dempsey, when you were looking at the force structure,
can you give us an idea of the assumptions and risks that you con-
templated? Does this preclude us from a full spectrum of operations
to do the force structure that you are operating under now or pro-
posing to operate under?

General DEMPSEY. At some level, Senator, those are two very dif-
ferent questions. The way we size the force is against what we be-
lieve to be an optimum amount of forward presence, rotational
presence, and surge capability from the Homeland, and against
combatant commander war plans. When we laid out this force
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against those activities, at the request of this committee, I might
remind us, you asked us for many sessions to find that place where
we think the risk becomes too high, and we see that. We can see
that point, and it is called sequestration.

The force we have in this budget can meet the requirements of
the DSG, which was the foundational document on which the QDR
was developed. I think that as we have a discussion about what
this force can do in that context, as I said, there is higher risk in
certain areas. One of those is the conventional fights and particu-
larly land forces will take longer to generate. But that is a much
longer conversation.

The short answer to your question is, yes, we have done that
analysis.

Senator REED. Let me just follow up with a quick question with
respect to land forces. Because you have to operate on a notion of
a rapid deployment of initial forces, then the follow-on forces, the
ratio between your Active Force and your Reserve components is
based upon the fact that you have to generate forces fairly quickly
and have sufficient Active Forces to get to the point where Reserve
Forces cannot only be mobilized but effectively integrated and
trained. Is that the concept that you——

General DEMPSEY. It is, Senator. This is about balancing the
force such that we have a portion of it readily and immediately
available. One of the other assertions in the QDR and elsewhere
is that conflict will generally occur faster, in more unpredictable
ways, and with higher degrees of technology. We have to make sure
we balance the Active component to be the first responder and then
rely upon the Reserves beyond that.

Senator REED. Thank you, General.

Mr. Secretary, Senator Inhofe brought up a very fundamental
issue we are struggling with broadly, and that is, the commitments
we have made, particularly to future generations, and the re-
sources we have available for not only the military but for edu-
cation and for current investment. There is not a precise compari-
son but an analogy to your proposal with respect to some of the
health care programs in the military, and some of the quality of life
issues because you are battling a similar dynamic. Of course, let
us recognize from the beginning these are all earned benefits
through sacrifice and service to the Nation.

But if we do not accept or somehow accommodate your sugges-
tions, the effect will be that you will have fewer resources for Ac-
tive Forces who have to go in harm’s way. It affects their training.
It affects the platforms that they use. It affects everything. That
is the fundamental tradeoff that you are trying to negotiate at this
moment. Is that fair?

Secretary HAGEL. Senator, it is fair, and it is part of the overall
scope of the balance. I think any strategy, any perspective on not
just short-term but more importantly the long-term responsibilities
have to include the balance that the Chairman talked about, which
we spent a lot of time on.

I noted it in my statement your specific point about preparing
our forces. It would be the most irresponsible act of a commander
in chief or a secretary of defense or any leader to send men and
women into war not prepared, not equipped, not best-led, not best-
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trained. That is part of the balance. So we have to ensure that that
will continue. We have that today, but there is no assurance we are
going to continue to have it. As a matter of fact, we will see deg-
radation of that. But at the same time, the fair compensation as
you say, earned pay, earned compensation, and earned benefits,
has to be balanced as well.

We think we have come up with a pretty reasonable balance. It
is subject to questions. It should be. We should probe this. There
might be better ways to do it. But as I noted in my statement, bal-
ance was a very significant part of how we came at this.

Senator REED. Let me ask General Dempsey. In your develop-
ment, along with your colleagues, of these proposals with respect
to the issue of existing benefits going forward, you, I presume, have
had a dialogue with not only the Active Duty personnel but the re-
tired forces? Are they the equity holders? You have talked to them
about these issues.

Do you feel as if you have done an effective job of explaining this
to them? Have they responded in terms of recognition of these
issues and a sense if we do this once and we do it right, it is appro-
priate and acceptable?

General DEMPSEY. I cannot guarantee that there will be uni-
versal acclamation of this proposal. I will tell you that my senior
enlisted advisor, Sergeant Major Bryan Battaglia, is sitting behind
me. We have had the senior enlisted of each Service involved
throughout the process. We have also reached out to the veterans
support organizations and military support organizations. Some of
them acknowledge certain parts of it. I do not know that any of
them acknowledge all of it, but we have done our best.

Senator REED. I presume that is going to be a continuing dia-
logue?

General DEMPSEY. It must be. That is right.

Senator REED. Because they have not only an interest here, but
they have the credibility and legitimacy to be integral parts of
whatever we do.

General DEMPSEY. Right.

Senator REED. That is recognized by you and the Secretary, I
presume.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you so much, Senator Reed.

Senator McCain.

Senator MCCAIN. Thank you, Mr. Chairman.

Thank you, Mr. Secretary, General Dempsey, and thank you,
Secretary Hale, for your outstanding service.

Mr. Secretary, you come here with a budget today, and I very
much appreciate your comments that you are doing your best
under the budget constraints that you are forced to abide by. Cer-
tainly some of the challenges you face have been bred by sequestra-
tion, as Senator Inhofe pointed out.

But I do not think it is in dispute, is it, that this budget will give
us the smallest Army since prior to World War II, the smallest
Navy since sometime after World War I, and the smallest Air Force
in that period of time? Admittedly, more capable, but certainly the
smallest. Would you agree with that?
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Secretary HAGEL. Yes, Senator, if you look at just the straight
numbers, but there is more to it than that. It is capability.

Senator MCCAIN. I am sure there is much more to it. There is
also a thing such as presence and others. But those are not disput-
able.

I must say, Mr. Secretary, your timing is exquisite. You are com-
ing over here with a budget that we agree on, at least on the num-
bers, at a time when the world is probably more unsettled than it
has been since the end of World War II. The invasion of Crimea,
Geneva II collapse, Iran negotiations stalled, the South China Sea,
China more and more aggressive, North Korea fired missiles in the
last few days, Syria has now turned into a regional conflict, and
the list goes on. Today or yesterday, China announced its biggest
rise in military spending in 3 years. On Wednesday, they increased
their defense budget by 12.2 percent.

I am sure that she was appropriately disciplined, but apparently
Katrina McFarland, the Assistant Secretary of Defense for Acquisi-
tion, told a Washington, DC, crowd today, “right now the pivot is
being looked at again because, candidly, it cannot happen.” Then
she later, obviously, was disciplined and retracted those remarks.

You come here with a budget that constrains us in a way which
is unprecedented since previous times is my point, Mr. Secretary.
There are unnamed quotes out of DOD: no more land wars. That
is why we are reducing our forces to the degree we are. We have
seen that movie before, Mr. Secretary. In fact, you and I have. We
saw it after World War II, and we were not prepared for Korea. We
saw it after Korea, and we were not ready for Vietnam. After Viet-
nam, we had a Chief of Staff of the Army who came over here and
told this committee we had a hollow Army. Now we are going
through the same, ignoring the lessons of history again. It is really
a shame.

Which brings me to Crimea. It is widely reported in the media
today that our intelligence sources did not predict that the Russian
invasion would take place. Was that true with your intelligence
sources as well?

Secretary HAGEL. I am not going to get into intelligence matters
here in an open hearing, Senator.

Senator MCCAIN. I am not asking for intelligence matters. I just
want to know whether you were made aware of this threat that
was going to take place. I do not know how classified that would
be.

Secretary HAGEL. Senator, as I noted, I was at NATO last week,
and there was a NATO-Ukraine commission meeting. Early last
week, we were made well aware of this threat.

Senator MCCAIN. So despite all the media reports, our intel-
ligence sources predicted that Lavrov would invade Crimea.

Secretary HAGEL. As I said, I will not get into the specifics in an
open hearing. But if you would like a briefing to your staff on the
specifics of your question

Senator MCcCAIN. How about commenting on news reports that
say that?

Secretary HAGEL. News reports are news reports, but that is not
real intelligence.
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Senator MCCAIN. In other words, the fact is, Mr. Secretary, it
was not predicted by our Intelligence Community and that has al-
ready been well known, which is another massive failure because
of our total misreading of the Vladimir Putin intentions.

Secretary HAGEL. Senator, I said that we were

Senator MCCAIN. Let me finish my statement, please. Mr. Putin
was not going to see Sevastopol go into hands of a government that
was not his client. That is just a fact.

Now, please, go ahead.

Secretary HAGEL. I said that early last week, we were well aware
of the threats. When I was in NATO, there was a meeting specifi-
cally about the threat with the NATO-Ukraine commission. I have
been speaking over the past couple of weeks, more than that, to
Ukraine defense ministers. The two I spoke to are now gone. So
this was not sudden or new that we did not know what was going
on.
Senator MCCAIN. The President and the Secretary of State have
said this is not old East-West. This is not Cold War rhetoric. Do
you agree with that statement, when Mr. Putin denies that there
are troops in Russia, when Mr. Lavrov says today that they cannot
withdraw Russian troops because there are no Russian troops in
Crimea? Does that have some echoes to you of Cold War?

Secretary HAGEL. I think Secretary Kerry addressed this pretty
clearly in his comments specifically about your point about no evi-
dence, no credible

Senator MCCAIN. I was asking for your view, sir.

Secretary HAGEL. I agree with Secretary Kerry.

Senator MCCAIN. Which is?

Secretary HAGEL. He laid it all out about we do not accept any-
thing that President Putin said as fact about why they had to pro-
tect the so-called ethnic minority in Crimea and the other reasons
that the Russians have laid out as to why they took the action they
did. I thought Secretary Kerry did a good job of directing his com-
ments to President Putin’s remarks. I agree with what Secretary
Kerry said.

Senator MCcCAIN. I thank you, Mr. Chairman.

Chairman LEVIN. Thank you very much, Senator McCain.

Senator Manchin.

Senator MANCHIN. First of all, I want to thank you, all of you,
for your service and, Mr. Secretary, for making a valid effort of put-
ting a budget together that was done exactly the way it was asked
to be done. What would the new DOD look like and why should it
look differently than what it does today? I think you did that. We
have to see now if we can all work within the recommendations
that you put forth. Thank you for that.

As far as DOD being under extreme budgetary pressures to do
more with less, we understand that, but they have always risen to
that occasion and I expect the same will be done.

First, Secretary Hagel, I appreciate those efforts. The defense
budget review highlights a number of areas, such as the foreign
cost savings. I am concerned about the plans for the 2016 fiscal
year and beyond. They appear to pay little credence to the realities
of sequestration. I hope that sequestration is going to go away, and
I know you talked about that briefly. If it does not, are you asking
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and do you need that flexibility that was not in the previous se-
questration?

Secretary HAGEL. Thank you, Senator. We do need that, as I
have noted in my opening remarks, and I go into much greater de-
tail in my written statement.

I would just add one other thing. I appreciate your comments
about trying to prioritize budgets. Governors probably know more
about this than anyone, so thank you.

Senator MANCHIN. General Dempsey, I have had a concern about
Afghanistan since I arrived here 3 years ago. I am not of the belief
that 10,000 troops being left in Afghanistan will change the direc-
tion. I have always said if money or military might would have
changed that part of the world, we would have done it by now.

But knowing where we are with Karzai now, knowing the un-
known as far as the elections coming up, however long that may
be, ratification or direction we are going, do you truly have a plan
for pulling out of Afghanistan? I know it has been said, and the
President has given the order to move in that direction. Are we
moving in that direction? From that standpoint, what will happen
with Bagram Air Force Base?

General DEMPSEY. If I could, Senator, first I just want to speak
briefly if we go back to sequestration in 2016, and if that means
we need more flexibility. Absolutely, but flexibility alone will not
answer any problems.

Senator MANCHIN. Okay. The only thing I know is the draconian
way it was being administered was not fair to anybody.

General DEMPSEY. No, no. That is absolutely right. But the depth
of it is a problem.

Senator MANCHIN. I understand that.

General DEMPSEY. On Afghanistan, we are there as part of a
NATO mission, and I always remind us of that. They have a plan
called Resolute Support for 2015 and beyond that accomplishes
train, advise, assist, ministerial development, and so forth. The
NATO plan calls for 8,000 to 12,000, and that is our recommenda-
tion at this point. That includes a regional approach, the hub in
Kabul Bagram, and then a modest presence in the four corners of
the country, in particular, because during this period, after their
election, there will be a period of even greater instability, if that
is possible, and we think it prudent to do that.

In the meantime, we have had this challenge of getting the Bilat-
eral Security Agreement (BSA) and have been directed to make
other plans. So we have options between roughly 10,000 and 0, and
those options are being refined because every day that goes by,
some of them become either more or less likely. In the meantime,
our retrograde activities are ongoing. Those will not be a limiting
factor or in any way box in our elected officials from making a deci-
sion. Retrograde is on path.

To your question on Bagram, I think if we were to considerably
shrink our presence in Afghanistan, Bagram would be a key node
in that force structure, whatever size it becomes.

Senator MANCHIN. Secretary Hagel, I met with Lieutenant Gen-
eral John Campbell last week concerning the repositioning of the
Army as the budget was put forth. My concern was with the Na-
tional Guard. Again as a former Governor, the Guard is very cru-
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cial to all of our States, but it is also crucial to the backup in de-
fense. It is not the Guard that we knew growing up. It is a dif-
ferent Guard today.

With that being said, I just feel the Guard can be used in a much
more cost-saving and efficient manner, not having the full cost of
a full-time military but a backup, if needed, to bring forward rather
than downsizing the Guard. I think both of them were rec-
ommended as a reduction.

Secretary HAGEL. Senator, both were recommended for some re-
ductions, although the recommendations we made for the Guard
and Reserve were significantly less than the Active-Duty Force.
But start with this. The importance and the relevance of the Guard
and Reserve will continue. There is no question about that, espe-
cially with the accomplishments and what they have achieved over
the last 13 years. As you noted, the Guard today is a different
Guard, and we do not want to lose that, absolutely. But their mis-
sion is different than the Active Duty.

It goes back to the question that Senator Reed asked me about
balance. We have tried to balance this, Senator, with all the forces.
What are we going to need? How are we going to best merge and
value-add all of our forces together? The Guard and Reserve are a
critical component of that.

Senator MANCHIN. My time is running out.

The amount of private contractors that we have are mostly ex-
military anyway, but at a much higher cost. I have been very crit-
ical about the amount of money and effort that we put forth on con-
tractors and it should be back into our military. I know you are all
looking at the long-term legacy costs also, but I believe as a Nation
we are much stronger with those people in uniform than we are
with the contractors that we are using. I know you all believe that.

The Senators that helped, and I cannot, for the life of me, under-
stand why I had so much opposition trying to reduce the capital on
contractor salaries. We thought maybe the same as the Vice Presi-
dent’s salary might be adequate enough at $230,000, but others
still believe it needs to be around $500,000.

Secretary HAGEL. I think, first, the directive that we received
from Congress on this that came out of this committee has been
very clear. I think we have made very significant progress. We are
not where we need to be yet, but we are making tremendous
progress bringing that element of our workforce down with controls
and restrictions. We have it. We are doing it. Thank you.

Senator MANCHIN. I appreciate it. Thank you all again for your
service. I appreciate it very much.

My time is up.

Chairman LEVIN. Thank you, Senator Manchin.

Senator Chambliss.

Senator CHAMBLISS. Thank you, Mr. Chairman.

General Dempsey, the Joint Surveillance and Target Attack
Radar System (JSTARS) Airborne Intelligence, Surveillance, Re-
connaissance and Command and Control Battle Management plat-
form provides theater commanders, as you well know, with vital
ground surveillance to support targeting and attack positions. The
Air Force Chief of Staff, General Welsh, has made it very clear that
the Air Force’s top three acquisition priorities are the F-35, the
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KC—46, and the long-range strike bomber. But right behind that is
the replacement of JSTARS as a top priority.

Now, the budget proposal calls for a 40 percent reduction in
JSTARS presumably to fund the acquisition of a replacement plat-
form. Can we meet battle management command, and control re-
quirements with this proposed reduction, and what is the proposal
to replace this platform?

General DEMPSEY. The proposal to replace it, that is to say, the
next generation of JSTARS capability, is a question I will have to
go back and get with the Chief of Staff of the Air Force.

But I can tell you that you asked the right question. Can we
meet current demands with the current inventory of that platform?
It is very difficult. It is one of our high-demand, low-density plat-
forms. Oftentimes, we are faced with either employing it, for exam-
ple, on the Korean peninsula or in North Africa. Those are the
tradeoffs we make. We try to meet combatant commanders at the
times when they need them the most, but it is hard to maintain
a persistent presence with JSTARS globally. We have other assets
that fill in the gaps, but JSTARS is a very valuable asset.

Senator CHAMBLISS. The proposed replacement is with a business
jet which, frankly, makes sense because that 707 platform was old
when we bought it and it has gotten older over the years. But the
folks under you in the Army break out into big smiles and their
eyes light up when I talk to them about JSTARS in theater. We
simply have no replacement weapons system that I know about,
and the number in the budget is far from adequate to even begin
thinking about replacement.

I know General Welsh’s feeling about this platform. I would just
urge you to let us rethink this and think about what we are going
to do long-term. Does it need to be replaced? I agree with that. I
think it is time. The other options are not that concrete and not
that positive. As you think about that, I look forward to engaging
with you.

Second, in defense of arbitrarily standing down the entire fleet
of the A—10 aircraft, the Air Force has emphasized the A-10’s sole
use, close air support (CAS), discounting its capabilities in combat
search and rescue and forward air control roles. While there are
other assets that can perform the CAS mission, none can do so
with the same maneuverability, loiter time, and targeting capa-
bility. I think it is wishful thinking to believe that pilots of those
other platforms will receive the training necessary to be proficient
in CAS.

I agree it is an old platform, but it has done such a great job in
recent theaters that we have been engaged in. It has been abso-
lutely necessary to have it. Does it not make more sense, as we
phase in the F-35, that that is the point in time in which we phase
out the A-10 rather than just arbitrarily cutting off the A-10? For
example, at Moody Air Force Base in my State, we are going to
take those airplanes out in 2015 and 2016, but we are not sched-
uled to even think about another tranche of F-35s being designated
until about 2022 or 2024. My question is, does it not make more
sense to phase those out as we phase in the F-35?

General DEMPSEY. Senator, I am probably one of the few people
in the room that has actually had an A-10 come to my rescue. You
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do not have to convince me that it has been an extraordinarily val-
uable tool on the battlefield.

What you are seeing play out here is some of the very difficult
budget decisions we have to make. In the Air Force, the Chief of
Staff is trying to reduce the number of airframes so that the logis-
tics and infrastructure tail are more affordable. In the Army, I am
sure at some point we are going to have a conversation about going
from seven different rotary wing platforms down to four. It is the
kind of decision we have to make with the current budget pressure.
I do support both the Chief of Staff of the Air Force and the Chief
of Staff of the Army on their decisions.

Senator CHAMBLISS. Secretary Hagel, an issue that always raises
concerns with military families is our commissaries. They are a
core benefit. They contribute greatly to recruitment and retention,
even though I am one of those who thinks that you may get just
as good a deal at some other retail outlets around the country that
may not be as accessible. The price may be better if you listen to
Senator Coburn, particularly. But you are going to be reducing the
$1.4 billion subsidy we pay by $1 billion over 3 years. At the same
time, you are going to encourage the commissaries to act more like
a business. It makes sense. I agree with that.

But we also have a study that is going to be forthcoming in the
early part of 2015 relative to commissaries. Senator Warner and I
introduced a bill yesterday to leave the level of funding in place
until that study comes back. Does it not make more sense to see
what that study recommends, which may recommend the elimi-
nation of commissaries? I do not know what they may recommend.
But does it not make more sense to see what that study says before
we go about reducing the subsidy in a significant way?

Secretary HAGEL. Senator, are you referring to the Military Com-
pensation and Retirement Modernization Commission (MCRMC)
that is looking at all this?

Senator CHAMBLISS. Yes.

Secretary HAGEL. That is an important question, and we did look
at that issue. We did not come forward with retirement suggestions
gr Iifcommendations based on waiting until the commission comes

ack.

The other pay and compensation issues that we did come with
recommendations, commissaries being one of them, it was the feel-
ing of our senior leaders and significant analysis. We knew enough
about where we thought we were going to have to eventually go
with commissaries and some of the other decisions that we made,
that we felt we could make the decision now.

You know we have about 250 commissaries around the world,
and we are exempting all overseas commissaries and remote areas
of the United States. We think that if you phase out that subsidy
over that period of time that we are prescribing, that, not unlike
the way postal exchanges are funded and self-sustained, it makes
sense and very good deals will still be given and should be given
to our service men and women. It was a consideration we made as
part of the overall set of recommendations.

Chairman LEVIN. Thank you, Senator Chambliss.

Senator Hagan.

Senator HAGAN. Thank you, Mr. Chairman.
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Welcome, gentlemen. Thank you for being here.

Before I start with questions, I want to address an issue that I
learned about yesterday. Proposals in this budget would result in
the inactivation of the Air Force’s 440th Airlift Wing from Pope
Airfield at Fort Bragg, NC. With the 440th Airlift Wing inac-
tivated, there would be no Air Force planes stationed at Pope Air-
field. I strongly disagree with this decision, and that would ad-
versely affect the readiness of troops at Fort Bragg.

The 440th provides critical support to the 82nd Airborne Division
and all the other major units that we have at Fort Bragg. This sup-
port includes 23 percent of the total airlift for Fort Bragg’s para-
troopers and training missions. I just wanted to reiterate my strong
disapproval of this recommendation to inactivate the 440th Airlift
Wing.

I want to go to my questions now. Secretary Hagel, last week 1
helped lead a bipartisan group of 51 Members of Congress writing
to you about our concerns over TRICARE’s sudden change in reim-
bursement policy for critical medical tests. As you consider your re-
sponse to that letter, I want you to think about the following two
real examples I want to describe to you. It applies to service-
members, families, and retirees that will be affected by TRICARE’s
decision to stop reimbursement.

Prior to January 1, 2013, an expecting Active Duty military fam-
ily was tested and both were found to be carriers of the cystic fibro-
sis gene. This testing was covered by TRICARE at that time, and
this was prior to January 1. Based on these findings, the delivery
of this couple’s child was moved to a hospital with a neonatal in-
tensive care facility. The baby was born in that setting. They were
able to address a life-threatening complication from cystic fibrosis
immediately.

If these circumstances were to occur today, these same cystic fi-
brosis tests would not be covered by TRICARE, and if not per-
formed, the baby might have been born in an inappropriate deliv-
ery setting. That is the first example.

A military retiree is in remission from leukemia. His civilian
oncologist monitors special blood tests for him every 110 days. This
test is considered the most sensitive test available to track this
type of cancer. His oncologist has told him that he would consider
it malpractice if he did not use this test to monitor and to treat
his cancer. The alternative covered test is more expensive and an
invasive bone marrow biopsy.

Last summer, this individual received a bill for over $1,000 for
the blood test because TRICARE no longer covered it. While ap-
pealing the charge to TRICARE, he learned that the test would
have been covered if it had been ordered through a military treat-
ment facility.

We are showing the dichotomy as to who gets to have TRICARE
cover this test. These tests truly provide useful information to help
physicians determine the best course of treatment for their patients
and are widely considered by the medical community to be the nor-
mal standard of care.

TRICARE needs to move quickly and reverse this decision so
that those who have sacrificed so much for our country are not
forced to pay out-of-pocket or forego these tests altogether.
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Secretary Hagel, I just wanted to give you that background and
ask that you promptly respond back so that we can work together
to fix this problem.

Secretary HAGEL. Of course I will, Senator. I am not aware of the
specifics of what you are talking about. We will take all that. Our
staff will be in touch with your staff this afternoon to get the spe-
cifics and details, and we will find out.

Senator HAGAN. Great. Thank you. That is why I wanted to give
you those two real-life examples of how this really does impact cur-
rent military men and women.

As part of the fiscal year 2015 budget request, DOD is laying out
a number of proposals that would negatively affect military com-
pensation. While I understand the significant fiscal challenges that
DOD faces, we cannot seek to balance the budget on the backs of
our servicemembers. These proposals include a lower pay raise, in-
creased out-of-pocket costs for housing, lower savings at the com-
missaries, and increased TRICARE fees.

General Dempsey, I am particularly concerned about the com-
bined impact of all of these benefit cuts. How do you see these im-
pacting our servicemembers, especially our younger members that
are enlisted with families?

General DEMPSEY. Thank you, Senator. First of all, I mentioned
that we spend every bit of the year working on this package, and
we have any number of programs and data management instru-
ments that can lay out exactly what the impact is. The two cases
we use generally are an E6 at 12 years and a lieutenant colonel
a little bit further in his career, and then we project that out to
the 30-year point. We can certainly provide you that information.
We think that this is a reasonable approach to getting pay, com-
pensation, and health care back in balance.

By the way, it pains me to hear the characterization of balancing
the budget on the backs of our service men and women. This
weighs heavily on all of us. The fact is that manpower costs can
be anywhere from a third to a half of our budget, and we are trying
to find about 10 percent of what we need to balance the budget out
of that account and 90 percent of what we need out of the rest of
the budget. We have been extraordinarily careful not to take some
kind of templated approach to this. It has been very carefully man-
aged.

Senator HAGAN. Thank you for your comments.

Secretary Hagel, has DOD fully considered the potential impact
that these cuts will have to recruitment and retirement? With the
MCRMC set to release their findings in less than a year, does it
make sense to perhaps make such across-the-board cuts before we
actually see the results of that report?

Secretary HAGEL. Senator, as I answered Senator Chambliss’
question on this, we did take into consideration all these different
scenarios and possibilities. I think Chairman Dempsey laid it out
pretty clearly, not just the balance but the responsibility we have
to our men and women in uniform, the commitment we made to
them, their families, and their future. That is the priority. I think
we have come up with a set of recommendations that is balanced.
We slow the growth of increases, and I laid out in my opening
statement some of the specifics of that.
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We did not do this unilaterally or arbitrarily without the senior
enlisted, without the Chiefs, but all of our military leadership were
involved. As a matter of fact, I took recommendations as the Sec-
retary of Defense from the Chiefs, Secretaries, and Chairman
Dempsey on many of these things.

We know we cannot continue to sustain the kind of growth that
we are on and still make certain that our men and women will be
ready and equipped, especially in light of a number of points made
here earlier this morning about emerging threats and technologies.
Some of our adversaries are developing pretty significant capabili-
ties and technologies that we have to stay ahead of. That is part
of the balance, but we did look at everything.

Mr. HALE. May I just briefly add?

Secretary HAGEL. Yes.

Mr. HALE. The reason we need to move now is because the budg-
et caps are in place now, Senator Hagan. We have the information
to go forward, and if we do not, then as has been said, we are going
to have to cut training and maintenance and we do not want to do
that.

Senator HAGAN. I thank all of you.

Secretary Hagel, you mentioned the emerging threats. I chair the
Subcommittee on Emerging Threats and Capabilities of this Full
Committee, so I am very keenly aware of some of the issues and
what we need to do there. But I know all of you certainly do take
the best interests of our men and women who are serving at heart.
I appreciate your service. I know you have a lot on your plate
today. Thank you.

Chairman LEVIN. Thank you, Senator Hagan.

Senator Ayotte.

Senator AYOTTE. Thank you, Mr. Chairman. I want to thank our
witnesses here for their service during certainly very challenging
times for our country.

I wanted to follow up, Chairman Dempsey, on some of the re-
marks that Senator Chambliss made. I am glad to hear you de-
scribe how you were assisted by an A-10, and I think that story
could be told many times, particularly by those who serve on the
ground on behalf of our Nation and our Army. In fact, General
Odierno came before this committee and described the A—10 as the
best CAS platform we have today. It has performed incredibly well
in Iraq and Afghanistan, he said, and our soldiers have confidence
in this system.

In the past, even before the performances we have seen from the
A-10 in Iraq and Afghanistan, is this the first time that the Air
Force has tried to eliminate this platform?

General DEMPSEY. No.

Senator AYOTTE. No, we have been here before. Some of the big-
gest advocates for the platform have been your fellow soldiers who
have had similar experiences with the A-10. Is that not right?

General DEMPSEY. Absolutely. I have said this before and I will
say it again. I will tell you, Senator, what is different now is that
we had some slack in our budget over the last 10 years. There is
no more slack in it. The margins are really very tight.

The A-10 is the ugliest, most beautiful aircraft on the planet.
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Senator AYOTTE. I appreciate that. Let us talk about the slack
because I understand the difficulties that you are all under in
terms of the budget challenges. It seems to me as we talk about
values and priorities, the biggest values and priorities that I know
we all share is to make sure that our men and women in uniform
have the best support and protection that they need.

Let me say that I agree with what Senator Chambliss said, that
the A-10 is not a single-purpose airplane.

Let us talk about what we know is its very important purpose,
CAS. Recently in a Wall Street Journal article, Air Force officials
acknowledged, when this article discussed the elimination of the
A-10, that getting rid of the A-10 could lead to higher deaths,
longer battles, even defeat on the battlefield. This is from Air Force
officials. In fact, Major General Paul T. Johnson, USAF, the Air
Force Director of Operational Capability Requirements, said there
is a risk that attrition will be higher than it should be. That is a
clever way of saying more people will get hurt and die, and ex-
treme risk is that you might not win.

Here is my concern to all of you and a question. I understand the
budget environment. Secretary Hagel and General Dempsey, your
FYDP proposal is to eliminate and phase out the A-10 before we
even we have an F-35A, which will presumably perform CAS,
which will effectively not be operational until 2021. You have it all
phased out by 2019. Therefore, we have that gap there. When we
talk about priorities and we hear Air Force officials, and I have
heard similar concerns from those on the ground, that lives will be
at st?ake, why are we not preserving that priority over other prior-
ities?

General DEMPSEY. If you do not mind, ma’am, I do not want to
leave it hanging in the air that I would make a decision or support
a decision that would put our men and women at greater risk. I
would not.

Senator, the CAS can be provided by F-15s, F-16s, F-18s, and
B-1s with a sniper pod. There are other systems out there that can
provide the capability.

Senator AYOTTE. We know that, General, but I will not get into
the debate with you because I do not think you would disagree
with me that the re-attack times are much faster for the A-10 be-
cause of the low and slow ability. If you are talking about 1 or 2
minutes on a re-attack time, that can be the difference between life
and death on the ground. I understand that other platforms can
certainly be part of this mission, but the question is, is it worth
that time period for our men and women in uniform on a platform
that has performed consistently well?

The other concern I have is that it seems almost like an assump-
tion that we are not going to fight another ground war, and I know
that Senator McCain asked you that. You do not share that as-
sumption, I hope. I do not think any of us want to fight another
ground war, but I do not think we can go forward with that kind
of assumption.

General DEMPSEY. No, I do not share that view at all.

By the way, one other point. You will be fortunate enough to
have the Chief of Staff of the Air Force appear before you who hap-
pens to be an A-10 pilot. So I think maybe he will be able to
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Senator AYOTTE. I know, and I really hope he thinks back to his
roots. I appreciate that.

Let me discuss with you the priorities of where we are with re-
gard to defense spending right now and share concerns you heard
echoed across this committee. I also serve on the Senate Budget
Committee as well and as I look at the President’s proposed budget
in fiscal year 2015, I am thinking about the threats we face around
the world right now. I know all of you have laid out in your testi-
mony that this is a very dangerous time around the world with the
threats that we face. The President’s budget actually proposes in
fiscal year 2015 a 0.9 percent reduction in defense, yet a 3.4 per-
cent increase in non-defense spending. I think, as we look at the
threats and the foremost responsibility to defend the Nation as the
ultimate priority, that ensures that we can do and preserve every-
thing else, including our freedom.

The other thing I wanted to get your commentary on is, if you
look at what we have spent on defense historically between 1946
and 2014, we have spent roughly 6 percent of our gross domestic
product (GDP) on defense spending. Where we are headed, based
on the President’s proposed budget, is that in fiscal year 2014 it
goes down to 3.4 percent of GDP. As we go forward with this budg-
et proposal, by 2024 we are down to 2.3 percent of our GDP on de-
fense. Do you think that is going to be sufficient to defend this Na-
tion?

Secretary HAGEL. Senator, let me go back to a couple points I
made earlier. That is why, to start with, the President is request-
ing a $115 billion increase over what the current law for the next
5 years. I can tell you, I can assure you, that this President of the
United States puts the defense of this country as his highest pri-
ority. He knows that is his highest responsibility. He knows that
he has the responsibility to fund the national security interests of
this country and to carry out the security measures. I think the
numbers are somewhat reflective of that commitment.

I will let the Comptroller, if it is okay, respond to this. But I
think in the five budgets that this President has presented, they
have been above what have been eventually the ultimate number
that we received.

Senator AYOTTE. I know that my time is up.

Secretary HAGEL. I do not think there is any question about this
President’s commitment to security of this country.

Senator AYOTTE. I do not want to dispute you on it, but if the
President’s number one priority is protecting the Nation, why is it
almost a 1.0 percent decrease in 2015 for defense spending and a
3.4 increase for non-defense spending? To me, that shows you
where the priority is, not that there are not important priorities on
non-defense, but as I look around at the threats in the world right
now, if his number one priority is defending this Nation, his budget
does not seem to reflect that priority.

Secretary HAGEL. Are you not on the Senate Budget Committee?

Senator AYOTTE. I am. I am going there next.

Secretary HAGEL. Good. That is the right question there.

Senator AYOTTE. Good. I will ask it. Thank you.
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Chairman LEVIN. Just to clarify one number before I call on Sen-
ator Shaheen, I understand that the $115 billion more that is being
requested for the FYDP is on top of the $26 billion in year 1.

Secretary HAGEL. Yes, that is correct.

Chairman LEVIN. So it is a 4-year figure.

Secretary HAGEL. It is a 4-year figure.

Chairman LEVIN. Not a 5-year.

Secretary HAGEL. Thank you.

Chairman LEVIN. Thank you.

Senator Shaheen.

Senator SHAHEEN. Thank you, Mr. Chairman.

Secretary Hagel, General Dempsey, Mr. Hale, thank you all very
much for your service and for being here this morning.

I would like to begin by echoing some of the concerns that many
of my colleagues have already expressed and that you all talked
about in your testimony with respect to Russia’s provocative ac-
tions in Ukraine, and the challenges that means for us here in the
United States and the international community. I certainly hope
that we will see action in this Senate and in Congress in the next
few days, or at least in the next week, that will express bipartisan
concern and send a very strong message to Putin and to Russia
that the country is united and we think those actions are totally
inappropriate and unacceptable within the international commu-
nity and international law. I hope that you all will continue to keep
the committee informed about that issue in the coming weeks as
challenges change. As you have indicated, things are changing
there very rapidly.

In many of the questions so far, people have talked about the in-
creasing threats around the world, the significant crises we are fac-
ing throughout the world today, and the challenges that faces for
our national security.

What I hear mostly from my constituents in New Hampshire is
not really about those challenges. It is about what is happening to
our men and women in uniform. It is about what is happening do-
mestically in terms of our military and its footprint in the United
States. I represent a State which shares the Portsmouth Naval
Shipyard, and so that is obviously a big issue for us with the Pease
National Guard Base and the 157th Air Refueling Wing.

As I saw the budget that is being presented, one concern that I
had was that there is still a request for another base realignment
and closure (BRAC) round in the future. As chair of the Readiness
and Management Support Subcommittee of this Full Committee,
and Senator Ayotte is my ranking member, we are very concerned
about that. I certainly strongly disagree with another BRAC round
at this time for a couple of reasons that we really need answers to
before we can go any further on this discussion.

At our Readiness and Management Support Subcommittee hear-
ing last year, I asked Acting Deputy USD for Installations and En-
vironment John Conger specifically about the timeline for the deliv-
ery of a report on our installations in Europe with respect to our
infrastructure. While I know that is a sensitive issue right now, it
seems to me if we are going to be making decisions about base clo-
sures here in the United States, we need to have a picture world-
wide about what we are facing, and Europe is part of that picture.
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Second, I do not think we have heard adequately about the cost
of another BRAC round and how that would impact our ability to
save money over time. We know that the last round cost about $14
billion more than was anticipated. There have been a number of
recommendations for how to do this in the future that have not yet
been adopted by DOD.

I wonder if you could speak, Secretary Hagel, to that concern and
to the potential for us to be able to see a report on what is hap-
pening with our other infrastructure around the world, particularly
in Europe.

Secretary HAGEL. Thank you.

We are, since 2000, down the road on our facilities closing in Eu-
rope by over 30 percent from where we started. We can get you the
specific numbers, but I think I am pretty accurate with that. This
committee gave DOD some very clear direction on that. We are
complying with that. We are continuing to explore all of the options
everywhere, particularly in Europe. But we will give you the spe-
cific numbers.

[The information referred to follows:]

Between 2000 and 2011, the Department of Defense (DOD) decreased the number
of sites in Europe from 523 to 366 (a 30 percent reduction). Prior to the European
Infrastructure Consolidation (EIC) process, an additional 70 sites were in the proc-
ess of being returned to host nations, with another 62 identified for possible return.
These returns are being validated through the EIC process, along with options for
additional reductions. Once the EIC initiative is complete, DOD expects the number
of European sites will have decreased by more than 55 percent since 2000.

Secretary HAGEL. On two or three of the other points that you
made on the cost, I presume you are talking about the 2005 base
closing?

Senator SHAHEEN. Yes.

Secretary HAGEL. As I am sure you know, the focus on that, and
Chairman Levin knows this very well, was as much on reorganiza-
tion as anything else. Mr. Hale, the Comptroller, can give you spe-
cific numbers. But we are generating considerable savings today,
and we will in the out-years, from base closings. If I recall, it is
around $12 billion a year on savings, which we can document. We
can show you that.

The fact is, Senator, that we cannot continue to afford to carry
infrastructure that we do not need. I wish we could do it all. I wish
we could keep every platform we have everywhere, but we cannot
do it all. It does not make sense taking money away from infra-
structure that we do not need and is not relevant. It takes money
away from what is relevant, our people, our modernization, and our
readiness.

We think BRAC is a smart position to have. We have called for
it again. We are going to continue to work through all this. I have
some options as Secretary of Defense in law, legally through a sec-
tion in Article 10 of reorganization and so on. But I just think we
have to come at this, like I said and Chairman Dempsey said, from
the beginning with a complete understanding of what our needs for
the security of this country are and going to be, then the require-
ments in order to fulfill our missions to secure this Nation, and our
interests around the world. That is how we are coming at it.

Senator SHAHEEN. I totally agree, Mr. Secretary. That is why I
hope we will soon see the report on the European Infrastructure
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Consolidation (EIC) because I think that is information that would
be helpful to this committee.

Secretary HAGEL. If I might, Senator, I will ask the Comptroller
if he wants to add anything to the report or anything I have said.

Mr. HALE. Another round of BRAC will be very different than
2005. It will be aimed at saving money. It will probably cost,
roughly based on historical precedents, about $6 billion. We will
save $2 billion a year in perpetuity. If we do not do that, we are
basically wasting $2 billion a year. We need your help on this one.

Senator SHAHEEN. Do you have any information on when we
might expect the report on the EIC?

Mr. HALE. I do not know the exact date, but I will say we need
to do both. We will cut a lot of Europe and will continue to as it
is appropriate, but we also know we have domestic infrastructure
that is unneeded. We need to go after both. I know how hard this
is, but I do not want to see us wasting money.

Senator SHAHEEN. I appreciate that, but it would be helpful for
us to have that information so we can help work with you.

Thank you.

Chairman LEVIN. Senator Shaheen, thank you very much.

Senator Fischer.

Senator FISCHER. Thank you, Mr. Chairman, and I thank the
witnesses for all being here today.

First of all, I would like to say, Mr. Secretary, that I appreciate
your comments that you made last month with regard to modern-
izing our nuclear capabilities and also with your attention that you
have given the issues that we have with intercontinental ballistic
missiles. Thank you for that and for prioritizing those.

In the President’s speech in Berlin last year, he opened the door
to additional reductions in nuclear forces. Since that time, we have
heard numerous testimony and we have heard from commanders
that further reductions should only come as part of a negotiated
agreement with Russia. Is that your view?

Secretary HAGEL. Yes.

Senator FISCHER. General Dempsey, do you agree with that?

General DEMPSEY. I do.

Senator FISCHER. As I understand it, the Russians are not inter-
ested in further reductions at this time. Is that true as well, Mr.
Secretary?

Secretary HAGEL. There are not any further conversations on
this issue, as far as I know.

Senator FISCHER. General Dempsey, do you also agree with that?

General DEMPSEY. I do.

Senator FISCHER. Are we talking about or planning any addi-
tional reductions, whether it is going to be warheads or launchers?
That?is premature, would you say? Is it not really practical at this
time?

Secretary HAGEL. We continue to work to comply, as the Rus-
sians do, with the New Strategic Arms Reduction Treaty (START)
treaty. That is our focus and that is what we are continuing to do.

Senator FISCHER. Would you agree with that, General Dempsey?

Are you saying that any addititional reductions in those war-
heads or launchers are really premature?

Secretary HAGEL. Beyond the New START treaty?
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Senator FISCHER. Right.

Secretary HAGEL. Yes.

Senator FISCHER. Thank you.

Also, last week, Mr. Secretary, you announced force structure
changes. As you can imagine, a lot of us have heard about it, and
not just from Active military and Reserve, but also our National
Guard members. Our Governors were here last week or the week
before as well. What I heard was the perception out there that pos-
sibly the Guard really was not engaged in how this decision was
made. Can you speak to that for us?

Secretary HAGEL. Yes. First, I met with the Governors Council
when they were in town, as you may know, and our senior rep-
res?fptatives spent most of the day with the Governors and their
staffs.

Second, just incidentally, I had lunch with Nebraska’s Governor,
and we talked about these issues, as well as others.

As I have already noted, the priority of the National Guard and
Reserve in our force structure posture remains a critical part of our
future and our national security, and we are planning for that. The
National Guard has its representative as the Chief who sits at the
table. The Chairman of the Joint Chiefs convenes those meetings.
So the active participation and voice of the National Guard is very
clearly heard on all matters. General Frank J. Grass, USA, has
been an important addition to all these issues, recognizing that he
represents the National Guard. There was no leaving out the Na-
tional Guard on any decision, recognizing there were differences ul-
timately. But make no mistake, the priority of the National
Guard’s and the Reserve’s future is critical to the interests of this
country.

Senator FISCHER. So I can reassure my Guard at home that their
views were heard? It was a collaborative proposal then?

Secretary HAGEL. General Grass is doing a very effective job rep-
resenting them.

Senator FISCHER. Thank you.

Back to Ukraine, everyone here has deep concerns with the situ-
ation there. Can you tell me what the goals are for the United
States? What is our priority? Is our priority to return Crimea to
Ukraine? How are we addressing what the priorities are for our
country with regard to what is happening there?

Secretary HAGEL. Our objective, as the President laid out and
what Secretary Kerry is doing, is to de-escalate the tension, the cri-
sis, so that gives us an environment where we can work through
the current situation.

As I noted in my opening comments, a number of diplomatic/eco-
nomic tracks are now in play. The President initiated those with
our European partners, the U.N., OSCE, NATO, and the Budapest
Partners that signed the 1994 Budapest agreement. I do not know
what the status of that is today, but Secretary Kerry was supposed
to meet with Minister Lavrov today, but I do not know whether
that has happened or not. The different tracks, diplomatic and eco-
nomic, solve this problem diplomatically. We have interests, of
course we do. That is the goal. As you asked, what are we pursuing
and what are we doing? I think it 1s the right approach, the respon-
sible approach.
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Senator FISCHER. Would you say our goal is to de-escalate ten-
sions or to see the Russians removed from Crimea?

Secretary HAGEL. We have made our position clear. We have rec-
ognized the new government. We have said that the Russians, who
have a basing agreement with Crimea, should return their troops
to their barracks. There is a threshold of how many troops they can
have in Crimea. This needs to be de-escalated where the tensions
are down, the troops go back to their base, and the new govern-
ment is allowed to govern and prepare for the elections which are
set in May. That is the right approach.

The integrity, the sovereignty of Ukraine has been violated. We
have made that very clear, and that is the issue and will be the
issue until that is resolved.

Senator FISCHER. Thank you, Mr. Secretary. Thank you, Mr.
Chairman.

Chairman LEVIN. I am going to call on Senator Ayotte just for
a quick moment to clarify something, and then I will get to Senator
Blumenthal.

Senator AYOTTE. Thank you, Mr. Chairman.

I want to correct the record. I received the wrong numbers. I in-
correctly suggested regarding the President’s priorities that there
was an increase in non-defense spending versus defense spending
with regard to fiscal years 2014 to 2015. In fact, it is the reverse.
There is a 1.0 percent reduction for defense and a 3.4 percent re-
duction for non-defense. To the extent I suggested that their prior-
ities were reversed for the President, that was incorrect based on
the numbers. I wanted to correct the record for that and any
misimpression that was given as a result.

Secretary HAGEL. Senator, thank you very much.

Senator AYOTTE. Thank you.

Chairman LEVIN. Thank you so much, Senator Ayotte.

Senator Blumenthal.

Senator BLUMENTHAL. Thank you, Mr. Chairman.

Let me begin by joining my colleagues in thanking you, Mr. Sec-
retary, General Dempsey, and Mr. Hale, for your extraordinary
service and your focus on the strategic priorities, which I believe
are the right ones for this Nation. For example, on the need for ad-
ditional submarines at the rate of two per year in production, for
the focus on air superiority in the JSF, for the concentration on the
needs to keep our National Guard and our Reserve Forces strong,
and other strategic interests that have been the subject of ques-
tioning so far. I could question about them as well.

But I want to focus for the moment on one man. He happens to
be a resident of Connecticut, Mr. Conley Monk, who enlisted in the
U.S. Marine Corps in November 1968 at the age of 20. He went to
Parris Island, served in Vietnam from July until November 1969,
where he was barraged by mortar fire, attacked by guerillas,
gassed, and subject to rifle fire. He received a high proficiency rat-
ing for his conduct and performance on the field and some months
after leaving Vietnam, he began to suffer from anxiety attacks,
flashbacks, and insomnia, symptoms that we now know are associ-
ated with post-traumatic stress disorder (PTSD). Of course, PTSD
was not even diagnosed until 1980. He was involved in altercations
and other incidents that led to his confinement to the brig, and he
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was given the choice to leave the military with an other than hon-
orable discharge and he chose to do so.

That year, when he received that discharge, his condition was
unrecognized but, of course, now would be recognized as such,
thanks to the changes in policy. I commend them and I know that,
General Dempsey, you have been instrumental in achieving them.
Secretary Hagel, thank you for endorsing them. But the fact is that
there are thousands, we do not know how many, of men who were
discharged with other than honorable status and have suffered the
stigma, shame, and loss of benefits. They were wounded twice, first
on the battlefield and then in civilian life, first by PTSD and then
by an other than honorable discharge which denied them medical
treatment for the very wounds that they suffered, as well as em-
ployment benefits, housing, other veterans benefits.

To be very blunt, Mr. Monk sued you and your colleagues, as did
John Shepard before him. I have been involved in supporting the
legal action, which I hope can be avoided by your engagement on
this issue. As it happens, you were very forthcoming in the con-
firmation hearings, Mr. Secretary, and agreed to review this situa-
tion. I am asking you now to commit to changing the system be-
cause Mr. Monk has waited for 18 months for the Board for Correc-
tions of Naval Records (BCNR). The BCNR has not dealt with his
application. He has begun a class action on behalf of himself, other
organizations, and veterans. This system really needs to be
changed and overhauled. I would like your commitment that you
will address this situation as soon as possible.

I supported you because of my confidence that you cared about
veterans such as Mr. Monk, and the Department of Veterans Af-
fairs (VA) is sympathetic and supportive of his situation but, obvi-
ously, cannot change his discharge. That is solely within your
power. I continue to be confident, by the way, in your commitment
to our veterans and our troops. I continue to have tremendous re-
spect and admiration for your record of service and your commit-
ment to them. This comment on my part is not by way of criticism.
I know you have a lot of things on your mind and it has been a
busy year, but I am asking for your commitment now.

Secretary HAGEL. Senator, thank you, and thank you for your
generous comments.

You have my absolute commitment. As a matter of fact, I asked
our General Counsel yesterday about this lawsuit. I assume you
are referring to the larger Vietnam Veterans of America?

Senator BLUMENTHAL. Exactly.

Secretary HAGEL. I took note of it. I asked our General Counsel
to get back to me this week on it. I will get into it. Our staff will
get the specifics on Mr. Monk from your staff. But I am already ad-
dressing the larger issue and taking a look at it, and I will do it
personally.

Senator BLUMENTHAL. If I could ask, since I am going to be run-
ning out of time, for the General Counsel to contact me and per-
haps brief me further on what steps you are preparing to take?

Secretary HAGEL. He will. Thank you.

Senator BLUMENTHAL. Thank you.

Let me just briefly deal with the interoperability of medical elec-
tronic records for the DOD and the VA. I know this subject also
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has been on your mind. Could you update me as to what can be
done as soon as possible, not only to make this system interoper-
able but also to, in effect, integrate it, make it seamless, and truly
serve the medical interests of our veterans, as well as our Active
Duty members?

Secretary HAGEL. Senator, when I went to DOD a year ago, this
was a high priority, and I restructured the entire system within
DOD because I became quickly frustrated, like I think everyone
has, that we were not making progress and should have been mak-
ing progress. We all spent a lot of money on this. I essentially put
it under the direction of the USD for AT&L, Frank Kendall. We
brought in a new team a few months ago. That new team has been
briefing the Hill constantly, particularly the House of Representa-
tives and the Senate Committees on Veterans Affairs. We have now
gone out to the private sector on requests for proposals (RFP). We
are going to have an interoperable system. We work very closely
with the VA. I have DOD personnel at DOD and for months I have
been working with them on the seamless transition of records. This
is aside from this particular project. We have DOD personnel out
in the State of Washington, assigned out there to the VA. Secretary
Shinseki and I work very closely on this.

We are going to get there. That is the goal. We will attain that.
We will be putting an RFP out in the next couple of months, this
year, of course, but sooner rather than later. We have had three
different industry meetings. We have asked for those RFPs. They
are out. We have gotten the response, and we want to make sure
that we have an interoperable system with the VA, but also the
private sector as well. We have now computerized the health care
records, but we have some other things that we need to do as well.
So I get it. We are doing it. If your staff would like a specific brief-
ing on this, we can do that.

Senator BLUMENTHAL. I was just going to ask you whether that
would be possible, and I would appreciate it.

My time has expired, but I would just like to say when the Gen-
eral Counsel contacts me about the Vietnam veteran PTSD situa-
tion, keep in mind I am not asking about only Mr. Monk. I am ask-
ing about the literally thousands of others who suffer from PTSD,
a condition that was undiagnosed until 1980. Many of them still
suffer the shame and stigma of an other than honorable discharge,
which in my view should be corrected so that they can have the
benefits of having served our Nation.

Secretary HAGEL. I understand that and I know your long record
on this. Thank you.

Senator BLUMENTHAL. Thank you.

Chairman LEVIN. On that last item, it is a critically important
item that Senator Blumenthal has been raising. In addition to di-
rectly reporting to him of what your decision is relative to that
matter, would you let the committee know? I will share that with
all the members of the committee. Senator Blumenthal has touched
the issue which is very significant, and I think strikes a chord with
all of us.

Secretary HAGEL. Yes, I will.

Chairman LEVIN. Thank you.

[The information referred to follows:]
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My staff has reached out to your staff to discuss this issue.

Chairman LEVIN. Senator Graham.

Senator GRAHAM. Thank you, Mr. Chairman.

Thank you all for your service.

We will try to get through a lot of ground here.

Sixty-five detainees were released from Parwan Prison by the
Karzai Government. I want to thank General Dempsey and Sec-
retary Hagel for speaking out strongly, and supporting General
Dunford. Secretary Hagel, I know you have been intimately in-
volved in this issue.

Do both of you believe it would help if Congress spoke about the
consequences to our force and to the Afghans of continued release
of detainees of this nature?

Secretary HAGEL. Senator, I do think it would be very helpful.
You probably understand it as well as anybody in this body for rea-
sons we know. I appreciate your leadership, as I have told you and
as I have said publicly. But Congress’ voice on this would be very
important because this is a huge threat to our people.

Senator GRAHAM. I worry about more to come in the last hours
of the Karzai administration. Senator Levin and I have a bipar-
tisan resolution condemning these actions and threatening to cut
off economic assistance, if they continue. I would like to urge my
colleagues to find a way to get that passed as soon as possible. I
do want to thank you both there.

Sequestration was not your idea, was it, Secretary Hagel?

Secretary HAGEL. No. Let the record show.

Senator GRAHAM. Nor was it yours, General Dempsey?

General DEMPSEY. No, Senator, it was not.

Senator GRAHAM. Whatever differences we may have, the prob-
lem that we are discussing was created by Congress and the White
House. Please do not misunderstand what is going on here. The
military has never suggested this road map we have set out for
them. It was part of the U.S. Congress Joint Select Committee on
Deficit Reduction’s punishment clause, and here we are. I just want
to let everybody know that you did not create this problem. You are
going to have to help us solve it and live with it.

But having said that, we will talk about some things about the
budget. Reforming and dealing with personnel cost is a must, no
matter how much money you have in the budget. Do you agree
with me, General Dempsey?

General DEMPSEY. I do, Senator. There are some things we
should do, sequestration aside, and that is one of them.

Senator GRAHAM. I agree. I want to be generous to our military
men and women. I want TRICARE to be a great deal, but a sus-
tainable deal. TRICARE growth is on the path, Mr. Hale, of being
unsustainable, is it not?

Mr. HALE. I would rather put it that if we can slow the growth
there, we can spend the money where we need it more.

Senator GRAHAM. The problem is that as it grows, it crowds out
the rest of the budget. We have not had a premium increase since
1995. Is that correct?

Mr. HALE. Actually, a couple of years ago, you did allow some
modest fee increases in TRICARE Prime.

Senator GRAHAM. Structurally it has not changed much.
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Mr. HALE. That is correct.

Senator GRAHAM. I want to compliment you for putting all these
tough issues on the table. Whether or not I agree with each pro-
posal, I hope Congress will back you up as to how we sit down and
look at future retirement benefits, grandfather everybody, and
whether or not you should be able to retire at half pay for the rest
of your life when you are 42. That is why I am waiting on the com-
mission when it comes to TRICARE reforms, to look at everything,
including commissaries. Count me in on reforming the military.
Count me out when it comes to gutting the military.

With that understanding, I would like to talk a little bit about
our budget here. Mr. Hale, what percentage of GDP are we spend-
ing on our national defense in this budget?

Mr. HALE. In 2015, it will be about 3.2 percent for DOD.

Senator GRAHAM. Historically in times of peace, is that low or
high?

Mr. HALE. It depends on what history you are looking at, but I
know where you are going. If you go back 10 to 20 years, it was
a lot higher.

Senator GRAHAM. Help me get there because I only got——
[Laughter.]

Mr. HALE. It was higher in the past. I would argue it is not a
very good measure to determine the size of the budget, but it was
definitely higher in the past.

Senator GRAHAM. Apples to apples, it has been well over 5 per-
cent in times of peace.

Do you consider this, General Dempsey, a time of peace?

General DEMPSEY. No, Senator. It would be hard to describe it
that way.

Senator GRAHAM. It would be hard to describe this as a time of
peace. The budget, 3.2 percent, is dramatically below what we
would spend on our military in time of peace. We will see if we can
reconcile that.

Now, let us talk a little bit about the ongoing conflict. Have you
talked with anyone in Ukraine on the military side, Secretary
Hagel, that would indicate that if Russia continues to advance and
there is a military conflict, if they move eastward toward Kiev, that
they would request armaments from NATO?

Secretary HAGEL. I have not spoken with anyone who has sug-
gested that or asked that.

Senator GRAHAM. We hope it does not happen. Let us say that
Putin, for some reason, moves forward and he moves forward to-
ward Kiev beyond Crimea. Would you support providing arms to
Ukraine, if they asked NATO?

Secretary HAGEL. If it is a NATO decision, that would take all
28 members of NATO.

Senator GRAHAM. What would our vote be?

Secretary HAGEL. I do not know. It would depend on the cir-
cumstances. You know the NATO relationship with Ukraine.

Senator GRAHAM. What if they asked us unilaterally?

Secretary HAGEL. To provide them armaments and equipment?

Senator GRAHAM. Yes, as Russia marches toward Kiev, under
that scenario.
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Secretary HAGEL. That would be a presidential decision, and he
would make that decision. We would give him recommendations.

Senator GRAHAM. I hope it does not happen, but I just want Rus-
sia to know that we are not going to sit on the sidelines forever
here. If they have an escalation plan in their thinking, I would like
them to know what comes their way, if the Ukrainian people are
willing to fight and die for their freedom. I do not want any Amer-
ican boots-on-the-ground, but that is something we need to think
about as a Nation.

When it comes to 420,000 or 440,000 people in the Army, what
percentage of that 440,000 would actually be trigger-pullers, people
who go in and knock down doors and shoot people?

General DEMPSEY. The Chief of the Army will appear before you.
One of his institutional reforms is to rebalance tooth-to-tail.

But maybe the other way to answer that question, Senator, is
that the Army provides a lot of capabilities to the joint force, a lot
of enablers and a lot of logistics. At any given time in any force,
you can count on about a third of it being deployable.

Senator GRAHAM. A third of it being deployable.

If we decided as a Nation to have 500,000 people in our standing
Army and 360,000 people in the Guard would that be an irrespon-
sible decision? Would we be throwing money away, given the
threats we have?

General DEMPSEY. I would have to go back and do the kind of
analysis that we have done to get to 450,000.

Senator GRAHAM. I just want the point to be that the analysis
of numbers is budget-driven, not threats. You are living in a budget
confine, right? You are coming up with numbers to do the best you
can with the money you have. I am asking you and Secretary
Hagel, if the country wanted a 500,000-person Army, would that be
a waste of money if you had all the money in the world to spend,
is that too much?

General DEMPSEY. Can I first react to the characterization of this
as entirely budget-driven? If it were entirely budget-driven, we
would have accepted the levels of sequestration and built the budg-
et accordingly. We have not. We have said that is too far and that
we can provide the Nation’s security needs at a higher level.

Whether we would go higher again, I think I would have to do
the analytics to figure out what to do with that.

Senator GRAHAM. Secretary Hagel?

Secretary HAGEL. I think Chairman Dempsey is exactly right.
That is what we would have to determine.

Senator GRAHAM. Would you like to have a 500,000-man Army
to defend the Nation, Secretary Dempsey?

General DEMPSEY. I hope you just did not call me “Secretary.”
[Laughter.]

Senator GRAHAM. Excuse me, I am sorry.

General DEMPSEY. Then I would have to answer the question.
[Laughter.]

Senator GRAHAM. I do not want to demote you here, I apologize.
[Laughter.]

General DEMPSEY. You know what, Senator? What I would really
like is budget certainty and the flexibility to use the money I have
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responsibly, show you what that does, and then ask you: is this
what you want to do?

Senator GRAHAM. Final question. If in year 10 of sequestration,
our national security spending on defense is at 3 percent or less of
GDP, what kind of risk would that entail and is that smart?

Secretary HAGEL. I think the way we have to answer that, or
analyze an answer for you, would be as we have done as we have
prepared that QDR. What do we need? What do we require to de-
fend the national interests of this country and protect this country?
I do not know where that comes in. Does that come in at 4 percent
or 3.5 percent or 3.2 percent? I think that is where you start, Sen-
ator, and then you match what those resources would be in order
to accomplish the mission of securing this country.

Senator GRAHAM. Will you send me a statement doing that actu-
ally? I want you to do that exercise. Use 3 percent of GDP spending
as the amount of money you will have, compare the risk

Secretary HAGEL. For how long?

Senator GRAHAM. For the next 20 years.

Secretary HAGEL. For a certainty of 20 years?

Senator GRAHAM. Yes.
hChairman LEVIN. Okay. While you are thinking of an answer to
that

Secretary HAGEL. We can run models. Sure.

Chairman LEVIN. If you could get the committee and Senator
Graham those models, that would be great.

[The information referred to follows:]

Based on conservative assumptions, the real gross domestic product (GDP) in
2034 is projected to be approximately $28.8 trillion in fiscal year 2014 dollars. The
methodology used by the Congressional Budget Office, extended to 20 years, projects
defense spending in 2034 to be about 2.2 percent of GDP which is over $600 billion
in fiscal year 2014 dollars. This would represent real growth in defense spending
relative to today. If instead, defense spending is sustained at 3 percent of GDP, it
could experience further growth, and thus lower risk.

However, funding projections alone cannot determine risk. For example, a lot de-
pends on the future security environment and how successful we will be over the
next 20 years in deterring aggression and helping to bring about a safer world. We
must also recognize the likelihood of technological and strategic surprise during this
period. The other crucial variable is whether the Department of Defense (DOD) will
be able to get its internal cost structure under control, including changes to military
compensation and the military health system, as well as infrastructure consolidation
and other institutional reforms. Additionally, a lot depends on the purchasing power
of defense dollars. The defense sector has historically experienced higher rates of in-

flation than other sectors. Through the Better Buying Power initiative and other ef-
forts, DOD is working to improve on that record.

Chairman LEVIN. Now, the vote has started. I am going to run
over to the Floor, vote, and come back. Senator Donnelly is next.
When you are done, Senator Donnelly, would you turn this over to
the next Senator who is here on this list that will be given to you?
Then we will keep going from there. If there is no Senator who is
back from voting, then we will take a short recess. Senator Don-
nelly?

Senator DONNELLY. Thank you, Mr. Chairman.

General Dempsey, Secretary Hagel, and Secretary Hale, thank
you again for all your service.

In regards to the BSA in Afghanistan, and I apologize if I am
asking you a question you have already been asked, is there a time
when it becomes unworkable to do it? Is there, in your mind, a date
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like July or August, where you look up, we still have nothing, and
you say the sands are out of the hour glass? Mr. Secretary?

Secretary HAGEL. The President has asked us for options, ranges
of options, a scope of options, which we have provided, and the
range of those options are, as Chairman Dempsey noted earlier,
what we think it would require to do a train, assist, and advise
mission, a counterterrorism mission, all the way if we come out. As
far as the cutoff date, General Dunford and his leaders have
framed up the general timeframe on this, and I will let Chairman
Dempsey respond in any detail. But we, of course, had to look at
that general timeframe just for the reasons you mentioned, because
if we do not have a BSA, which the President made very clear to
President Karzai, we have no alternative.

Senator DONNELLY. General, I think you know I am familiar
with the timeframe. But when you are looking at September 15, do
you have time to get this done?

General DEMPSEY. Here is how I would answer it, Senator. We
are in a condition of low risk right now. Our retrograde is going
on pace. So the risk of having retrograde be affected is low. By
about the middle of the summer, it goes to moderate. By the fall,
it goes to high.

Senator DONNELLY. Okay.

In regards to the ANSF, what is your assessment now of their
ability? Once we go, we have trainers left. If a BSA is put in place,
what’s their ability to do the job? Are we continuing to stay on our
metrics, as we had planned out to December 2014? What are your
thoughts as to how they do once we are gone?

General DEMPSEY. Tactically, they are capable today of sus-
taining the fight against those that are fighting them.

Institutionally, that is to say, how they budget, how they pay,
how they resupply, and how they procure, they are nowhere near
being ready to do that on their own. That is the level at which I
think we need to focus not only in the time remaining to us, but
in the time beyond the end of 2014.

Senator DONNELLY. I know all of your commitment to this. I just
wanted to mention it again. We have seen an article on suicides in
the Army Reserve and in the Guard, down in Active but up again
there. Any additional focus you can put on this would be extraor-
dinarily important. If you need more resources in this area, let us
know. This is a resource challenge for you as well, financially. But
there are so many challenges for our Active Duty. You have done
such extraordinary leadership jobs. Anything we can do to try to
lift this burden off would be very important. Do you have all the
resources you need in that area right now?

General DEMPSEY. Yes, I think we do, sir, and generally because
we have made the deliberate effort to place them there. But it re-
quires constant recalibration. If it ticks up, we have to try to un-
derstand why.

Senator DONNELLY. Secretary Hagel, when we look at Ukraine
and our NATO allies, and you hear or read, and I do not know how
accurate it is, that some are not as eager to put up a stiff spine
as others, how is coordination going with our European allies and
NATO allies there?
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Secretary HAGEL. I think the European allies understand this
threat rather clearly, especially those on the border of Ukraine.
The President has been very clear about our support of the people
of Ukraine, their independence, and the integrity of their sov-
ereignty, and I think Secretary Kerry has been very clear on that
point.

We have recognized the interim government, and as I said ear-
lier, support the process toward elections. Let the people of
Ukraine decide their future. You know the OSCE’s announcement
of their $15 billion commitment that they have made. In collabora-
tion with the European allies, as well as others, Secretary Kerry
noted a $1 billion U.S. commitment. I hope that Congress would
move on that with some dispatch. The IMF is looking at different
options.

All of our allies, and particularly the Europeans, are all part of
this effort. The whole diplomatic/economic track that is being used
right now is the responsible way to approach that. There is very
clear participation and active participation with our allies here.

Senator DONNELLY. Thank you.

The stiff spine of all of you is critically important, obviously, and
we appreciate it very much.

With that, I will conclude my questions. Senator Lee is next in
the queue.

Senator LEE. Thank you, Mr. Chairman.

Thanks to all of you for joining us. Thanks for your service on
behalf of our country, it is deeply appreciated.

Secretary Hagel, the administration has yet to make an Overseas
Contingency Operations (OCO) request, I believe, because the
President has yet to make a determination as to the specifics re-
garding a residual force in Afghanistan.

Estimates that we hear on what might remain in Afghanistan
run along a spectrum. At one end of the spectrum, we hear high
estimates suggesting there might be 10,000 troops or so remaining
after the withdrawal. Others suggest that it might be closer to
zero. But even at the higher end of these estimates, if it were at
the 10,000 range, this would still represent nearly a two-thirds de-
crease in our presence in Afghanistan next year. Can we expect, in
light of that, to see a corresponding decrease in the OCO request
for next year?

Secretary HAGEL. Thank you, Senator, for your question.

I am going to ask the Comptroller to answer the specifics because
that part of the budget, the OCO part of the budget, has many
things in it. There are readiness issues and so on. It is not just Af-
ghanistan. You have correctly noted we are waiting to see if we get
some better clarity on the future post-2014.

But let me ask the Comptroller to go a little deeper.

Mr. HALE. A decrease but not proportional, Senator Lee, and as
Secretary Hagel said, there are items in there that will not come
down in proportion to boots-on-the-ground. Reset, fixing equipment
as it comes out, ANSF are possibilities, and there are others as
well. I am not prepared to give you a number. It will come down,
but I would not expect it to be proportional.

Senator LEE. Okay.
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Secretary Hagel, you have outlined some very specific reductions
in end strength within the Army, its Reserve units, and within the
Marine Corps. You were a little less specific on your reductions to
DOD civilian employees and civilian contractors. Can you give us
an update on your plan to cut 20 percent of major headquarters op-
erating budgets and other ways of making cuts in civilian per-
sonnel?

Secretary HAGEL. Yes, and we can give you a very detailed
progress report, which we can give your staff a briefing on.

But to answer your question, General Dempsey and I both led
the effort for all headquarters across the world, joint service, com-
batant command, and obviously, starting with my office. That plan
is underway. That plan is progressing. We are continuing to follow
it out. I would be glad to give you a more detailed report.

Senator LEE. Thank you, I would appreciate that.

[The information referred to follows:]

The Department of Defense (DOD) proposes an institutional reform in the fiscal
year 2015 budget to reduce management headquarters operating budgets by 20 per-
cent. This reform is part of DOD’s greater efficiency efforts recognizing the need to
consolidate duplicative efforts, reduce overhead, and achieve better alignment in
support of a smaller force of the future. It is estimated to save $5.3 billion over the
5-year period from fiscal years 2015 to 2019.

This savings estimate included savings from all headquarters; the Office of the
Secretary of Defense (OSD), the Joint Staff, the Military Services, combatant com-
mands, defense agencies, and field activities. Specifically for OSD, former Secretary
of the Air Force Mike Donley led a review of each of the principal staff agencies.
Based on his review, the following changes were directed. The Deputy Chief Man-
agement Officer (DCMO) is responsible for monitoring and reporting progress on
these initiatives.

e Strengthening the Office of the DCMO to meet Office of Management and
Budget and congressional expectations for better coordination and integra-
tion of DOD’s business affairs by realigning the Office of the Director of Ad-
ministration and Management (DA&M) and its subordinate elements and
resources within the DCMO structure, better enabling DCMO to fulfill its
responsibilities.

o Strengthening the capability of Office of the DOD Chief Information Offi-
cer’s (CIO) to address the growing ability of other information technology
(IT) and cyber challenges, to improve oversight of IT resources, and to fur-
ther enable successful implementation of the Joint Information Environ-
ment through the realignment of the oversight of business systems from the
DCMO to the DOD CIO, allowing each organization to focus on its core re-
sponsibilities.

o Restructuring the Office of the Under Secretary of Defense (USD) for Pol-
icy to balance workload across its Assistant Secretaries of Defense (ASD),
sustain emphasis on the Asia-Pacific region, and strengthen focus on secu-
rity cooperation.

e Directing the Acting USD for Personnel and Readiness to undertake a
study to rebalance internal resources across the office’s three ASDs, to bet-
ter position this office to address major concerns related to DOD
downsizing, such as readiness, total force management, and compensation.
e Directing the USD for Intelligence to establish its post-September 11,
post-Operation Iraqi Freedom/Operation Enduring Freedom steady-state
configuration and level of effort.

e Combining the Office of the Assistant to the Secretary of Defense for In-
telligence Oversight with the Defense Privacy and Civil Liberties Office
under the DA&M.

e Realigning the Office of Net Assessment (ONA) under the Office of the
USD for Policy, preserving it as a distinct organization that reports to the
Secretary, through the Under Secretary, to better ensure that ONA’s long-
range comparative analyses inform and influence DOD’s overall strategy
and policy.
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e Approving plans for eliminating the five remaining non-presidentially ap-
pointed, Senate-confirmed Deputy USDs, fulfilling the direction from Con-
gress.

The operating budget for OSD was reduced by 20 percent. This reduction did not
apply to budget items such as Capital Security Cost Sharing which helps pay for
embassy security and the Combatant Commanders’ Exercise and Engagement
Training Transformation fund. These items are not management headquarters and
were therefore excluded from the 20 percent reduction.

The reductions are programmed on a ramp of generally 4 percent per year with
a full 20 percent savings being realized in fiscal year 2019. This allows the reduc-
tions to be monitored on an annual basis.

DOD is taking steps to provide increased transparency of management head-
quarters data. This will also help ensure that these reductions are realized. Any po-
tential growth in management headquarters relative to the President’s fiscal year
2015 budget submission will be reviewed by the Deputy Secretary of Defense.

Section 904 of the National Defense Authorization Act for Fiscal Year 2014 re-
quires a report on headquarters reductions which is due this summer. DOD is pre-
paring this report, which will include more specific details on planned savings.

Several other studies with a focus of further reducing the fourth estate are ongo-
ing, and we anticipate additional reductions, where appropriate, in future budget
submissions.

DOD’s total civilian full-time equivalent (FTE) reduction (including the manage-
ment headquarters reduction) reflected in the fiscal year 2015 budget is 5 percent
over a 5-year period from fiscal year 2014 to fiscal year 2019. Below is DOD’s de-
tailed civilian FTE profile over this time period.

FY 2015 Budget - DoD Civilian FTEs
Change % Change
FY2013 FY2014 FY2015 FY2016 FY2017 FY2018 FY201S FY14-18 FY14-19

Army:
U.S. Direct Hires 235,464 242,709 238,300 229,558 225,084 219,043 218,681 -24,028 -10%
Foreign Direct/Indirect Hires 20644 20643 19917 19787 19307 19,148 13,002 -1,641 -8%
Total 256,108 263,352 258,217 249,345 244,391 238,191 237,683 -25,669 -10%
Navy:
U.5. Direct Hires 176,906 182,128 183,494 183,021 181,754 179,736 178,153 -3,975 -2%
Foreign Direct/indirect Hires 10010 10,484 10505 10,485 10485 10,485 10,484 1] 0%
Total 186,916 192,612 193,999 193,506 192,239 190,221 188,637 -3,975 -2%
Marine Corps:
U.S. Direct Hires 17,313 16,687 17,476 17,006 16,479 16,429 16,429 -258 -2%
Foreign Direct/Indirect Hires 3,640 3,499 3,539 3,609 3,608 3,602 3,602 103 3%
Total 20,953 20,186 21,015 20,615 20,087 20,031 20,031 -155 -1%
Air Force:
U.S. Direct Hires 167,359 166,382 163,149 166,671 168,134 167,267 167,416 1,034 1%
Foreign Direct/indirect Hires 8,236 9,404 9,355 9,285 9,306 9,165 9,041 -363 -4%
Total 175,595 175,786 172,504 175956 177,440 176,432 176,457 671 0%
Defense-Wide:
U.S. Direct Hires 129,139 134,641 131,558 130,813 130,020 128,838 123,743 -10,898 -8%
Foreign Direct/Indirect Hires 4,182 4,500 4,418 4,365 4,365 4,365 4,365 -135 3%
Total 133,321 139,141 135,976 135,178 134,385 133,203 128,108 -11,033 -8%
Total DoD:
U.S. Direct Hires 726,181 742,547 733,977 727,069 721,471 711,313 704,422 -38,125 -5%
Foreign Direct/Indirect Hires 46,712 48,530 47,734 47,531 47,071 46,765 46494 -2,036 A%
Total 772,893 791,077 781,711 774,600 768,542 758,078 750,916 -40,161 -5%

Mr. HALE. May I briefly comment on the civilian full-time
equivalents? They will come down about 5 percent, Senator Lee,
from 19 percent to 14 percent. They are coming down. We need
your help here. The way to cut civilians is BRAC because if you get
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rid of a brigade combat team, you do not get rid of civilians. You
close the base where they work. If you no longer need it, then you
can get rid of them. If we are going to see sustained reductions, we
need your help in allowing us to close unneeded infrastructure.

Senator LEE. Thank you.

Mr. Secretary, the recent action by Russia in Crimea is alarming
and it is part of a series of disappointments that we have seen
since the Russian reset between the Syrian crisis, the situation
with Edward Snowden, repeated Intermediate-Range Nuclear
Forces (INF) violations by Russia, and now we have this situation
in Ukraine. We have had a disappointing series of setbacks with
Russia as it relates to our relationship with Russia.

I want to talk to you a little bit about energy policy and how this
might factor into that. It is of concern to me that some of the coun-
tries, including many of the democracies in many parts of the
world, that should be more inclined to stand up to Russia are per-
haps not in a position to do so because of the fact that they are
heavily dependent on Russia for their energy needs, given their de-
pendence on Russian-produced oil and natural gas.

Do you not think that it would be in the national security inter-
ests of the United States to open up our domestic production of oil
and natural gas specifically for purposes related to our national se-
curity? Is it not in our national security interests if we could open
up our own production of oil and natural gas and make sure that
we are able to export those commodities to a significant degree in
the international market? The government in Russia, the plutoc-
racy in Russia, is funded by this dependence on Russian oil and
natural gas. Would that not help ameliorate this problem?

Secretary HAGEL. The short-term crisis that we are dealing with,
Senator, is probably not going to be ameliorated with that dimen-
sion. However, your larger point is an important one about energy
and production of energy. It is not insignificant that North America
is going to be, essentially, as we fulfill the capabilities of our tech-
nology, the number one producer of energy in the world. As to the
markets opening and what kind of leverage it gives us or not gives
us on relationships with Russia or anyone else, markets always
and economics always dictate different dynamics of any foreign pol-
icy equation.

Senator LEE. Finally, Mr. Secretary, in light of the deterioration
of our relationship with Russia, as I have just described, will the
United States continue to pursue a new nuclear weapons treaty
with Russia as the President outlined in his speech in Berlin last
June?

Secretary HAGEL. We are pursuing compliance with the New
START treaty. There is no new treaty.

Senator LEE. Any new reductions in our nuclear forces?

Secretary HAGEL. I think the President has made clear that
would not be unilateral. We would do it in conjunction, as we have
in all past reductions.

Senator LEE. I assume you would agree that recent events would
give us certain pause in approaching that.

Secretary HAGEL. Certainly, but this President has started, and
I think every President, with the Ronald Reagan theme of “trust
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but verify.” That is why you have verification procedures in place
for all these treaties which are critical.

Senator LEE. I understand, and I would only add that given their
failure to comply with the agreements that we have, I have signifi-
cant concerns about that.

But I see my time has expired. I thank you for your testimony.
Thank you, Mr. Chairman.

Senator KAINE. Thank you to the witnesses for being here, your
service, and the testimony today.

I want to associate myself with Senator Lee’s comments. I think
the U.S. energy position gives us a significant national security op-
portunity. Just contemplate U.S. sales of natural gas, for example,
to the six nations to whom we give waivers that need to buy oil
from Iran. Our natural gas gives us the ability to help wean away
those countries from reliance on Iranian oil. Similarly, the nations
that purchase oil from Russia and often feel constrained because
they do not have other sources to purchase oil or natural gas, we
would have an enormous opportunity there.

Be that as it may, I just want to make a point, and this is really
for Secretary Hale, as a follow-up question for the record. As I read
the testimony about the President’s budget, you are seeking in this
FYDP relief from sequester but not the full elimination of seques-
ter. By my math, if we do exactly what you have asked us to do
and we combine that with the earlier sequester relief that was con-
tained in the 2014-2015 budget deal, DOD will still be absorbing
54 percent of the sequester cuts that were imposed pursuant to the
BCA of August 2011. We are going to ask that question for the
record because I think it is important for folks to know that DOD
is not coming here and saying, “give us relief from the entirety of
sequester.” You have made a bunch of very difficult decisions, and
while you think any sequester, like I do, is foolish, you nevertheless
are accepting the reality of more than half the sequester even in
your presidential budget submission today.

Am I in the ball park on that, Secretary Hale?

Mr. HALE. Yes. There are a thousand ways to calculate it, but
I think you are in the general ball park. There have been cuts asso-
ciated and in the non-defense side too, I might add, associated se-
questration.

Senator KAINE. But we will submit a question for the record to
specify exactly what cuts DOD has absorbed, even if the desired
state of affairs occurs and we support the President’s budget sub-
mission.

Second, with respect to carriers, Secretary Hagel, your testimony
on page 6 today of the prepared testimony basically says the Presi-
dent’s budget plan enables us to support 11 carrier strike groups,
including the USS George Washington and its carrier air wing. Be-
fore I get into some particulars about it, is it the policy position of
both DOD and the White House to continue to support an 11-car-
rier Navy?

Secretary HAGEL. Yes, it is.

Senator KAINE. That is not just a policy position of the White
House and DOD. It is also a statutory requirement, 10 U.S.C.
5062(b). It is a congressional statutory policy as well. Is that cor-
rect?
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Secretary HAGEL. That is correct.

Senator KAINE. So any reduction of the carrier force from 11 to
10 would not just be a matter of a budget line item, but it would
also require a change in the statutory language, is that not correct?

Secretary HAGEL. That is correct.

Senator KAINE. Now, in your opening testimony, and the chair-
man got into this topic a bit—you testified here but also in the
speech that you gave last Monday that if the President’s budget is
enacted, the George Washington will be overhauled, just to focus on
carriers for a second. I looked at the President’s budget when I re-
ceived it to determine how the 2015 and 2016 budgets and beyond
actually accomplished that. As the chairman indicated, I was a bit
confused about that. I gather that the same could be said about the
Marine Corps force end strength, the Guard end strength, the
Army end strength, and the carrier issues. If I just look at the ini-
tial budget submission, I would probably be confused if the Presi-
dent’s budget is enacted, would those priorities, in fact, be funded?

Could you explain how, either in the budget document or docu-
ments to come or directives that have been put out within DOD,
the enactment of the President’s budget will make sure that those
requirements, the statutory requirement in carriers, in particular,
will be accomplished?

Secretary HAGEL. I will. I am going to ask the Comptroller to go
into the more detailed explanation.

As I had explained earlier, there are four, force structure, Army,
Reserve, and carrier in the FYDP plan in those decisions that you
just went through—there are about four of them, some force struc-
ture, Army, Reserve, and carrier. In the budget, we planned for
current law in 2016 with sequestration. But I have sent directives
to the Chiefs saying that if we get an indication, which we hope
we will, that sequestration will not continue picking up in 2016,
then we have time to plan. We do not have to make that decision
right now because there is an air wing associated with this. There
are people, there are a number of things associated with this par-
ticular issue. We have time to make those adjustments.

So I understand the confusion on how we did it and why we did
it. Let me stop there and ask Secretary Hale for further clarifica-
tion. Thank you.

Mr. HALE. With respect to the chairman, I think what we did is
not a disconnect. It is prudent planning. The law of the land is se-
questration. We do not know what Congress is going to do. For
those force elements where we need time to plan, like carriers and
Army Active end strength, we have put the sequester goal in the
out-years of our 5-year plan. We have also said, as the Secretary
has said, and have done it now in writing, if Congress gives us an
indication they will appropriate at the President’s budget for fiscal
year 2015 level over the period 2016 through 2019, we will stop the
drawdown of the Army. We will keep the carriers at 11, and we
will go back in next year’s plan and make the changes we have to
to accommodate that.

Does that help?

Senator KAINE. It does. I may ask a follow-up specifically on the
record for that because the unequivocal nature of that commitment
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is an important one. If we battle hard to get sequester relief, we
want that commitment to be an unequivocal one.

Mr. HALE. But there is an “if” statement there. We have to have
some indication from Congress that you are going to appropriate.

Senator KAINE. Then you have just anticipated my next question.
Mr. Chairman, this concerns me a little bit. If there is an indica-
tion from Congress, then we will do something different. Here is a
little timing challenge. We just did a 2-year budget to give you
more certainty and to give the private sector economy more cer-
tainty. It is not the intention of the Senate Budget Committee on
which I sit to do a different fiscal year 2015 budget. We just tried
to give you more certainty for 2014 and 2015, including sequester
relief that we fought very hard for. You are asking us for some ad-
ditional certainty for the out-years when it is not the current intent
of the Senate to do a different budget.

We do not have to answer that question today, but I am won-
dering precisely what kind of indication would be sufficient given
that we have just done a budget within the last 2 months and are
not likely to return to one soon?

Secretary HAGEL. Senator, I get everything you said. I ask the
same questions.

Back to what the Comptroller said, for us, the responsibility we
have, he used the term “prudent.” I cannot commit, nor any leader,
carriers or force structures when, in fact, the law does not allow
me to do that in the current numbers. We had to build some flexi-
bility into this because, just like every hard choice that we have
brought forward, Congress will make some recommendations, ap-
propriations, and tough choices. The structure we have, the pro-
gram we have, the ideas and the plans we have in the total, in the
whole are in the balance for the next 5 years. If we do not have
those numbers in order to keep that carrier and to keep that force
structure at 440,000 to 450,000, then we will have to take it some-
where else. Maybe the decision is to do that. I do not know. We
tried to balance this, Senator, to make sense for all of our needs.
It is imperfect.

Let me just add one thing. We have never been this way before.
I do not think in Chairman Levin’s long distinguished career in the
Senate he has seen such a time. I certainly have never seen such
a time of unpredictability, not just in the world and threats and
uncertainty, but in budgets and resources. Where is all this going?
In an enterprise the size of DOD is an imperfect set of dynamics
and we are trying to plan in a responsible way.

Senator KAINE. Mr. Chairman, I have one more question, but I
am over on my time. Senator Vitter is up and I will wait.

Chairman LEVIN. Have you voted?

Senator KAINE. Yes, I have.

Chairman LEVIN. Thank you.

Senator Vitter.

Senator VITTER. Thank you, Mr. Chairman.

Thanks to all of our witnesses. Thanks for your service.

Like a number of other folks, I am really concerned that the lat-
est QDR is significantly budget-driven, and I do not think it is sup-
posed to be. I can see a budget submission being budget-driven.
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That is part of the definition. I think the QDR is supposed to be
fundamentally different.

Why was, for instance, this QDR only designed to look out 5
years? Is the mandated norm not 20 years?

Secretary HAGEL. It is, and I think reading through that, there
are projections for the future.

Senator VITTER. It is my understanding that they are not clear
20-year projections.

Secretary HAGEL. We did not give specific 20-year projections.
That is pretty hard to do, Senator, a 20-year projection.

Senator VITTER. Is that in some meaningful form not required by
law, a 20-year outlook?

Secretary HAGEL. That is right, and we have done that. But we
did not do it in the same specificity that we did in a 5-year outlook
simply because I do not know, I do not know if anybody knows,
what the world is going to look like. What we have tried to do, first
of all, is comply with the law. It was not budget-driven; it was
budget-informed.

I directed, soon after I went to DOD a year ago, a Strategic
Choices Management Review, which built a whole set of strategies
to implement the President’s DSG, which we have used as the
guidance here for the QDR. It is not blind to the budget. Of course
not. The reality is that a strategy is only as good as the resources
to implement it. I know that it is not a budget. I know that. But
it was informed by a budget.

Senator VITTER. As a supplement to this hearing, can you submit
for us how this QDR fulfills the mandate of looking out 20 years?
Because it is my understanding it is very different from previous
QDRs and does not do that.

Secretary HAGEL. I will be happy to provide it.

Senator VITTER. You do agree that that is the legal requirement?

Secretary HAGEL. As I said, we complied with the law.

Senator VITTER. If you could just outline how you did that.

[The information referred to follows:]

The 2014 Quadrennial Defense Review (QDR) was crafted in accordance to 10
U.S.C. 118, including the requirement to look out 20 years. As articulated in Chap-
ter I of the QDR, the Department of Defense examined global and regional trends
in the security environment that shaped the overall defense strategy. Long-term as-
sessments of the security environment were used as the basis of defense planning
scenarios set in both the 2020 and 2030 timeframes, which were used to inform de-
cisions about the future defense program. During the QDR, programmed and alter-
native forces were assessed against a wide range of plausible threats, which could
manifest themselves in the near- (present to 5 years), mid- (5 to 10 years), and

longer-term. QDR analyses tested the ability of U.S., allied, and coalition forces to
cope with potential challenges emerging during the next 20 years.

General DEMPSEY. Could I add, Senator, if you would not mind?

Senator VITTER. Sure.

General DEMPSEY. This QDR was done in an environment that
was a bit of an aberration. We could put a finer edge on what that
means. But we had just completed in 2012 a DSG document that
does some of the things you are talking about, that looks out. That
is where this phrase “rebalance to the Pacific” came and so forth,
which is a long-term project, not an overnight affair. So the QDR
used the DSG as the foundation document and built upon it, but
the themes, the tenets, the principles, and the mission areas refer



135

back to the DSG. There is a coherence here that we can lay out
for you in a longer answer.

Senator VITTER. Okay.

General, do you think this QDR assumes or offers low to mod-
erate risk?

General DEMPSEY. As I said in my assessment, Senator, if we
achieve the promises that are extant in the QDR with institutional
reform and all of the things that come with that, then we can lower
the risk over the QDR period with the force structure we have to
moderate risk, but it is going to take some heavy lifting.

Senator VITTER. So we are not there yet, and we need to get
things exactly right under the QDR to achieve moderate risk, in
your opinion?

General DEMPSEY. That is my opinion.

Senator VITTER. General, I assume you would agree. I think Gen-
eral Odierno has said repeatedly that 450,000 is the lowest level
we can maintain reasonably in the Army. Do you agree with that?

General DEMPSEY. Yes, I do, Senator. Two to 3 years ago, we
were asked by this body where the risk becomes too high. Where
is the floor? Each Service went about the task of trying to answer
that question. The Chief of Staff of the Army has answered that
question, and I agree with his answer.

Senator VITTER. To compound the last two questions, do you
think going below that floor would impose greater than moderate
risk on us?

General DEMPSEY. In certain mission areas. It would not affect
our responsiveness in our defense in space, in cyber, in the air, and
the maritime domain, but it would increase risk in the land do-
main.

Senator VITTER. Last week, the head of U.S. Strategic Command
said Iran may still be capable of fielding a missile that could hit
the United States by 2015. What do we have built into this budget
submission to deal with that possibility?

Secretary HAGEL. First, as you know in looking over the general
numbers on the budget submission, we have added to moderniza-
tion of our ballistic missile defense (BMD). We announced last year
that we would build an additional 14 interceptors. We are adding
to cyber. We are adding to defense of the Homeland. We are work-
ing with the European allies on our European-phased approach in
our missile defense there. We are addressing those vulnerabilities
and those threats.

Senator VITTER. Let me ask it a little bit differently. A missile
to hit the United States by 2015 is a possibility, but not a cer-
tainty, I think, is the testimony. If over time we determined it was
a probability or a near certainty, would we need to do something
additional to maintain moderate to low risk in that category?

Secretary HAGEL. You are always assessing risk, threats, and the
capability to respond to stay ahead of those threats.

Senator VITTER. I am saying if we determine that was going to
happen, not just the possibility, is there enough in this plan and
in this budget to face that with moderate to low risk, or would you
want to be doing something additionally?

Secretary HAGEL. We may do something additionally. But this is
a timeframe on where we think the threats are, with all the dif-
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ferent dynamics in play. Those future threats and the capabilities
we will need to respond to them were the forward part of the budg-
et presentation.

Did you want to say something?

General DEMPSEY. We believe that our BMD program, as it is ar-
ticulated in our strategy and then captured in terms of resources
in the budget, is adequate to the challenges we think we could face
over that period. If they do break out in 2015, we think we have
adequate land-based and sea-based BMD capabilities. If they broke
out in a way that was unexpected to us, which is always a possi-
bility, we would have to go back and take a look at it again.

Senator VITTER. But what I am hearing is you think we are cov-
ered if they achieve that capability in 2015.

General DEMPSEY. Yes.

Senator VITTER. Something more aggressive would cause you to
have to look back.

General DEMPSEY. That is correct.

Senator VITTER. Okay. That is all I have.

Chairman LEVIN. Thank you, Senator Vitter.

Senator Wicker.

Senator WICKER. Thank you, Mr. Chairman.

General Dempsey, I believe you stated you had been speaking to
your Russian counterpart about Crimea. Is that correct?

Gieneral DEMPSEY. Yes, about Crimea and about Ukraine, in gen-
eral.

Senator WICKER. Secretary Hagel, have you had conversations
with the Russian Defense Ministry with regard to Crimea and
Ukraine?

Secretary HAGEL. Yes.

Senator WICKER. The Russian position, no one in the world be-
lieves it, is that these are not Russian troops which have occupied
Crimea. Did either of these gentlemen you spoke to speculate as to
who these forces belong to? Did you ask who the Russian leader-
ship says these people belong to?

General DEMPSEY. I actually did, Senator, and the answer was
that they were not regular forces. They were well-trained militia
forces responding to threats to ethnic Russians in Crimea.

Senator WICKER. Well supplied, no doubt.

General DEMPSEY. I did suggest that a soldier looks like a soldier
looks like a soldier, and that distinction had been lost on the inter-
national community.

Senator WICKER. Can you tell us, General, based on our best in-
formation, where these troops came from?

General DEMPSEY. I cannot at this time tell you where the mili-
tary forces inside of Crimea came from. I can tell you that we have
been tracking other activities in the western and southern military
districts, but let me roll back with the Intelligence Community and
try to get you a better answer than that.

[The information referred to follows:]

[Deleted.]
Senator WICKER. Okay.

Secretary Hagel, can you enlarge on that at all?
Secretary HAGEL. No, I think the Chairman said it all.
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Senator WICKER. So it is not that you cannot tell us in this set-
ting? Is it, right now, you do not know?

Secretary HAGEL. Tell us what, Senator?

Senator WICKER. Where these troops came from.

Secretary HAGEL. You mean the specific Russian divisions?

Senator WICKER. Yes.

Secretary HAGEL. I do not know the specific areas where they
came from exactly.

Senator WICKER. While the international community is watching,
Secretary Hagel, other than just absolute logic, what evidence can
you give to this committee and to the listening general public that
these are, in fact, Russian troops?

Secretary HAGEL. What logic can I give?

Senator WICKER. No, other than logic.

Secretary HAGEL. I am not contesting that. I am not suggesting
otherwise.

Senator WICKER. It is the Russians that are contesting it, and I
would like for you to tell for the record what information we have
as the U.S. military and as the DOD that contradicts the Russian
position on this.

Secretary HAGEL. We could get that information for you. It is
pretty clear that they are Russian troops.

Senator WICKER. I think it is clear, but, General Dempsey, what
evidence do we have?

General DEMPSEY. We do not have any evidence, as yet. I think
evidence could likely become available over time. But I will tell you
that if you are asking for my military judgment, these are soldiers
who have been taken out of their traditional uniforms and
repurposed for placement in Crimea as a militia force. But my
judgment is that they are soldiers.

Senator WICKER. From both of you, we are not quite ready to cite
chapter and verse how we know this for a fact, are we?

General DEMPSEY. That is correct.

Senator WICKER. Let me just say I hear some talking heads in
the media trying to make a distinction between Crimea and east-
ern Ukraine, and it is disturbing to me. I will let you respond. It
is disturbing to me to hear some people suggest that Crimea is a
semi-autonomous part of Ukraine and it is gone from the Ukrain-
ian republic now and the Russians will have it. I think that is an
unacceptable position for the United States to take. Do you agree,
General Dempsey?

General DEMPSEY. I do. The 1994 Budapest Agreement, when
Ukraine turned over its nuclear weapons, guaranteed its sov-
ereignty and, as part of that territorial integrity, included Crimea.
I do not find any ambiguity at all about that.

Senator WICKER. Secretary Hagel, it is going to be the firm posi-
tion of the United States that Russia needs to withdraw its troops,
Crimea is part of Ukraine, and that that issue is not up for debate.
Is that correct?

Secretary HAGEL. Russia has a basing rights agreement with
Ukraine in Crimea. I think the President has been pretty clear on
our position that the sovereign integrity of a sovereign nation has
been violated.
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Senator WICKER. Right. Let me make sure that you are saying
what I think you are saying. Russia has a base there and they are
entitled to the rights given to them under the agreement between
Ukraine and Russia.

Secretary HAGEL. They have troops there.

Senator WICKER. But that does not give them any right whatso-
ever to occupy that part of the Crimean peninsula that is not on
the base. Am I correct?

Secretary HAGEL. That is right.

Senator WICKER. General Dempsey, we have had some informa-
tion about the Russians violating the INF Treaty. You were not the
Chairman of the Joint Chiefs of Staff in 2010, but if you had been
aware of any potential Russian violations of the INF Treaty during
Senate consideration of the New START treaty, you would have
recommended that that information be briefed to the Senate.
Would you not?

General DEMPSEY. Yes. I would have probably made a rec-
ommendation that it be briefed in a closed, classified setting be-
cause the sources and methods of intelligence are fairly significant.
But I certainly would have recommended that all available infor-
mation be made available to you, the decisionmakers.

Senator WICKER. When did you become aware of this violation?

General DEMPSEY. I am aware of the allegation of a violation,
and I am aware that the report will actually be submitted next
month. I have not seen the report as of yet.

Senator WICKER. Thank you, sir. Thank you to both of you for
your service.

I appreciate it, Mr. Chairman.

Senator MCCASKILL. Thank you all.

I know people have talked about you, Secretary Hale, and I
thought of you several times over the previous weeks when there
have been people who have accused me of my position on the sex-
ual assault matter being because I am soft on the military. I
thought of you because I do not know that you would characterize
me that way. We have had some difficult exchanges over account-
ability within the military. I want to give you a little bit of time
during my questioning to talk about the audit.

I was really taken aback. Once the Marine Corps asserted audit
readiness in 2008, it took 5 years. When the marines say they are
ready, you assume they are ready, and that audit took 5 years and
multiple audits for them to finally get a clean opinion. I am a little
worried that the rest of DOD understands what audit readiness
means. I want to make sure we do not waste time and money chas-
ing this prematurely when the basics have not been done.

Do you have a sense that the Government Accountability Office
report that went through the five key steps for readiness are now
being addressed by the other branches as we prepare to roll out a
declaration of audit readiness?

Mr. HALE. Yes, I think so, Senator McCaskill. We learned a lot
from the Marine Corps. But I also want to be upfront with you. We
probably will not get a clean opinion the first year that we assert
audit readiness. The auditors come in. They need to get com-
fortable with us. They need to learn our business, and we need to
learn from them.
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But what I will tell you is, we need to get this DOD under audit
with an external, independent auditor. We will learn so much more
than if we continue as simply trying to do it within DOD.

I believe that there is a gray area here, but if we are in that gray
area where we think we are close enough, we ought to get going
even if it takes a couple of years.

Senator MCCASKILL. Believe me, I would be astounded and
frankly worried about the auditors if you got a clean opinion in 1
year, but 5 years? Hopefully, we can do better than 5 years.

Mr. HALE. I think we can do better than that.

Senator McCASKILL. Okay.

Thank you so much for your years of service in several different
capacities to the greatest military in the world. I am very grateful.
Lots of times, the folks with uniforms on, especially people who do
what you do—it is not the glamorous job at DOD. It is a very
unglamorous job, and you should get a lot of credit for the time and
energy you have spent at it.

Let us talk a little bit about the OCO and Afghanistan. Here is
what I am really worried about, Secretary Hagel. I am worried that
the Special Inspector General for Afghanistan Reconstruction has
indicated to you that no more than 21 percent of Afghanistan will
be accessible for oversight by the end of this year. That is a 47 per-
cent reduction since 2009. I hate to sound like a broken record, but
the amount of money we put in infrastructure reconstruction in
these countries, and the notion that we would continue to do that
worries me, knowing upfront that there could be no oversight.

I will be looking very carefully at the budget when it arrives
after the elections to see if we are finally realizing that building
their power grid and their water systems and their highways in an
insecure environment is not a good use of our money. I would like
you to comment on that.

Overall, both you and General Dempsey, I continue to ask, where
is the data that this stuff works in a counterinsurgency? By the
way, most of the stuff we spent in Iraq is not operational, is in
ruins, or it was blown up. I do not think we have had a great deal
more success in Afghanistan. We started assuming that the mili-
tary doing infrastructure projects was an effective way to fight in
a counterinsurgency situation. I do not know that we can prove it
works. Can you give me something that would give me comfort that
we do not repeat this again in the next counterinsurgency encoun-
ter we have?

Secretary HAGEL. Senator, you have just laid out the whole set
of realistic questions that concern all of us. We are dealing with the
future of Afghanistan here in this context. From what we have
learned in past experiences, as you correctly note, in Iraq, there are
a lot of questions, and our Inspector General keeps bringing them
up. These are factors that are going to have to, and will be, and
are being, considered on future development assistance. Is it
verifiable? Can it work? Where is the oversight? How do we know?
All the questions, but you are right.

General DEMPSEY. First, Senator, I do not know who called you
soft on the military, but if you give me their email addresses, I
would like to assure them that that is not the case. [Laughter.]
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Second, your question is a good one. I have a directorate in the
Joint Staff responsible for lessons learned, and I will go back and
dig up what we have on metrics demonstrating the connection be-
tween developmental projects and stability. It is something we
have struggled with, especially early on in these two conflicts. We
were playing catch-up right from the start. I think it is true,
though, that in a counterinsurgency, the fundamental task is to
separate the insurgents from the population, and certainly develop-
ment, aid, and economic growth is one of the ways to do that. But
I will give you a fuller answer for the record.

[The information referred to follows:]

A review of our Joint Lessons Learned Information System and 15 organizations?!
outside of the Joint Staff yielded anecdotal evidence of both a positive and a nega-
tive relationship between reconstruction activities and stability outcomes.

Currently the Department of Defense has two ongoing rigorous, evidence-based
studies: a 2012 independent review of the Commander’s Emergency Response Pro-
gram (CERP) in Afghanistan and a National Defense Authorization Act for Fiscal
Year 2014 directed comprehensive examination of the lessons learned from the exe-
cution of CERP in both Iraq and Afghanistan.2

These studies will be completed in December 2014 and will provide a more analyt-
ical understanding of the complex relationship between development and stability.

Senator MCCASKILL. Yes. I think it is really important we figure
this out. I am not against aid. This thing morphed from the Com-
manders’ Emergency Response Program to the Afghanistan Infra-
structure Fund. We have gone back and forth. Is this a Department
of State function? Is this a DOD function? Is this Active military
or is this contractors? I am not sure that we have clear answers.
I do not think we are looking carefully enough at the lessons
learned to direct us going forward.

Finally, I have some other questions for the record, but I am al-
most out of time.

I know we have an answer from the readiness folks about how
many O—6s we would need if the Gillibrand proposal became law.
We now have a total that at least 74 O-6s would be needed just
for disposition authority. Could you give us more guidance as to
where you would have to pull them from? Would they come out of
military judges, because you do not have enough? Would they come
out of senior prosecutors? Would they come out of the defense at-
torneys? Would they come out of the staff judge advocate corps?
What would be the plan in terms of filling that need if the proposal

1 Polled organizations included:
Joint Staff
Office of the Secretary of Defense for Policy
U.S. Central Command
U.S. Special Operations Command
the Services
International Security Assistance Force
several military academia institutions
Special Inspector General for Iraq Reconstruction
Special Inspector General for Afghanistan Reconstruction
Government Accountability Office
Commander’s Emergency Response Program
Center for Strategic and International Studies
- International Security Assistance Force’s Counterinsurgency Advisory and Assistance
'eams
Center for Complex Operations
Peacekeeping and Stability Operations Institute
2 Department of Defense funds infrastructure reconstruction projects in Iraq and Afghanistan
through two mechanisms, Commander’s Emergency Response Program and the Afghanistan In-
frastructure Fund
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to shift all of those disposition authorities to lawyers in the mili-
tary, in fact, became law?

Secretary HAGEL. We will provide that.

[The information referred to follows:]

The Military Services have not determined with precision how the judge advocate
disposition authority billets would be staffed were S.1752 (“Military Justice Im-
provement Act of 2013”) be enacted into law. The Services have, however, deter-
mined the likely number of judge advocate disposition authorities each would re-
quire. It is useful to compare that figure to each Services’ existing O—6 (colonel or
Navy captain) judge advocate billets.

U.S. Army

The Army is both the largest and the most geographically dispersed of the Armed
Forces. In every fiscal year since 2005, the Army has tried more general courts-mar-
tial than the other four Armed Forces combined. The Army estimates that imple-
menting S.1752 would require 50 full-time judge advocate disposition authority bil-
lets, which equals 40 percent of the current 124 Active Duty Army O-6 judge advo-
cate billets.

Almost half of the Army’s O-6 judge advocate billets—62 of 124—are as chief
legal advisors to military commands and organizations. Fifty-nine of these are staff
judge advocate positions (one of which is dual-hatted as the deputy commander of
the U.S. Army Materiel Command and one of which is dual-hatted as the deputy
chief counsel of the U.S. Army Research Development and Engineering Command).

Twenty-six of the 124 billets are in the judiciary, including 17 trial judges, 8 ap-
pellate judges, and the executive officer to the Chief Judge.

Fifteen of the 124 billets are in headquarters leadership billets, including 8 chiefs
of U.S. Army Legal Services Agency Divisions and the U.S. Army Legal Services
Agency Deputy Chief, 5 chiefs of Office of The Judge Advocate General (JAG) divi-
sions, and the Office of The Judge Advocate General executive officer.

Six of the 124 billets are senior training and education positions, including 5 sen-
ior leadership positions at The Judge Advocate General’s Legal Center and School,
and another at the U.S. Army War College.

Four of the 124 billets are senior joint positions at the Department of Defense
(DOD), including 2 in the Defense Legal Services Agency, 1 heading the Office of
Legal Policy of the Under Secretary of Defense for Personnel and Readiness, and
1 as the Deputy Legal Counsel to the Joint Chiefs of Staff.

Four of the 124 billets are senior Headquarters Department of the Army positions
at DOD, including the Chief of the Investigations and Legislative Division of the Of-
fice of the Chief Legislative Liaison, 2 legal advisors in the Office of the General
Counsel, and the Legal Advisor to the U.S. Army Inspector General Agency.

The remaining seven billets include the Commander of the U.S. Army Claims
Service, three chief counsel of contracting commands and one deputy chief counsel
of a contracting command, the Deputy Chief Counsel of the U.S. Army Aviation and
Missile Command, and one billet in the Office of Military Commissions.

U.S. Navy

The Navy estimates that implementation of S.1752 would require 9 full-time
judge advocate disposition authority billets, which equal 11 percent of the current
81 Active Duty Navy O—6 strength. Ten of the 81 Active Duty Navy JAG Corps cap-
tains are qualified as Experts under the Military Justice Litigation Career Track
qualification program. Detailing nine of them as judge advocate disposition authori-
ties would leave only one Military Justice Litigation Qualification Expert captain,
meaning that almost all of the O-6 litigation supervision and judicial billets would
have to be filled with officers who have not obtained the highest Military Justice
Litigation Qualification.

Twenty-one of the Navy’s 81 O-6 judge advocates are staff judge advocates to
military commands (including 3 combatant commands) and senior leaders.

Fourteen of the 81 judge advocates are commanding officers or officers in charge
of legal service offices, including 9 commanding officers of Region Legal Service Of-
fices, 4 commanding officers of Defense Service Offices, and 1 officer in charge of
a Defense Service Office detachment.

Twelve of the 81 judge advocates are in the judiciary, including 6 trial judges, 5
appellate judges, and the Chief Judge of the Department of the Navy.

Eleven of the 81 judge advocates are in senior Office of The Judge Advocate Gen-
eral leadership positions, including 9 division directors in the Office of the Navy
Judge Advocate General, the Senior Detailer, and the Executive Assistant to the
Judge Advocate General.
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Five of the 81 judge advocates are in senior Department of the Navy legal posi-
tions, including 2 in the Office of the Inspector General, 2 in Environmental Law,
and 1 in Legislative Affairs.

Three of the 81 judge advocates are chiefs of staff of litigation-related organiza-
tions: the Chief of Staff of Victims’ Legal Counsel, the Chief of Staff of the Region
Legal Service Office, and the Chief of Staff of the Defense Service Office.

Three of the 81 judge advocates are in White House and National Security Coun-
cil Staff positions.

Three of the 81 judge advocates are on the Office of the Chief of Naval Operations
Staff and the Joint Staff.

The remaining nine judge advocates are the Commanding Officer of the Naval
Justice School, the Director of the Defense Institute for International Legal Studies,
three training/education Instructors, one in a Sending State Office, and two stu-
dents.

U.S. Marine Corps

The Marine Corps estimates that implementation of S.1752 would require 8 full-
time judge advocate disposition authority billets, which equals 25 percent of its 32
Active Duty Marine Corps O—6 judge advocate billets.

Half of the Marine Corps O—6 judge advocate billets—16 of 32—are as staff judge
advocates.

Six of the 32 billets are leaders responsible for the delivery of legal services, in-
cluding 4 Officers in Charge of Legal Service Support Sections (the Marine Corps’
regional prosecution centers), the Officer in Charge of the Victim Legal Counsel Or-
ganization, and the Chief Defense Counsel of the Marine Corps.

Four of the 32 billets are in the judiciary, including 2 circuit trial judges and 2
appellate judges.

Two of the 32 billets are in senior Office of the Judge Advocate General of the
Navy positions: the Assistant Judge Advocate General for Military Justice and the
Director of the Navy-Marine Corps Appellate Government Division.

Two of the 32 billets are in the Office of Military Commissions.

The remaining two billets are in senior leadership positions in the Headquarters
Marine Corps Judge Advocate Division: the Deputy Staff Judge Advocate to the
Commandant of the Marine Corps and the Deputy Director of the Judge Advocate
Division.

U.S. Air Force

The Air Force estimates that implementation of S.1752 would require 7 full-time
judge advocate disposition authority billets, which equals 5.6 percent of the current
125 Active Duty Air Force O-6 judge advocate billets.

Almost half of those billets—59 of 125—are staff judge advocates to military com-
mands or organizations, including 10 Air Force Major Commands, U.S. Cyber Com-
mand, and U.S. Africa Command.

Seventeen of the 125 billets fill leadership roles on Air Force Major Command
staffs as deputy staff judge advocates and division chiefs of international and pro-
curement law, as well as military justice.

Sixteen of the 125 billets are in the judiciary, including 9 trial judges and 7 appel-
late judges.

Seventeen of the 125 billets are senior leadership positions in the Air Force Legal
Operations Agency, including the Vice Commander, the Commandant of the Judge
Advocate General’s School, 5 directors, and 8 division chiefs, including the Special
Victims’ Counsel Chief.

Seven of the 125 billets are headquarter leadership positions, including 5 Air Staff
Directors within the Office of the Judge Advocate General, the Senior Air Staff
Counsel to the Air Force Inspector General, and the Executive to the Judge Advo-
cate General.

Two of the 125 billets are senior joint positions within DOD, including the Deputy
Legal Counsel to the Joint Chiefs of Staff and the Senior Military assistant to the
Department of Defense General Counsel.

Two of the 125 billets are senior leadership positions in the Office of the Secretary
of the Air Force, including the Senior Military assistant to the Secretary of the Air
gorce 211nd the Senior Legal Advisor to the Secretary of the Air Force Personnel

ouncil.

The remaining five billets include the Chief Defense Counsel and the Deputy
Chief Prosecutor within the Office of Military Commissions, the General Counsel of
the Army and Air Force Exchange Service, the Deputy Staff Judge Advocate to U.S.
%ransportation Command, and the Deputy Staff Judge Advocate to U.S. Forces

orea.
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General DEMPSEY. Could I add, though, Senator? Just to be clear,
we really appreciate your leadership on this issue and we appre-
ciate what Senator Gillibrand is doing too. If I thought it was just
about resources, if I thought that was the answer, I would line up
behind it. But fundamentally it is not about the resources. It is
about accountability and responsibility in the right place in the
system, and that is the commander.

Senator MCCASKILL. There is no question about that. The reason
I bring it up is because the amendment, for some inexplicable rea-
son, prohibits any additional resources to be used. I do not know
why that is in the amendment, but it is. You could not add more
resources to it if you wanted to, if the proposal became law. That
is why I think it is very important for us to know where these O—
6s are going to come from.

Chairman LEVIN. Senator Cruz?

Senator CRUZ. Thank you, Mr. Chairman.

Mr. Secretary, General, thank you for being here. Thank you for
your service. Thank you for your testimony today.

Secretary Hagel, last week you stated, with respect to the Na-
tional Guard versus Active Duty military, that increasing or pro-
tecting the Guard from cuts is not reasonable, and in particular,
you stated that, “we must prioritize readiness, capability, and agil-
ity.” Setting aside readiness and agility for the moment, in your
judgment, are the National Guard or the Reserve units truly less
capable than their Active Duty components? Would you care to
elaborate or explain your views on that?

Secretary HAGEL. I am sorry. Are they less capable, did you say?
I am not sure I said less capable. Let me go back and get to the
first part of your question, then I will get to the second part.

I have said here a number of times this morning, Senator, the
National Guard and the Reserve are going to continue to be a vital
part of the national security enterprise. I have said that. I think
Chairman Dempsey has been clear. We are all clear on that.

Then if that is the case, as we are looking at framing a balanced
way forward on our strategic interests, guidance, and how we pro-
tect this country, then we had to assess everyone’s role. One of the
points that I made, I had to carefully look at suggestions, rec-
ommendations, reductions, adaptations in every force, Air Force,
Marine Corps, across the board which I did, at the recommenda-
tion, by the way, of our Chiefs. So it was not done unilaterally.

I noted in my testimony that, comparing the Active, Reserve, and
National Guard reductions, we protect the National Guard and Re-
serve in those reductions versus percentage of cuts to the Active,
whether it is aviation brigades or whichever metric you want to
apply to it. I hope that is clear.

As to the second part of your question, when you look out at the
future needs, assessments, threats, and challenges, the National
Guard, as we know, has a couple of roles. Our Active Duty has but
one responsibility and that is to be active, ready, agile, and go now
if they need to. That is not the case with the National Guard and
Reserve, not that they are not capable. They did a tremendous job
in Iraq and Afghanistan. But there are different responsibilities, so
we tried to balance those. I met with the Governors Council last
week on this. We have talked to Governors about their responsibil-
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ities as to how they use their National Guard. That is some expla-
nation that would be helpful to you, Senator, as to why the rec-
ommendations were made the way they were.

Senator CRUZ. Thank you, Mr. Secretary. I will share my view
that certainly both the Guard and our Reserve are a critical part
of our readiness and capability to defend this Nation.

The first question is connected with the second question. Your
budget proposed that the Army cut six brigade combat teams by
2019. That is an astounding amount of land combat power that is
being proposed to be reduced, and in my view, the world has only
become more dangerous, not less dangerous. I am very troubled by
these cuts, diminishing our ability to defend our national security.
It seems to me there are a great many other areas in the DOD
budget that ought to be much higher candidates for cuts than re-
ducing the men and women who are directly on the front lines who
go directly to our warfighting capacity.

For example, DOD continues to spend billions of dollars unneces-
sarily on alternative energy research programs. The Navy recently
spent $170 million on algae fuel that costs four times as much as
regular fuel, meaning potentially $120 million wasted. Instead of
buying that algae fuel, which even the National Research Council
says is currently not sustainable, DOD could instead field nearly
a battalion’s worth of Active Duty soldiers or even more National
Guard troops.

So the question I would ask, Secretary Hagel, is why in your
judgment does it make more sense to cut Army infantry troops
rather than cutting spending on algae fuel for the Navy?

Secretary HAGEL. I have just asked the Comptroller to give me
a specific number.

Mr. HALE. I will get it soon. I do not have that one in my head.
I will get it for you for the record.

[The information referred to follows:]

The Navy has not spent $170 million on algae fuels. The Department of Defense
(DOD) previously invested in algal biofuels research, and in 2011 the Navy pur-
chased algal biofuels (as part of a larger $12 million biofuels purchase) for the Rim
of the Pacific Exercise Great Green Fleet demonstration in 2012. As a result of this
demonstration, the Navy concluded that JP-5 and F-76 fuels containing 50/50
blends of hydro-processed esters and fatty acid-based biofuels are suitable for oper-
ational use.

I believe the $170 million you are thinking of relates to the Advanced Drop-in
Biofuels Production Project, which is being executed under the authorities of Title
III of the Defense Production Act (DPA) (and is now budgeted at $160 million after
various cuts). This project, co-sponsored by the Department of Energy, Department
of Agriculture, and DOD, partners with the private sector to accelerate the develop-
ment of cost-competitive advanced alternative fuels for both the military and com-
mercial transportation sectors. Last May, four companies were selected to further
develop their plans for refineries capable of supplying biofuel at a cost of less than
$4 per gallon. For all phases of the project, private sector partners must provide a
dollar-for-dollar match to any government funding they receive. None of the compa-
nies selected propose to use algae as a fuel feedstock.

The DOD Alternative Fuels Policy for Operational Platforms, issued on July 5,
2012, creates clear guidelines on DOD’s current and future alternative fuels invest-
ments and purchases. To date, DOD has only purchased alternative fuels for testing,
certification, and demonstration purposes. The policy also formalized what was al-
ready the practice for all of the Military Services: that DOD will only purchase al-
ternative fuels for use in military operations when they are cost-competitive with

conventional fuels. This includes fuels that DOD procures from DPA award recipi-
ents.
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Secretary HAGEL. But I do not think it is billions of dollars.

Mr. HALE. I do not think it is multiple billions.

Secretary HAGEL. It is not billions of dollars.

Senator CRUZ. It is $170 million.

Secretary HAGEL. Okay, but that is a little different than billions.
But that is not the essence of your question. I get it.

We did have to look at different reductions in different areas.
But on the first point on our troops, it is dangerous to make those
cuts with brigades. We have hard choices to make, Senator, based
on the reality of what is before us. But readiness, capability, and
modernization are critically important to the troops who are asked
to go in and who will continue to have the edge, and will always
have the edge, over any adversary, over any enemy. That takes
constant training. That is money. That is operations. That is all
that goes into readiness.

The technical edge and capability that they need to have and we
want them to have takes money. What goes into that, the research
and the science, also take money.

We tried to balance everything in a way that made sense, again,
to fulfill the requirements necessary to defend this country.

Senator CRUZ. Let me ask one more question because my time
is expiring.

DOD spent $117 million, again, nearly enough to field a battalion
of Army combat power, on renewable energy projects that now face
major delays or cancellation. For example, the Air Force spent $14
million on wind turbines in Alaska, and it turns out there is not
any wind there. The Inspector General has recommended the Air
Force shut downs the entire project altogether.

Despite these problems, you mentioned a minute ago that $160
million was not billions. The Army is planning on awarding $7 bil-
lion in renewable energy projects in coming years. That is real
money.

It seems to me that the energy needs of our military should be
derived by what is the most cost-effective and efficient energy to
carry out our warfighting capacity. We ought to be looking at cut-
ting overhead and unnecessary programs like algae fuel rather
than reducing our warfighting ability, reducing the men and
women who are able to serve in the Army and defend our Nation.
Do you agree or disagree?

Secretary HAGEL. We are cutting overhead. We are doing the
things that you suggested, and you are right.

As to the Army’s billions of dollars of a commitment to a pro-
gram, I do not know specifically what you are talking about. We
will find out. We will get back to you.

[The information referred to follows:]

For the Army to be combat ready, it must have access to secure, affordable en-
ergy. All Army energy efforts whether on our installations or in our maneuver for-
mations are first and foremost focused on enhancing mission capability. This holds
true for the Army’s renewable energy projects. Every installation renewable energy
project is designed to enhance energy security at a cost that is projected to be equal
to or less than conventional grid power.

The Army now spends over $1 billion annually on utility bills for our installations.
Over the next 30 years, absent efficiency gains and/or lower cost energy, it is pro-
jected that the Army’s total utility bill over this time period will be in excess of $40

billion. The Army’s plan is to reallocate a portion of this amount to fund renewable
energy projects on our installations. These projects are executed in concert with the
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private sector, with industry providing engineering and technical expertise along
with capital funds to cover the costs of construction. Power is purchased from these
projects using funds in the Army utility account. There are no additional appropria-
tions required and no diversion from other accounts used for training or equipping.

The $7 billion figure refers to the total contract ceiling of the Army Renewable
Energy Multiple Award Task Order Contract (MATOC). Awards were made to a
total of 48 companies, including 20 small businesses. MATOC projects will be
owned, operated, and maintained by the selected task order awardees. The award
recipients that are qualified through this process will be able to compete for future
renewable energy task orders issued under the MATOC. As previously described,
power purchased through the MATOC will be funded through the existing Army
utility account over a term of up to 30 years, requiring no additional appropriated
dollars.

The Army currently has over 175 megawatts of renewable energy projects in the
acquisition phase, all of which are expected to avoid future utility costs. Addition-
ally, each of these projects enhances the energy security at our installations. Some
projects will provide coverage of total installation energy requirements from on-site
generation. Others will provide energy in emergency situations, making our installa-
tions’ platforms more resilient, able to project military power, or respond to domestic
emergencies. These and future investments in renewable energy will add to, not de-
tract from, Army readiness.

Secretary HAGEL. Yes, the cheapest, most reliable, and most ef-
fective energy, since DOD is the largest energy consumer in the
world, is a requirement, and we have to have the ability and the
readiness and the access to that energy.

I understand your point, and we have tried to cut where we do
not need that kind of capability. More to the point, some of it may
be a bit of a luxury, but research is important. I take your point
and we will get to you on the specifics.

Senator CRUZ. Thank you, Mr. Secretary. I appreciate that.
Thank you, gentlemen. Thank you, Mr. Chairman.

Chairman LEVIN. Thank you, Senator Cruz.

I do not know if I am going to ask the exact same question that
you are. I have a hunch that I am, Senator Kaine, but I think I
am going to yield to you first, and then if you do not cover that
issue the way I was going to cover it, I will do it later.

Senator KAINE. Thank you, Mr. Chairman.

As I finished my first round of questions, I was asking you what
would be an indication of support for the President’s budget that
would trigger the willingness of DOD to move forward on those pri-
orities. It is not likely that the Senate will pass a budget because
we just passed a 2-year budget. I do not know that we need to get
into that one now, but that is something that I think we need to
continue to discuss and explore.

I want to ask a question now about the worst-case scenario. I am
opposed to sequestration. One of the first votes I casted when I ar-
rived here was to not let sequestration go into effect in February
2013. I have worked on the Senate Budget Committee with my col-
leagues to provide as much sequester relief as we could find in
2014 and 2015, and I am going to keep doing it. I am going to keep
trying to battle for what the President’s proposed budget is with
the $115 billion plus the $26 billion in sequester relief.

However, the worst-case scenario: if Congress does not provide
either an indication of support or actual support in lifting sequester
cuts, it would still be the case that there is a statutory requirement
for 11 carriers that, absent change in the statutory language,
would be the law of the land. Is that not correct?
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Secretary HAGEL. Senator, as I have said, and you would expect
us to do, we will follow the law.

Second point on this specific issue, carriers, or any other tough
decision that has to be made: if we do not have the resources, then
there will be further cuts somewhere, but those will be made just
like this proposal we are all discussing specifically this morning, as
well as the entire inventory. We follow the authorization and ap-
propriations directive of Congress. We follow the law. These are
recommendations.

Senator KAINE. To follow up again, this is the worst-case sce-
nario, you have one law, the sequester or the BCA caps. You have
a second set of laws, that 11 carriers would be an example of one.
There are other line items within the DOD budget that have a stat-
utory requirement as well. There are other DOD spending items
that are not statutorily mandated. But you might say that some of
the non-mandated items, for purposes of our particular strategic
challenge, might be more important than some of the statutory
ones in terms of your own recommendation.

But I just want to get down to it. If the worst-case happens, ab-
sent a change in the statute, we cannot switch national policy from
11 carriers to 10 carriers. Is that not correct?

Secretary HAGEL. Which I have already noted, that is right, yes.

Senator KAINE. That is all of the questions I have, Mr. Chair-
man. Thank you for that opportunity for a second round.

Chairman LEVIN. Thank you, Senator Kaine.

Senator Inhofe.

Senator INHOFE. Yes, thank you, Mr. Chairman.

I do want to clarify a couple of things. What I was trying to do
in my first 7 minutes was to make it very clear that I knew that
it was not you two. I use your quotes. Your quote, Secretary Hagel,
“American dominance on the seas, in the skies, and space can no
longer be taken for granted.” Yours, General Dempsey, when you
said that, “we are on a path where the force is so degraded and
so unready that it would be immoral to use force.”

There is one area where we all agree, and I am talking about the
uniforms and the secretaries and everybody else. We are down to
an unacceptably low level compared to the threat that is out there.
I attempted to get that across.

Senator Graham came along with this 3.2 percent of GDP when
it had been 5 percent during the times of peace. Since that time
looking at the President’s budget into the future, it goes, starting
next year, down from 3.2 to 3.0, 2.8, 2.7, 2.6, 2.5 and on down until
it is 2.3. That is the plan that is out there right now. In terms of
priority, it is totally unacceptable.

I think that he did such a good job of using that, and certainly
the line of questioning that came from our Senator from Texas, I
would like to add to the examples that he used. $120 million for
a solar farm in Fort Bliss. The $75 million in fiscal year 2014 ap-

ropriations for alternative energy research. The Navy contributed
5160 million towards biofuel initiatives, retrofitting and building
refineries in both fiscal year 2012 and fiscal year 2013. In 2011, it
spent approximately $26 a gallon. He covered that one. He men-
tioned one I was not aware of and that is $117 million for Alaska
wind energy.
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Now, when you start adding all this up, you are talking about
really serious money. It may be true there is a big difference be-
tween millions and billions, but right now, this is the problem that
we have. It is not you guys. It is the administration that does not
have the priorities that you have stated, Mr. Secretary, that they
have in terms of defending America as the number one priority. I
used the examples. Yes, it may sound a little extreme that the
amount of money he spent on his climate stuff would buy 114 new
F-35s. I want to make sure all of that is in the record, and that
was my intent, to make sure that people out there know that we
have a really serious problem in terms of the direction this admin-
istration is taking our military in the face of, in my opinion, the
greatest threat that we have ever faced in the history of this Na-
tion.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you, Senator Inhofe.

Senator Sessions.

Senator SESSIONS. Thank you, Mr. Chairman, and thanks to all
of you for your service.

I am the ranking member on the Senate Budget Committee, and
sometimes our committees overlap, Mr. Chairman, in the concepts
and issues that we face.

I would say that there is no doubt that the restrictions in spend-
ing growth that we placed on DOD were greater than any other de-
partment. There is no doubt that you took real cuts and we are fac-
ing a dangerous cut this year. I am glad something could be
worked out. I was not able to support the solution as written, but
we needed to do something this year because it would have been
very damaging, in my opinion, to the military. I want to say that.

I hope, Secretary Hagel, that you, like most leaders in your an-
nouncement about spending, were putting everybody on notice a
little bit. I hope that when you look at the numbers that have been
put back in, the $35 billion this year, which DOD gets half of in
actual money next year, that maybe all those cuts will not be as
necessary as you suggested. Actually, I do not think you declared
every one of those things would happen. But I think it is important
for us to begin to distill where we are, how much you are going to
have to reduce programs, personnel, and equipment, as well as
what it will look like in the future.

I think it is a healthy thing for you to lay out where you see
things now, but I am hoping that you will not have to do all of
those things, number one.

Number two, I think you have already discussed the danger of
anybody in the world believing that we are on such a pell-mell re-
duction that we are not going to be able to field an effective mili-
tary force in the future. I believe you can do that even though I
would like to see some of your reductions avoided.

Have you commented on that? If you have, I do not want to re-
peat that question. But I think it is important that the world
knows that we are going to be leaner, more efficient, more produc-
tive, and we are going to meet the challenges that we have to meet
around the world.

Secretary HAGEL. I am glad you asked the question, Senator, and
it is an important point and we really have not focused on it today.
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First, Chairman Dempsey, myself, and others have said publicly
that the United States of America possesses the most lethal,
strongest, most powerful military today in the history of the world.
We will continue to have that kind of a military. We need that kind
of a military to protect our interests.

Now, that said, we also recognize what is coming, more sophisti-
cated threats, asymmetric threats. You know those kinds of
threats. We have to make sure that we have the resources to keep
this military the best-led, best-trained, best-educated, best in form,
with the most significant technological edge of any military we
have ever had and that has ever been in the world. We can do that,
but we are going to have to make some hard choices.

You reference here in your comments the prioritization of what
we are going to require in order to secure the interests of our coun-
try and the security of our country. To your point about this coun-
try still having the capability to defend itself and do the things
that our citizens believe we can do, expect us to do, we have that
capacity. We are going to continue to have that. But at the same
gm% the reality of limited resources puts further risk into how we

o that.

Senator SESSIONS. Secretary Hagel, thank you for talking to me
about the announcement you made about the littoral combat ship
(LCS). I hope that is a reduction we do not eventually have to
make.

I would just ask this. I may submit some written questions about
it. But as I understood your statement, you believe that we need
a different kind of ship after 32 LCSs were completed, but you also
indicated that the LCS would be able to compete on price and capa-
bility with any other ship at that point. Is that correct? What
would the Navy need as it brings its fleet back up to the 300 level?

Secretary HAGEL. To begin with, we need the capability that the
LCS was designed to give us, the anti-submarine and mine sweep-
ing capability. We are going to continue to go forward with the pro-
duction commitment of 24. The Chief of Naval Operations rec-
ommended, in addition to that, another 8 to fill that capacity out,
so I have authorized that number of 32.

I have also said if we would build the full 52 LCS fleet, that rep-
resents our future Navy, a sixth of a 300-ship Navy. With the
emerging technologies in weapons systems around the world and
the LCS has limited capabilities, limited survivability, and limited
combat power. But it was not designed for all that. Should we be
examining whether we need a more up-gunned LCS that is more
lethal and more survivable? I have asked the Navy to come back
to me later this year, which they say they can do based on the test-
ing and the analysis. There are two hulls being produced now, Sen-
ator. Maybe there is combination of the two. I do not know. I have
put it back with the Navy. You come back to me, tell me what you
think you would recommend we need.

Senator SESSIONS. I understand. I just happened to be here as
a new Senator and found myself as chairing the Seapower Sub-
committee of this Full Committee of the U.S. Senat